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Impacts

Abstract

The aim of this essay is to provide an overview of the development of Iran’s hybrid warfare 
methods and its regional strategic objectives. Iran is continuously refining its toolkit 
in asymmetric and gray zone operations. The publication analyses the role of proxy 
organisations such as Hezbollah and the Houthis, operations in cyberspace, as well as 
the modernisation of the Iranian military and the development of offensive capabili-
ties, which pose a threat to regional stability. This includes a focus on Iran’s presence 
in Syria and Iraq, and the escalation patterns of its conflicts with Israel and the United 
States, Israeli airstrikes, Iranian countermeasures, the military exercises of the Islamic 
Revolutionary Guard Corps and the tensions surrounding the nuclear agreement. The 
presentation details the evolution of Iran’s operational model, which integrates both 
asymmetric and conventional means. The study underlying this presentation illustrates 
how Iran combines various forms of warfare to strengthen its regional position and 
achieve its geopolitical objectives, and to demonstrate the effectivity of the methods 
in reaching Iran’s strategic goals.

Keywords: hybrid operations, gray zone operations, asymmetric warfare, proxy warfare

Introduction

This paper attempts to demonstrate the evolution – and the partial collapse – of Iran’s 
gray zone strategy, a method of indirect warfare that has long enabled the Islamic 
Republic to project influence across the Middle East without triggering full-scale war, 
showing how this strategy functioned at its peak, and why it appears to be unravelling 
in recent years.
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Defining “gray zone”

Gray zone warfare refers to coercive actions that fall between traditional diplomacy 
and open warfare. It is about ambiguity, deniability and psychological impact rather 
than large-scale force-on-force engagement.

Its definition is not uniform in the literature; however, experts highlight the most 
characteristic attributes of the concept. Analysts interviewed within the framework of 
the Atlantic Council’s “Hybrid Conflict Project” emphasise the following key features:

Clementine G. Starling emphasises that such actions – disinformation campaigns, 
cyberattacks, or the use of mercenaries – are slow, gradual campaigns aimed at weak-
ening the opponent, and new technologies make them more difficult to detect.

According to Arun Iyer, globalisation, capital flows and the spread of social media 
have created new opportunities for operations in the gray zone, particularly by exploiting 
the vulnerabilities of open societies. Similar strategies – such as influence operations 
and economic manipulation – already existed during the Cold War, but today their 
effectiveness and complexity have increased.

Robert J. Giesler believes that great power competition has traditionally relied on 
gray zone tactics, as the risks of open military conflict are too high in the nuclear age. 
Instead of launching conventional wars, states employ strategies that achieve geopo-
litical objectives through covert or hard-to-prove acts of aggression.

All three experts emphasise that gray zone strategies pose a significant challenge 
to the United States, its allies and the international order, as attribution and the legality 
of response actions often remain unclear. Such operations also threaten the political 
stability and internal cohesion of societies.2

Based on the views of the experts cited by the Atlantic Council, the following 
definition has been formulated: a gray zone is the realm of defensive and offensive 
activities that lies between peaceful cooperation and open armed conflict. Operations 
conducted in this space are often covert and officially unacknowledged actions aimed 
at undermining the target’s security or advancing the initiator’s interests without trig-
gering open warfare. While it can also be interpreted chronologically (as the period 
between peace and conflict), the term “zone” is used to emphasise that such activities 
may also occur during active conflicts.3

The concepts of gray zone warfare, asymmetric warfare and hybrid warfare are 
often conflated, but they are not distinct forms of warfare and should not be used inter-
changeably, even though they frequently are. These terms refer to the ways in which 
states employ various methods and tools to achieve their national security objectives. 
The tools may be diplomatic, informational, military, economic, or cyber in nature, 
while the methods describe how these tools are employed. The term “hybrid” has a dual 
meaning, as it can refer to both the tools used and the methods of their application.4

2	 Starling et al. 2022.
3	 Atlantic Council s. a.
4	 Eisenstadt 2021.
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Asymmetry in warfare

Iran’s gray zone strategy is closely linked to the toolkit of asymmetric warfare, as both 
approaches aim to weaken the adversary without engaging in conventional military 
conflict. Iran employs methods designed to minimise the risk of escalation while striving 
to achieve maximum geopolitical advantage. These tools – such as supporting proxy 
militias, conducting cyberattacks, applying economic pressure and executing information 
operations – are classic forms of asymmetric warfare. The core principle of asymmetric 
warfare is that the weaker party seeks to counterbalance the superiority of a stronger 
opponent through unconventional methods. Iran’s strategy is particularly well suited 
to its efforts to preserve the balance of power in the Middle East. Rather than striving 
for conventional military superiority over the United States and Israel, Iran enhances 
its regional influence primarily through asymmetric operations.

One of the most striking examples of this is Iran’s longstanding support for Hezbollah 
in Lebanon, a relationship that dates back to the early 1980s and exemplifies Tehran’s use 
of ideological and military proxies to extend its influence. Iran has provided Hezbollah 
with financial assistance, weapons and training, enabling the group to operate as both 
a political actor and a paramilitary force. Alongside other regional proxy networks and 
its involvement in the Syrian and Yemeni conflicts, this support allows Iran to exert 
political and military pressure on its adversaries without direct engagement.

As part of its asymmetric warfare strategy, Iran places significant emphasis on 
information and cyber warfare. These tools are used to disseminate narratives that 
undermine the international image of its adversaries while bolstering its own regional 
support. The destabilising effects of disinformation, propaganda and cyberattacks 
often remain hidden from public view, allowing Iran to avoid direct accountability – an 
essential element of gray zone strategies.

The evolution of Iran’s cyber operations is clearly observable: while initially focused 
on controlling domestic information flows and suppressing dissent, they have since 
transformed into instruments of aggressive action against foreign targets. A turning 
point came in 2010 with the discovery of the Stuxnet incident, during which a U.S.–
Israeli-developed computer worm disabled Iranian nuclear centrifuges. In response, 
Iran escalated its offensive cyber operations targeting U.S. assets.

Since then, the Iranian regime has invested substantial resources in developing its 
own cyber capabilities, including domestic cybersecurity software and defensive network 
architectures. Some of Iran’s cyber organisations operate under direct government or 
military control, while others appear to act more independently, yet maintain close 
cooperation with state entities – particularly in offensive operations. This technological 
development enables Iran to deliver effective asymmetric responses in cyberspace, 
even against a conventionally superior adversary like the United States.5 In the realm of 
cyberattacks, concealment of the perpetrator’s identity is particularly easy to achieve. 
The Iranian regime frequently employs front groups to obscure its direct involvement 
in cyber operations. By presenting these entities as grassroots or independent actors, 
Iran creates plausible deniability and complicates attribution efforts.

5	 Theohary 2020.
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One notable example is the hacking group Black Shadow,6 which has claimed 
responsibility for multiple cyberattacks against Israel since December 2020. Despite its 
purported independence, the group is likely a front for an Iranian state actor, possibly the 
Islamic Revolutionary Guard Corps (IRGC). Similarly, another group, Farigh al Tahereh, 
carried out a series of cyberattacks in 2022 targeting Israel, Saudi Arabia, Turkey and 
Iranian opposition figures in Baghdad. Iranian state media has described Farigh al Tahereh 
as an “Iraqi resistance group” – language commonly used for Iranian proxies. It is highly 
probable that the group functions either as the cyber arm of an existing proxy militia or 
as another IRGC-controlled front organisation.7 These cases highlight the strategic use 
of cyber proxies by Iran to mask state responsibility, making it even more difficult for 
international actors to confidently attribute malicious activities in the digital domain.

Iran’s strategy also builds on exploiting economic and political asymmetries. Through 
oil exports and the circumvention of international sanctions, Iran uses its economic 
power not only to maintain internal stability but also to expand its regional influence. 
The aim of such asymmetric measures is not direct victory, but rather to restrict the 
adversary’s freedom of action and deplete their resources.

In summary, Iran’s gray zone warfare strategy is grounded in asymmetric warfare, 
enabling it to achieve political objectives through a low-intensity yet wide-ranging set 
of tools. This strategy spans not only the military domain but also political, economic 
and informational dimensions, thereby posing a complex threat to both regional and 
global powers.

The various dimensions of asymmetry

One of the most evident differences is quantitative asymmetry, which refers to dispar-
ities in manpower, equipment and resources. The stronger party typically possesses 
a larger army and more weapons, while the weaker side operates with smaller forces 
that are often more efficiently organised.

In contrast, qualitative asymmetry does not concern the quantity of resources but 
their quality – this includes differences in leadership, training, technological advance-
ment and methods of warfare.

Conceptual asymmetry refers to the extent to which one party is able to understand 
and exploit battlefield conditions, recognise the adversary’s strategies and develop 
effective responses. This is complemented by operational asymmetry, which points to 
differences in organisational structures and modes of combat – for instance, the use of 
covert, clandestine operations instead of open, conventional warfare, or a preference 
for indirect methods of engagement.

Geographical asymmetry refers to the exploitation of territorial advantages: one 
party may be closer to strategically important areas, bases, or its own defensive posi-
tions, which can have a decisive impact on military operations. In contrast, temporal 

6	 Vicens 2021.
7	 Islamic Republic News Agency 2022.
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asymmetry refers to differing approaches in the use of time – while one side may opt for 
rapid, decisive strikes, the other may pursue a long-term, gradually exhausting strategy.

Normative asymmetry highlights differences in legal and ethical constraints 
between the parties. One side may strictly adhere to international law, while the other 
is less bound by such norms, which can provide a tactical advantage in certain situa-
tions. Closely related to this is moral and motivational asymmetry, which examines the 
level of commitment each side has to the fight. One party may be driven by religious 
or ideological convictions, or simply fighting for survival, while the other is motivated 
more by political or economic interests.8

Finally, ontological asymmetry refers to differences based on distinct logics and 
motivations. While one actor may follow a rational, pragmatic approach, the other 
might act based on symbolic or emotional decisions, making the nature of the conflict 
more unpredictable.9

In sum, asymmetric warfare is a complex phenomenon that not only serves to 
counterbalance military superiority, but also represents a comprehensive strategy 
encompassing political, economic and psychological dimensions. As a result, the weaker 
party may exert significant influence on the outcome of a conflict over the long term.10

Iran’s long-term objectives

Iran’s gray zone strategy is not random or reactive – it is anchored in very clear long-term 
strategic goals that have remained largely consistent since the 1979 Islamic Revolution. 
These objectives help explain the logic behind Iran’s asymmetric and indirect approach 
to conflict.11

First, Iran seeks to establish itself as a leading power in the Middle East. While 
aware of the ethnic and sectarian limitations of its influence – rooted in its Persian and 
Shiite identity – Iran nonetheless aims to shape regional political orders through allies, 
proxies and ideological outreach.

Second, Tehran wants to drive out the United States from the region entirely. From 
the perspective of Iranian leadership, the enduring U.S. military presence in countries 
like Iraq, Syria and the Gulf states – combined with decades of perceived regime-change 
rhetoric – represents both a direct threat and a symbol of Western dominance that 
must be countered.

And third, one of the enduring ideological drivers in Iranian foreign policy is its 
opposition to the Israeli state. In practice, this is reflected in sustained support for 
groups like Hezbollah and Palestinian factions that confront Israel militarily or politically.

All of Iran’s regional activities – from supporting militias in Iraq and Syria to arming 
the Houthis in Yemen – can be interpreted as part of a broader effort to fulfil these 
three long-term strategic aims.

8	 Eisenstadt 2021.
9	 Haghshenass 2008.
10	 Mazzucco 2022.
11	 Goldenberg et al. 2020.
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Core elements of Iran’s gray zone strategy

We need to look at the core elements of its gray zone strategy. This approach is built 
on flexibility, patience and indirectness.

First, Iran is tactically flexible but strategically consistent. It is willing to change 
methods, partners, or intensity depending on the situation – but its long-term goals 
rarely change. Whether it supports Hezbollah in Lebanon or militias in Iraq, the end-
game remains the same: expanding influence, deterring adversaries and reshaping the 
regional order.

Second, Iran relies heavily on proxies and plausible deniability. Instead of using its 
own army, it sponsors and coordinates with non-state actors – groups that can operate 
with local legitimacy but also give Iran a layer of distance from direct responsibility. 
This allows Tehran to apply pressure without triggering open retaliation.12

Third, Iran avoids escalation by responding in a calibrated, proportional way. It 
does not aim to start wars, but rather to test limits, probe vulnerabilities and impose 
costs – often in ways that are ambiguous enough to buy time or create doubt about 
attribution.

And finally, Iran plays the long game. It prefers protracted, low-intensity engagements 
where its adversaries grow weary over time. It exploits the political short-termism of 
Western democracies, betting that it can outlast their attention span or political will.

Together, these elements form a uniquely asymmetric strategy – one that allows 
Iran to project power far beyond its borders, without fighting on conventional terms.

Why it worked: 2000–2019

For nearly two decades, Iran’s gray zone strategy worked remarkably well. Between the 
early 2000s and 2019, Tehran steadily expanded its regional influence – often without 
firing a shot directly through its own armed forces.

While Hezbollah’s primary role remains within Lebanon, it also contributes to Iran’s 
regional strategy by supporting operations in Syria,13 maintaining links with other militias 
and promoting the broader ideological framework of the ‘Axis of Resistance’ – thereby 
reinforcing Iran’s strategic influence beyond its borders.14

In Iraq, Iran established deep ties with Shiite militias, especially after the fall of 
Saddam Hussein. These groups – such as Kata’ib Hezbollah or Asaib Ahl al-Haq – served 
both as political actors and paramilitary forces aligned with Iranian interests, particularly 
in resisting U.S. presence and shaping governance structures.

In Syria, Iran (alongside with Russia) played a vital role in keeping Bashar al-Assad 
in power during the civil war. Through a mix of Iranian troops, Hezbollah fighters and 
other foreign proxies, Iran played a significant role in supporting the Assad regime and 
managed to secure a key strategic ally in the region – for a long period of time.

12	 Mazarr 2015.
13	 Sullivan 2014.
14	 Israel Defense Forces 2019.
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And in Yemen, Iran’s support for the Houthi movement allowed it to open a new 
front of pressure against Saudi Arabia – threatening Red Sea shipping routes and con-
ducting drone and missile attacks deep into Saudi territory. Iran’s involvement began 
as early as 2009 and intensified significantly following the outbreak of the Yemeni 
civil war in 2014, with the systematic provision of advanced weapons systems to the 
Houthis.15 While Iran provides strategic and material support, the Houthis maintain 
operational independence and pursue objectives that align with – but are not dictated 
by – Iranian interests. The Islamic Revolutionary Guard Corps (IRGC) Quds Force has 
facilitated the transfer of missile and drone components, as well as critical technolo-
gies, into Yemen to enhance the Houthis’ operational capabilities. These capabilities 
have been employed in repeated attacks against critical infrastructure and military and 
governmental targets in Saudi Arabia and the United Arab Emirates (UAE), often using 
Iranian-origin platforms.16

By enabling such strikes, Iran has effectively opened an additional axis of military 
pressure on the Gulf states, thereby extending its strategic reach. While the prospect of 
the Houthis launching attacks on Israel from Yemen was previously considered improb-
able, Houthi missile and drone attacks targeting Israeli territory have since materialised, 
reflecting an expanded scope of confrontation. This dynamic situation positions the 
Houthis not only as a tool of Iranian regional influence but also as a potential vector 
for escalation beyond the Arabian Peninsula.

What made this strategy effective was its ability to deliver strategic gains without 
provoking overwhelming retaliation. By staying below the threshold of direct war, Iran 
forced its adversaries into difficult dilemmas – whether to respond and escalate, or to 
tolerate and contain.

This period marked the high point of Iran’s gray zone approach: it gained influence, 
deterred enemies and projected power through carefully calibrated, indirect actions.

The turning point: Internal pressures

Iran’s gray zone strategy began to falter both because of strategic missteps and external 
conditions that shifted against it.

In 2021, there were hopes that the Biden Administration would revive the nuclear 
deal. But after prolonged negotiations, no agreement was reached. Instead of diplo-
macy, Iran returned to pressure tactics – supporting drone attacks, maritime incidents 
and proxy operations. One early signal came with the 2021 drone strike on the Mercer 
Street tanker,17 followed by Houthi attacks on UAE targets.

Iran’s involvement in Russia’s war in Ukraine – especially through drone exports18 
– further alienated the European Union, which had long served as mediator in the 
nuclear talks. When the EU presented a ‘final text’ in August 2022, Iran rejected it, 

15	 Zimmerman 2022.
16	 The Times of Israel 2019.
17	 Gardner 2021.
18	 Iran International 2024.
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hoping Europe’s energy crisis would boost its leverage. But that backfired – leaving Iran 
more isolated diplomatically.

In the months that followed, Iran escalated attacks on commercial shipping in the 
Gulf and Red Sea – attempting to raise costs for the U.S. and its partners. But instead of 
forcing concessions, these actions triggered regional anxiety and disrupted global trade.

Countries like Israel, the UAE and Saudi Arabia – focused on attracting foreign 
investment and economic reform – saw Iran’s destabilising role as a threat. Between 
2011 and 2021, Israel’s FDI grew by 238%, the UAE’s by 189% and even Saudi Arabia 
tied its Vision 2030 plans to long-term stability. Iran’s actions put it increasingly at 
odds with the region’s economic future.19

On 7 October 2023, Hamas launched a significant attack on Israel, resulting in 
the deaths of approximately 1,200 Israelis, primarily civilians, and the taking of around 
200 hostages. The extent of Iran’s involvement in this attack has been a subject of 
considerable analysis and debate.20

Reports indicate that Iran’s Islamic Revolutionary Guard Corps (IRGC) collabo-
rated with Hamas in planning the 7 October assault. The IRGC allegedly approved 
the operation during a meeting in Beirut on 2 October 2023. In the weeks leading up 
to the attack, approximately 500 fighters from Hamas and Palestinian Islamic Jihad 
reportedly received specialised combat training in Iran under the guidance of the IRGC’s 
Quds Force. ​ However, some analyses suggest that while Iran has historically supported 
Hamas through funding, training and weapons supply, there is no definitive evidence 
of direct Iranian involvement in orchestrating the 7 October attack. U.S. intelligence 
assessments21 have indicated that the Hamas attack surprised Iran, undermining the 
theory that Tehran played a direct role in its planning or execution.22 In summary, 
while Iran has been a longstanding supporter of Hamas, providing financial aid, mili-
tary training and weapons, the precise nature and extent of its involvement in the 7 
October 2023 attack on Israel remain subjects of ongoing investigation and debate.​ 
Regardless of Iran’s direct role, the timing placed Tehran in a strategic trap – now seen 
as part of a widening arc of confrontation, while already aligned with Russia in another 
active conflict.

At this point, Iran was no longer shaping the regional agenda. It was reacting to 
events, overstretched and facing consequences that its gray zone strategy was no 
longer built to absorb.

Another internal factor is popular discontent. Mass protests – like the Green 
Movement in 2009 or the Mahsa Amini uprising in 2022 – have exposed the regime’s 
vulnerability at home.23

In short, the same domestic pressures that challenge the regime’s survival are now 
also undermining its capacity to wage gray zone warfare. The once-coherent system 
of influence is fraying under the weight of internal crisis.

19	 Zandi 2025.
20	 Pletka 2023.
21	 Smyth 2023.
22	 Levitt 2023. 
23	 Loft 2024. 
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Iran’s gray zone strategy ultimately ran into a hard wall: the economy. Despite 
years of investment in regional influence – such as an estimated 20 to 30 billion dollars 
spent in Syria – Iran failed to convert that presence into lasting economic leverage. 
The country’s economic model remains deeply dysfunctional, marked by corruption, 
poor governance and ideological rigidity. Between 2012 and 2022, Iran averaged only 
$2.4 billion in annual foreign direct investment – just $1.5 billion in 2022 alone – while 
neighbouring states attracted exponentially more. Sanctions have also taken a major 
toll. Iran’s crude oil exports dropped by over 600,000 barrels per day between 2016 
and 2024, slashing revenues that once funded its proxies and external operations. By 
2020, Iran’s GDP fell to about $262 billion – its lowest point since 2006 – and its share 
in global trade dropped to just 0.2%. On global indexes, it consistently ranks among 
the least economically free and most corrupt countries: 170th out of 177 in economic 
freedom, and 149th out of 180 in corruption perception.24

In short, without economic power to sustain it, Iran’s regional strategy became 
increasingly hollow. Influence without a viable economic basis simply was not sustainable.

External adaptation

As Iran faced growing internal dysfunction and economic decline, its regional adver-
saries adapted rapidly – militarily, diplomatically and economically. Israel intensified 
its preemptive strikes on Iranian targets in Syria, degrading supply lines and command 
infrastructure with minimal response. These attacks exposed the weakening of Iran’s 
deterrence. Meanwhile, Gulf states like Saudi Arabia and the UAE shifted focus to stabil-
ity. In response to years of Iranian-backed Houthi attacks, they invested in air defence, 
maritime security and long-term development strategies like Saudi Vision 2030.25

This created a contrast: While Iran’s economy contracted and foreign investment 
collapsed, rivals like Israel and the UAE experienced rapid growth. These states countered 
regional instability not only through military means, but also by prioritising long-term 
economic resilience and development.

Iran’s drone support to Russia further isolated it diplomatically from Europe and 
the broader West – sinking any realistic hope of reviving the nuclear deal. However, 
this did not significantly affect Iran’s relations within the region, where many actors 
continue to engage with Moscow.26

Altogether, these shifts left Iran with fewer options, eroded its regional leverage 
and strengthened its opponents – without triggering direct war.

Eroding deterrence

One of the pillars of Iran’s gray zone strategy has always been deterrence – creating 
just enough fear of retaliation to prevent adversaries from striking back forcefully. This 

24	 Zandi 2025.
25	 Government of Saudi Arabia s. a.
26	 Wintour–Rankin 2022.
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deterrence was not based on conventional military superiority, but rather on the idea 
that Iran – or one of its proxies – would respond to any attack with calibrated but painful 
consequences. It was a psychological strategy as much as a military one.

But in recent years, this deterrence has started to erode. We have seen more and 
more examples where Iranian threats go unheeded, or where retaliation fails to mate-
rialise – or simply does not have the desired effect.

Israel has carried out hundreds of strikes on Iranian-linked targets in Syria, often 
without significant Iranian response. Israel has conducted numerous airstrikes targeting 
Iranian-linked positions in Syria. For instance, in September 2024, Israeli special forces 
executed a raid on an underground missile production facility in Masyaf, Syria, aiming 
to disrupt the manufacture of precision missiles intended for Hezbollah. This complex 
operation involved dozens of aircraft and approximately 100 helicopter-borne troops, 
resulting in the dismantling of the facility.27

After years of absorbing Houthi missile and drone attacks – many of which targeted 
critical infrastructure, including oil facilities – Saudi Arabia has increasingly moved 
toward a strategy of regional de-escalation. This change is largely driven by domestic 
priorities, especially the ambitions laid out in the Vision 2030 program, as well as by 
military fatigue and the high costs associated with protracted conflict in Yemen. Rather 
than respond with force to the latest provocations, Riyadh has opted for diplomatic 
engagement, supporting ceasefire efforts and backchannel negotiations. The article 
suggests that Saudi Arabia is exercising strategic restraint, avoiding actions that could 
undermine fragile diplomatic progress or provoke broader regional escalation. Ultimately, 
the Kingdom’s current posture reflects a calculated shift from military confrontation 
to a more politically driven effort to stabilise the region and safeguard its long-term 
national interests. Saudi Arabia, after years of Houthi drone attacks, has begun to push 
for regional de-escalation28 – but not because of fear, rather because it sees Iranian 
leverage declining.

When deterrence fails, the strategic equation changes. Opponents become embold-
ened and they test red lines. They take risks. And suddenly, Iran finds itself reacting 
instead of shaping events – a dangerous position for a state that built its strategy on 
controlling the tempo of conflict.

Strategic limits

Iran’s gray zone strategy is no longer expanding – it is contracting. What we see today 
is not a dramatic collapse, but a slow rollback driven by strategic fatigue, economic 
weakness and internal fragmentation.

Across the region, Iran is struggling to sustain its influence. Proxies like Hezbollah 
are weakened by local crises, militias in Iraq are more autonomous and long-time 
partners like Assad was removed from power and disappeared suddenly. The Houthis 
have consistently acted based on their own agenda, even as they maintain close ties 

27	 Reuters 2025.
28	 Jalal 2023.
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with Iran and benefit from its support. The system has long suffered from declining 
domestic support, and now also faces diminishing resources to maintain its networks. 
Sanctions, financial constraints and brain drain have all reduced Iran’s ability to fund 
operations and supply proxies effectively. Logistical challenges – like tightened border 
controls and surveillance – further complicate its reach.

Without economic power, political unity, or operational capacity, Iran’s regional 
project is losing momentum. It now faces a choice: continue resisting and overextend-
ing – or pivot toward internal development and renewal.

Analysis – Losing the way of war

Iran’s gray zone strategy allowed it to project power far beyond its borders without 
conventional war. For years, it used proxies, pressure and ambiguity in the attempt to 
reshape the regional balance in its favour. But over time, the strategy began to over-
reach. Internally, Iran lacked the economic foundation and political cohesion to sustain 
it. Externally, its rivals adapted – militarily, economically and diplomatically – eroding 
Iran’s advantage step by step. We are not seeing a dramatic collapse, but a strategic 
unravelling: weakening proxies, diplomatic isolation, financial strain and a loss of 
deterrence. Iran is no longer shaping the events29 as it once tried to – it is reacting to 
setbacks it can no longer absorb.

What we are witnessing now is not a dramatic defeat, but a strategic unravelling. 
The tools still exist – missiles, drones, proxies – but the political and economic foun-
dations that made them effective are no longer reliable.

Conclusion

The Islamic Republic now stands at a crossroads. It can continue resisting change at 
growing cost, or pivot toward internal development and regional pragmatism. In that 
sense, Iran may be experiencing what one might call a preemptive loss: not the result 
of battlefield defeat, but of a strategy outpacing the state’s capacity to sustain it.

And that, ultimately, is the paradox of Iran’s gray zone strategy. Its greatest strength 
has always been that it allowed Tehran to fight without fighting. But once it became 
too costly to maintain, it started to collapse. As a conclusion, my deduction can be 
summarised with this statement: Iran did not lose a war. It may be losing its way of war.

References

Atlantic Council (s. a.): Hybrid Warfare Project. Online: https://www.atlanticcouncil.
org/category/content-series/hybrid-warfare-project/

29	 Moonakal 2024.

https://www.atlanticcouncil.org/category/content-series/hybrid-warfare-project/
https://www.atlanticcouncil.org/category/content-series/hybrid-warfare-project/


Hadtudományi Szemle • 18. évfolyam (2025) 3. szám16

Géza Gémesi: Iran’s Gray Zone and Hybrid Operations…

Eisenstadt, Michael (2021): Iran’s Gray Zone Strategy. Cornerstone of Its Asymmetric 
Way of War. PRISM, 9(2), 76–97. Online: https://www.jstor.org/stable/27008977

Gardner, Frank (2021): Mercer Street: Tanker Blast Evidence Points to Iran, Says US. 
BBC News, 7 August 2021. Online: https://www.bbc.com/news/world-midd-
le-east-58124489

Goldenberg, Ilan – Heras, Nicholas A. – Thomas, Kaleigh – Matuschak, Jennie 
(2020): Countering Iran in the Gray Zone: What the United States Should Learn 
from Israel’s Operations in Syria. Center for a New American Security, 14 April 2020. 
Online: https://www.cnas.org/publications/reports/countering-iran-gray-zone

Government of Saudi Arabia (s. a.): Vision 2030. Online: https://www.vision2030.
gov.sa/en

Haghshenass, Fariborz (2008): Iran’s Asymmetric Naval Warfare. The Washington 
Institute for Near East Policy, September 2008. Online: https://www.washingto-
ninstitute.org/sites/default/files/pdf/PolicyFocus87.pdf

Iran International (2024): How Iran’s Drones Supercharged Russia’s 1,000-Day Fight 
in Ukraine. Iran International, 19 November 2024. Online: https://www.iranintl.
com/en/202411197064

Islamic Republic News Agency (2022): Haker-haa-yeh Eraaghi baa Shoaar “Labik Ya 
Qods” Paaygaah-haa-yeh Esraaeili raa Falaj Kardand [Iraqi Hackers Paralysed 
Israeli Sites with Slogan “Labbaik Ya Quds”]. Islamic Republic News Agency, 20 
April 2022. Online: https://www.irna.ir/news/84724614

Israel Defense Forces (2019): Hezbollah’s Precision Guided Missile Project. Online: https://
www.idf.il/en/mini-sites/hezbollah/hezbollahs-precision-guided-missile-project/

Jalal, Ibrahim (2023): The Houthis’ Red Sea Missile and Drone Attack: Drivers and 
Implications. Middle East Institute, 20 October 2023. Online: https://www.mei.edu/
publications/houthis-red-sea-missile-and-drone-attack-drivers-and-implications

Levitt, Matthew (2023): The Hamas–Iran Relationship. The Washington Institute for 
Near East Policy, November 2023. Online: https://www.washingtoninstitute.org/
policy-analysis/hamas-iran-relationship

Loft, Philip (2024): Two-Year Anniversary of the Mahsa Amini Protests in Iran. U.K. 
Parliament, 19 September 2024. Online: https://commonslibrary.parliament.uk/
two-year-anniversary-of-the-mahsa-amini-protests-in-iran/

Mazarr, Michael J. (2015): Mastering the Gray Zone: Understanding a Changing Era of 
Conflict. Carlisle Barracks: U.S. Army War College Press. Online: https://press.
armywarcollege.edu/monographs/428

Mazzucco, Leonardo J. M. (2022): Iranian Naval Strategy: The Domestic Roots of 
Iran’s Asymmetric Warfare. Gulf International Forum, 16 October 2022. Online: 
https://gulfif.org/iranian-naval-strategy-the-domestic-roots-of-irans-asymmet-
ric-warfare/

Moonakal, Nadeem A. (2024): Iran’s Regional Proxies: Reshaping the Middle East 
and Testing U.S. Policy. Institute for Security and Development Policy, 27 February 
2024. Online: https://www.isdp.eu/irans-regional-proxies-reshaping-the-middle-
east-and-testing-u-s-policy/?utm_source=chatgpt.com

https://www.jstor.org/stable/27008977
https://www.bbc.com/news/world-middle-east-58124489
https://www.bbc.com/news/world-middle-east-58124489
https://www.cnas.org/publications/reports/countering-iran-gray-zone
https://www.vision2030.gov.sa/en
https://www.vision2030.gov.sa/en
https://www.iranintl.com/en/202411197064
https://www.iranintl.com/en/202411197064
https://www.irna.ir/news/84724614
https://www.idf.il/en/mini-sites/hezbollah/hezbollahs-precision-guided-missile-project/
https://www.idf.il/en/mini-sites/hezbollah/hezbollahs-precision-guided-missile-project/
https://www.mei.edu/publications/houthis-red-sea-missile-and-drone-attack-drivers-and-implications
https://www.mei.edu/publications/houthis-red-sea-missile-and-drone-attack-drivers-and-implications
https://www.washingtoninstitute.org/policy-analysis/hamas-iran-relationship
https://www.washingtoninstitute.org/policy-analysis/hamas-iran-relationship
https://commonslibrary.parliament.uk/two-year-anniversary-of-the-mahsa-amini-protests-in-iran/
https://commonslibrary.parliament.uk/two-year-anniversary-of-the-mahsa-amini-protests-in-iran/
https://press.armywarcollege.edu/monographs/428
https://press.armywarcollege.edu/monographs/428
https://gulfif.org/iranian-naval-strategy-the-domestic-roots-of-irans-asymmetric-warfare/
https://gulfif.org/iranian-naval-strategy-the-domestic-roots-of-irans-asymmetric-warfare/
https://www.isdp.eu/irans-regional-proxies-reshaping-the-middle-east-and-testing-u-s-policy/?utm_source=chatgpt.com
https://www.isdp.eu/irans-regional-proxies-reshaping-the-middle-east-and-testing-u-s-policy/?utm_source=chatgpt.com


Hadtudományi Szemle • 18. évfolyam (2025) 3. szám 17

Géza Gémesi: Iran’s Gray Zone and Hybrid Operations…

Pletka, Danielle (2023): What Is Iran’s Role in the Hamas Attack on Israel? Foreign 
Policy, 8 October 2023. Online: https://foreignpolicy.com/2023/10/08/iran-ir-
gc-role-involvement-hamas-attack-israel-gaza-war-hezbollah/

Reuters (2025): Israeli Military Says Commandos Raided Missile Plant in Syria in 
September. Reuters, 2 January 2025. Online: https://www.reuters.com/world/
middle-east/israeli-military-says-commandos-raided-missile-plant-syria-sep-
tember-2025-01-02/

Smyth, Phillip (2023): The Path to October 7: How Iran Built Up and Managed 
a Palestinian ‘Axis of Resistance’. CTC Sentinel, 16(11), 25–40. Online: https://
ctc.westpoint.edu/the-path-to-october-7-how-iran-built-up-and-managed-a-
palestinian-axis-of-resistance/

Starling, Clementine G. – Iyer, Arun – Giesler, Robert J. (2022): Today’s Wars Are 
Fought in the Gray Zone: Here’s Everything You Need to Know About It. Atlantic 
Council, 23 February 2022. Online: https://www.atlanticcouncil.org/blogs/
new-atlanticist/todays-wars-are-fought-in-the-gray-zone-heres-everything-
you-need-to-know-about-it/

Sullivan, Marisa (2014): Hezbollah in Syria. Institute for the Study of War. Online: 
https://www.understandingwar.org/report/hezbollah-syria

Theohary, Catherine A. (2020): Iranian Offensive Cyber Attack Capabilities. 
Congressional Research Service, 13 January 2020. Online: https://sgp.fas.org/
crs/mideast/IF11406.pdf

The Times of Israel (2019): Yemen’s Houthi Rebels Threaten to Attack Israel. The 
Times of Israel, 8 December 2019. Online: https://www.timesofisrael.com/
yemens-houthi-rebels-threaten-to-attack-israel

Vicens, A. J. (2021): Hack-and-Leak Group Black Shadow Keeps Targeting Israeli Victims. 
Cyberscoop, 6 December 2021. Online: https://cyberscoop.com/hack-and-le-
ak-group-black-shadow-keeps-targeting-israeli-victims

Wintour, Patric – Rankin, Jennifer (2022): Iran Breaching Nuclear Deal by Providing 
Russia with Armed Drones, Says UK. The Guardian, 17 October 2022. Online: 
https://www.theguardian.com/world/2022/oct/17/iran-breaching-nuclear-deal-
by-providing-russia-with-armed-drones-says-uk

Zandi, Farzin (2025): How Iran Lost before It Lost: The Roll-Back of its Gray Zone 
Strategy. War on the Rocks, 24 January 2025. Online: https://warontherocks.
com/2025/01/how-iran-lost-before-it-lost-the-roll-back-of-its-gray-zone-strategy/

Zimmerman, Katherine (2022): Yemen’s Houthis and the Expansion of Iran’s Axis of 
Resistance. Critical Threats Project. American Enterprise Institute, 14 March 2022. 
Online: https://www.aei.org/research-products/report/yemens-houthis-and-
the-expansion-of-irans-axis-of-resistance

https://foreignpolicy.com/2023/10/08/iran-irgc-role-involvement-hamas-attack-israel-gaza-war-hezbollah/
https://foreignpolicy.com/2023/10/08/iran-irgc-role-involvement-hamas-attack-israel-gaza-war-hezbollah/
https://www.reuters.com/world/middle-east/israeli-military-says-commandos-raided-missile-plant-syria-september-2025-01-02/
https://www.reuters.com/world/middle-east/israeli-military-says-commandos-raided-missile-plant-syria-september-2025-01-02/
https://www.reuters.com/world/middle-east/israeli-military-says-commandos-raided-missile-plant-syria-september-2025-01-02/
https://ctc.westpoint.edu/the-path-to-october-7-how-iran-built-up-and-managed-a-palestinian-axis-of-resistance/
https://ctc.westpoint.edu/the-path-to-october-7-how-iran-built-up-and-managed-a-palestinian-axis-of-resistance/
https://ctc.westpoint.edu/the-path-to-october-7-how-iran-built-up-and-managed-a-palestinian-axis-of-resistance/
https://www.atlanticcouncil.org/blogs/new-atlanticist/todays-wars-are-fought-in-the-gray-zone-heres-everything-you-need-to-know-about-it/
https://www.atlanticcouncil.org/blogs/new-atlanticist/todays-wars-are-fought-in-the-gray-zone-heres-everything-you-need-to-know-about-it/
https://www.atlanticcouncil.org/blogs/new-atlanticist/todays-wars-are-fought-in-the-gray-zone-heres-everything-you-need-to-know-about-it/
https://www.understandingwar.org/report/hezbollah-syria
https://sgp.fas.org/crs/mideast/IF11406.pdf
https://sgp.fas.org/crs/mideast/IF11406.pdf
https://www.timesofisrael.com/yemens-houthi-rebels-threaten-to-attack-israel
https://www.timesofisrael.com/yemens-houthi-rebels-threaten-to-attack-israel
https://cyberscoop.com/hack-and-leak-group-black-shadow-keeps-targeting-israeli-victims
https://cyberscoop.com/hack-and-leak-group-black-shadow-keeps-targeting-israeli-victims
https://www.theguardian.com/world/2022/oct/17/iran-breaching-nuclear-deal-by-providing-russia-with-armed-drones-says-uk
https://www.theguardian.com/world/2022/oct/17/iran-breaching-nuclear-deal-by-providing-russia-with-armed-drones-says-uk
https://warontherocks.com/2025/01/how-iran-lost-before-it-lost-the-roll-back-of-its-gray-zone-strategy/
https://warontherocks.com/2025/01/how-iran-lost-before-it-lost-the-roll-back-of-its-gray-zone-strategy/
https://www.aei.org/research-products/report/yemens-houthis-and-the-expansion-of-irans-axis-of-resistance
https://www.aei.org/research-products/report/yemens-houthis-and-the-expansion-of-irans-axis-of-resistance

