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Abstract

Doxxing is commonly defined as the intentional gathering and non-consensual public
release of personal information online, with the aim of humiliating, intimidating, threat-
ening, or punishing a target. Military doctrine defines information operations as activities
intended to influence, disrupt, corrupt, or disable decision-making. Information operations
may take place in the physical sphere (e.g. damaging communication cables) or in the
cognitive dimension. The aim of this paper is to determine when doxxing is only a privacy
issue and when it is functionally equivalent to an information operation. The literature
shows that online harassment can lead to heightened distress, a state that may resemble
post-traumatic stress disorder and cause interference across several domains of a per-
son’s life. The literature also documents behavioural change, such as self-censorship and
withdrawal from social activities. Targeted doxxing has been documented against police
and military personnel. Such acts can signal to members of the national bodies respon-
sible for a society’s security and safety that their work carries a high personal price. This
broader interpretation of information operations renders the phenomenon intelligible
beyond conventional military confrontation, in relation to the threat posed by non-state
actors and hybrid threats, which are connected to society and to the diverse possibilities
and freedoms of the information space in substantially wider ways. In peacetime, one of
the greatest challenges is the use of various elements of information operations in many
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parts of the world, among which numerous activities in cyberspace can be observed. The
interpretation of doxxing as an information operation is one such case.

Keywords: doxxing, information operation, psychological operation, target degradation,
cognitive effect, hybrid warfare, fear, technology-facilitated violence

Introduction

Doxxing of people working in national security has become a recurring threat across
the globe. Recent high-profile incidents remind us that, where data protection, dig-
ital-footprint awareness, and mitigating measures are not applied, the scale and the
consequences of doxxing can be devastating.?

Doxxing campaigns targeting soldiers, police officers, and special agents reveal
a consistent pattern. The published — usually large — datasets are weaponised to
threaten individuals and their families, and resorting to doxxing degrades opera-
tional security. For example, a website known as the “ICE List” reportedly published
the identities of thousands of alleged ICE and Border Patrol personnel.* In Portland,
anarchist-affiliated groups publicly posted the names, photographs, home addresses,
and even images of the families of ICE agents. The U.S. Department of Homeland
Security reported an approximately 700% increase in assaults on ICE personnelin that
jurisdiction following such activity.® The data used in doxxing campaigns can come
from manifold sources. So-called combolists, for instance, are sold on the deep and
dark web. They contain names, usernames, telephone numbers and email addresses,
and in some cases cleartext passwords, which can lead to further breaches. A deter-
mined threat actor can then conduct reconnaissance, which can be done easily in the
online space by anyone with modest technical knowledge. Doxxed personnel may
face physical danger (e.g. harassment and attacks) and operational degradation (e.g.
reduced willingness to share intelligence or to serve in sensitive roles). Mitigating such
a threat requires an integrated approach. First and foremost, the nature of doxxing
itself must be studied.

The information environment is now a contested space. States, non-state actors,
and ordinary online bystanders compete within it for attention and for influence over
decisions. One keyword of this paper is fear — fear of what happens in the online sphere,
whether through network intrusions via internet-connected devices or through the
information uploaded online. Anxiety can arise because a person's personal data was
released online, without consent, in order to cause harm. As one military historian
observes, military action is driven either by commands grounded in fear or by moral
and ethical values and goals.® Doxxing builds on fear: a published name, address, family
relationship, or interest can be weaponised against a target. Doxxing began as hacker
slang, from “dropping docs”, when rival hacker groups sought to expose one another’s
identities. Today it is largely a privacy issue that may breach data protection law —in
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particular the European Union's General Data Protection Regulation (GDPR). Doxxing
is the intentional release of an individual's personal information onto the internet
by a third party, typically without consent and with the aim of humiliating, threat-
ening, intimidating, or punishing the target.” The author distinguishes three forms:
deanonymising (exposing the identity of a previously anonymous person), targeting
(revealing otherwise obscured details such as a home address), and delegitimising
(disclosing information meant to damage a person'’s credibility).®

Information operations are studied by military scholars, strategists and political
scientists alike. In U.S. joint doctrine, an information operation is the disabling and
altering of information in order to influence or disable the decision-making capabilities
of the adversary while protecting one's own.? It is not a single weapon and may be
insufficient on its own. Psychological operations, electronic warfare, and computer
network operations are distinct fields that fall within information operations.

Doxxing has been reported in relation to military personnel: by publishing addresses,
perpetrators sought to incite public fury and to provoke aggression against uniformed
individuals.” Doxxing has also been described as a political harassment tactic used
against police officers. Research indicates that the aim of such acts was to raise the
transactional costs of protest policing so that officers refrain from volunteering."
These examples align with what an information operation is: doxxing here seeks to
influence behaviours and perceptions. Moreover, if service members are intimidated
through the publication of their information online, one possible outcome is that
they leave the service. Deprived of their knowledge and skills, the decision-makers
of the body may then make ill-informed decisions.'

This paper develops a theoretical framework for determining when doxxing can
be classified as information or influence operations. It draws on published definitions
and typologies of doxxing, reviews the psychological and behavioural effects of online
harassment, and proposes criteria for classifying doxxing events as information oper-
ations. As a preliminary statement, the deciding factors are target selection, scale
and coordination.

As a conceptual study, the paper employs structured synthesis of the previously
produced literature with a doctrinal analysis of information operations frameworks
as its tool. The paper does not test the propositions empirically. The contribution
is the theoretical framework and a classification rubric. All of this is derived from
synthesis. The research questions and hypothesis are laying the ground for further
empirical work. Even though they are not tested in this paper, they are important
stepping stones to secure the digital presence of a nation’s military, police and special
security services personnel.
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Conceptual framework

Doxxing and information operations both operate through the information environ-
ment.” The information environment is the aggregate of social, cultural, linguistic,
psychological, technical, and physical factors that affect how people derive meaning
from information and act on it." Doxxing also bridges online and offline spaces,
because it moves personal information into undesired spaces and makes it available
to hostile individuals or entities.™

Defining information operations and influence operations

Joint doctrine defines information operations as the integrated employment of
communication- and information-related capabilities in order to influence, disrupt,
corrupt, or usurp the decision-making of adversaries while protecting one's own."
The keywords are integrated employment and influence over decision-making."” At
the same time, it is essential to protect one's own information systems. The target
is cognitive, because the cognitive dimension encompasses the minds of those who
collect, transmit, receive, respond to, or analyse information.’™ NATO doctrine similarly
defines information operations as a function that works with and on information to
achieve mission objectives, and as supporting activities focused on convincing, rein-
forcing, or altering the opinions of adversarial populations in support of objectives.”

Psychological operations are always planned and approved. Their goal is to
convey previously prepared information in order to influence the emotions, motives,
objective reasoning, and behaviour of foreign governments, organisations and individ-
uals.?® A NATO definition of psychological operations similarly emphasises planned
activities directed at approved audiences in order to influence perceptions, attitudes,
and behaviour in support of political and military objectives.?’

Influence operations are not employed by militaries alone. Various cyber actors,
nation-state-affiliated advanced persistent threat (APT) groups and hacktivist groups
also seek to influence how information is perceived by the public. Social media
researchers have observed deliberate activities by cyber threat actors intended to
sway public opinion and to manipulate decision-making globally.? Examples include
the election influence campaigns of recent years in Moldova, Romania and Hungary.?
Like other military operations, influence operations cannot be executed without
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being broken down into phases — namely planning, information gathering, execution
and assessment.?

Definition of doxxing

As afirst step, doxxing must be distinguished from accidental information disclosure.”
Accidental disclosure can occur —among other ways — during a ransomware attack (as
in the case of the Hungarian Védelmi Beszerzési Ugynokség [Defence Procurement
Agency])? or through misconfigured cloud storage (as in the 2023 Pentagon email
leak).?

Doxxing is frequently defined as the intentional publication of personal infor-
mation that makes an individual recognisable, with the aim of disclosing, humiliating
and threatening.?® This account explains how doxxing moves personal information
from expected, private spaces to undesired surfaces, through which the data becomes
available to hostile individuals or entities.?

For this paper, doxxing is defined as the non-consensual public dissemination of
personally identifying or private information, intended to expose, intimidate, harass,
delegitimise, or physically endanger a person.?® By publishing personal information,
the threat actor seeks an audience that may act on it.

Literature review

The literature on doxxing comes mainly from research on online harassment and
minority group rights. Case studies, legal analysis, and some conceptual work form
the core of most published papers and books, and the literature treats doxxing as
technology-facilitated violence and as part of broader harassment processes.?' This
section synthesises definitions, harms, target selection, coordinated campaigning,
and effects on behaviour and decision-making, opening the way to treating doxxing
as a form of information operation under certain conditions.

2 PASTOR-GALINDO et al. 2025.
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The Hungarian Védelmi Beszerzési Ugynikség [Defence Procurement Agency] (VBU) is responsible for the pro-
curement of military equipment. In 2024 the organisation was attacked by the INC Ransomware group. Besides
stolen procurement-related documents, personal information was also published on the threat actor's dark web
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Typologies of doxxing

Doxxing is described as a serious violation of privacy and security because it involves
the unauthorised and often malicious publication of personal or confidential infor-
mation.* It is also described as an attack that can cause substantial harm, ranging
from harassing comments to direct physical danger.* In the first months of the Rus-
sia-Ukraine war, the personal data of around 120,000 Russian soldiers was reportedly
published on Telegram channels. Although the recency and accuracy of the data may
be questioned, such disclosure could cause irreparable damage to operations.?* In
a 2015 Facebook post, U.S. Central Command stated that the compilation of “death
lists" containing service members' data had become the “new norm”, and asked
personnel and their families to limit their online data sharing.* Beyond personal
data (names, addresses, telephone numbers, email details, financial information and
images), the doxxing of uniformed personnel not infrequently extends to the same
data about their loved ones.*®
Typologies classify doxxing by the mechanism of exposure.?” One widely used
typology distinguishes deanonymisation, targeting and delegitimisation:®
+ Deanonymising doxxing releases information that reveals the identity of
a previously anonymous or pseudonymous person.
« Targeting doxxing reveals information that allows a person to be physically
located.
+ Delegitimising doxxing releases private information intended to undermine
credibility, reputation, or character.®®

A second typological strand focuses on motivations and uses, identifying extortion,
silencing, retribution, control and reputation-building.*® Process models highlight that
doxxing involves a reconnaissance stage, a release stage, and a response stage — the
last of which requires an audience that may wish to inflict harm on the identified
individual.”!

Psychological effects

Several articles describe doxxing as capable of causing psychological distress. In
harassment and cyberstalking research, victims may suffer high levels of distress. As
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scholars note, this stress is broadly comparable to the symptoms seen in post-trau-
matic stress disorder.*?

Harassment research —in studying street harassment — has documented trauma
narratives.® Victims reported longer-term fear, anxiety and anger. In the worst cases,
these feelings outlasted the initial incident, leaving the harassed individuals with
the tormenting sense of being constantly about to be attacked.** Harassment also
damaged self-esteem, with participants describing being made to feel low, dirty,
disgusting and degraded.*®

Doxxing-specific qualitative research likewise supports the experience of acute
shock. Participants reported being in an emergency mode. This might indicate the
state of acute stress in which victims struggle to regain control over their exposed
information. Contacting the exposing platforms, warning family members, locking
down accounts are all steps taken by victims to mitigate the risk arising from the
doxxing event. Despite their effort, they most probably cannot stop its spreading.
Even as they tried to regain control over their information once they became aware
of the doxxing, they could not.*

Behavioural effects

Inciting fear and threatening violence can lead directly to behavioural change. At the
beginning of 2026, three Hungarian and one Romanian teenager were arrested after
using leaked personal data to threaten attacks on police units. Authorities stated that
the incidents formed part of coordinated swatting and doxxing campaigns.* Such
campaigns are able to cause damage because their aim is not disclosure for its own
sake but the intimidation of the targets. Intimidation could incite behavioural change,
and behavioural change has been documented in response to online harassment and
doxxing exposure.*® Because journalism research has examined how doxxing produces
behavioural change most thoroughly, the effect is illustrated here through that field.
In journalism research, self-censorship was used when reporting on certain topics in
order to avoid threats and hatred.*® Other journalism research indicates that online
comments influence job satisfaction, focus, self-esteem, frustration and anger. It can
lead journalists to avoid certain topics or stories.®®

It has also been shown that personal accounts (e.g. social media accounts) refer-
enced in doxxing files are more likely to be closed or made private than comparable
accounts after the doxxing occurs.”' This is a clear illustration of behavioural change,
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as personal data exposure led targets to reduce their visibility and participation in
order to avoid further harm.>?

Target populations

Target selection is extremely important for classifying an event as an information
operations manoeuvre. Doxxing perpetrators may target not only the victim but also
members of their household, family and circle of friends. This matters for behaviour
change because threatening or exposing family members can increase perceived
vulnerability.*®

Studies of the doxxing of police officers illustrate how targeting helps threat
actors physically locate a victim. In certain cases, the unauthorised disclosure of
a location was accompanied by messages urging followers to harass an individual or
his family.>* In one documented case, online doxxing immediately resulted in a police
chat group receiving numerous death threats.>

Journalistic pieces and security reportings also describe military and security
targets.>® In 2015, an ISIS-linked group posted the names, photographs, and addresses
of U.S. combat pilots and other military personnel.>” After releasing the information,
the group asked its followers to “take the final step”.*®

Coordinated campaigns

Doxxing cannot be described as an act that stands alone. Embedded in a complex
influence campaign, it can cause greater damage.>® Some authors describe doxxing as
an offshoot of espionage, reasoning that information obtained through a cyberattack
can be disclosed in order to undermine an adversary.®° In my opinion this perspective
offers further reason why doxxing could, and should, be considered an information
operation.

Bots have featured in many information operations, mainly influence operations,
but they can also be used in doxxing. Coordinated bot groups can attack specific users
effectively, frightening the targeted user into silence or driving them off the platform
on which they were attacked.®’
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Research gaps

The reviewed literature describes how doxxing has evolved from a privacy violation
into something that can be read as an information operation. No direct link, however,
has yet been established. This paper identifies the following research gaps:

« Conceptual gap. Doxxing is rarely listed in information operations doctrine.
Both U.S. and NATO doctrines stress influencing decision-making and audi-
ence behaviour rather than personal data exposure as a distinct method.®
Yet doxxing is itself capable of intimidating service members, and when used
against personnel working in national security it can function as a weapon.®
Future work should consider doxxing as an act that may affect an adversary’s
decision-making process.

* Fragmented definitions. Definitions of doxxing varies greatly. Some authors
highlight the non-consensual publication of private or identifying informa-
tion.%* Others stress contextual integrity and the movement of information
into undesired online spaces.® Still others argue that some definitions are too
vague, covering almost any disclosure.® Closing this gap requires a cross-dis-
ciplinary definition narrow enough to serve as a basis for measurement.

+ Limited research on military, police and national security personnel. As illustrated
above, doxxing targets police officers, special agents and military personnel.
Future studies should compare doxxing impacts across roles and institutional
affiliations, including these groups.®’

« Attribution and intent. Most definitions hold that doxxing is intentional and
that its goal is to humiliate, intimidate and punish.®® Although motivations
are usually identified, little research asks whether a given instance is an iso-
lated incident or campaign-integrated.® Research should develop attribution
grounded in observable features, such as integration with espionage-derived
disclosure and connection to other influence operations.”

This paper addresses the conceptual gap by aligning the information disclosure
mechanism of doxxing with doctrinal definitions that focus on affecting cognition,
decision-making, and behaviour through integrated information activities.”" It nar-
rows definitional ambiguity by adopting an intentional, non-consensual disclosure
definition, and it uses typologies that distinguish deanonymising, targeting and
delegitimising harms.” The article does not resolve attribution and scale questions
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empirically, but it argues that audience size and attacker coordination are central to
downstream effects.” My goal is to make the link explicit. Today the existing liter-
ature treats doxxing as a privacy harm, while information operation as a strategic
capability, | argue that these two meet at a certain point. In my paper | define that
point and develop criteria for that.

Research questions and hypotheses

This paper treats doxxing as a potential form of information operation, on the grounds
that it can change cognition and behaviour in target audiences. The research questions
concern classification and the points at which disclosure can lead to behavioural change.

Research questions

RQ1. When should doxxing be understood as targeting a single individual, and
when does it involve a larger community? Answering this question clarifies how
such an act can be called an information operation aimed at influencing decisi-
on-making in a target population.

RQ2. How can personal data exposure lead to long-term fear, distress and PTSD-
like, complex mental states, including withdrawal from public roles?

RQ3. Which behavioural changes signal success from the perspective of an
influence campaign?

RQ4. What kinds of coordination, amplification, and persistence make doxxing
more likely to function as a campaign rather than a one-off event?

Hypotheses

H1. Doxxing is more likely to qualify as an information operation when it is
integrated with other influence techniques.

H2. Doxxing produces behaviour change through psychological distress and
perceived vulnerability, because harassment is associated with distress and
trauma-like symptoms.

The hypotheses are conceptual propositions, not foreseen to produce empirical
results. Future research must follow to operationalise the hypotheses.

Theoretical argument

To argue that doxxing belongs to the sphere of information operations, one must
accept that the claim is conditional — doxxing is not always an information operation.

3 WANG et al. 2025.
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Some doxxing events can be functionally equivalent to information operations when
they are planned information activities designed to create cognitive effects. To exam-
ine H1, this paper draws on doctrinal definitions of information and psychological
operations, as well as on doxxing typologies and the motives behind doxxing (notably
coercion and targeting).

Functional equivalence

| argue that doxxing can be equated with information operation in case doxxing fulfils
the following three criteria:

+ role-bearing target

+ anintent to shape behaviour

+ dissemination of information to mobilise the receivers of the information

Information operations target an audience’s situational assessment, intentions and
capabilities — not only for military purposes but also in political, civilian and hybrid
environments.” Achieving the intended effect therefore requires accurately identifying
the audience and selecting the message and the means by which the operation is
conducted. The audience must comply with, identify with, or internalise the message
for the objective - or to say it more simply, influence the decision-making process.”
This feature aligns with the information operations focus on affecting cognition
and decision-making by shaping perceived risks through information disclosure
and audience mobilisation.”® The terms information operation and doxxing should
be treated as equated on certain terms. In the doctrinal definition of information
operation influence, disruption and altering of the decision-making process appear.
These effects can be found in doxxing as well. Because of their shared mechanism
and effect, | treat equivalence not as a metaphor but as a claim.

NATO information operations doctrine likewise defines such planned activities
as supporting manoeuvres to influence behaviour, attitudes and perception. When
doxxing is planned and integrated into a campaign, it can be seen as an informa-
tion-related technique used to create desired cognitive and behavioural effects.”

Mechanisms of behaviour change

The three dimensions of information operations are the cognitive, the physical and
the informational, representing the human, material, and technological domains in
which influence effects are applied.”®

7 HAIG 2022.

> Joint Chiefs of Staff 2014.

6 BULGAKOVA 2025; Joint Chiefs of Staff 2012.
7 BRANGETTO-VEENENDAAL 2016.

8 HAIG 2022.

Hadmérndk « 21. évfolyam (2026) 3. szam

31



32

Olga Lavro-Gazdag: Doxxing as an Information Operation

Non-consensual Exposure & Psychological Behavioural Effect on decision-
disclosure persistent threat response change making & will

>

>
Personal information Data stays discoverable; Acute distress (PTSD-like) Withdrawal, self-censorship, Degraded capability —
published to an audience the audience may act + perceived vulnerability reduced participation, exit the information-operations effect

DoucLAs 2016 ECKERT & METZGER-RIFTKIN SHORT et al. 2015 SNYDER et al. 2017; Joint Chiefs of Staff 2012;
2020a BJORKENFELDT 2026 NATO 2023

Informational dimension Cognitive dimension
HaiG 2022

Figure 1: The doxxing-to-behaviour mechanism
Source: compiled by the author

The mechanisms of doxxing are partly informational and partly cognitive. They are
informational because publishing unwanted information online disrupts privacy. Once
personal information is shared on an open platform, the victim may fear physical harm
in the real world.” Because at present there is no reliable means of removing infor-
mation from the internet, doxxing information may remain discoverable indefinitely.

Distress follows directly from unwanted information exposure. According to
the literature, it can resemble PTSD symptoms, which are described as interfering
with occupational activity and social relations, and the affected person may withdraw
from public engagement (see Figure 1).2°

Journalists have described fear for their personal safety and hesitation before
covering controversial topics or posting certain information online, indicating a direct
link to behavioural restraint.®!

Boundary cases and counterarguments

A classification framework must separate doxxing from legitimate information pub-
lishing, such as whistleblowing, where disclosure occurs in the public interest rather
than out of ill will.22 Because doxxing definitions are sometimes overly broad and cover
almost any disclosure, the framework must clearly specify who may legitimately be
subject to public scrutiny through disclosed information. Such guidance belongs to
research and policy classification.®

A second boundary concerns intent and effect. Unintentional or accidental pub-
lication occurs (e.g. an email containing personal data sent to the wrong address, or
a lost storage device holding personal data). Doctrine emphasises that information
operations must be integrated and orchestrated within a previously approved plan,
which implies that isolated doxxing cannot be called an information operation.®*

% ONG 2025.

8 SHORT et al. 2015.

8 CARLSON-WITT 2020.

8 FANG et al. 2023.

8 FANG et al. 2023.
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Finally, not all doxxing aims to achieve behaviour change in the target. Yet even
without that intention, a threatening audience may form and seek to harass the
doxxed person.®

Criteria

Merging information operations doctrine with the doxxing literature calls for a mul-
ti-criteria approach. The doctrine focuses on integration, targeting, cognitive effects
and behavioural change as the final step.® The doxxing literature focuses on intentional
information release, the inducement of fear and audience response.®

Intent

Intent is central to the definitions of both doxxing and information operations. Doxxing
is defined as the intentional public release of personal information, often intended to
intimidate or punish. Information operations are defined as deliberate activities aimed
at influencing decision-making to achieve objectives. Where an intent to influence
the public or decision-making bodies can be identified in the motives behind doxxing,
the event can be said to constitute an information operation.

Target

Choosing the target is an essential part of both doxxing and information operations.
Doxxing is more likely to constitute a form of information operation when it is
directed at organisational roles (e.g. police officers, military personnel). Such targets
are chosen in order to pressure behaviour change.®

Scale

Scale - the size of the audience - is relevant because doxxing is intended to reach
many people.?? Because information posted online may remain available indefinitely,
scale increases exposure and the probability of further audience action over time.*
Scale can also confer an operational advantage — a large target population, such as
a doxxing list of many military personnel, can heighten collective fear.”

8  FLEWELLING 2023.

8 Joint Chiefs of Staff 2012; NATO 2023.
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Coordination

Coordination is a key element of information operations doctrine, requiring planning,
integration, and thorough orchestration to achieve the set goals.* Influence operations
frameworks use techniques such as amplification and the flooding of the informa-
tion space.” As shown in earlier examples, doxxing can be integrated into influence
operations. Moreover, gathering information for doxxing requires reconnaissance and
can be seen as an offshoot of espionage, in which stolen information is disclosed to
undermine an adversary.** Doxxing can therefore be listed among information oper-
ations techniques when it is coordinated with other campaign elements.

Behavioural effect

Information operations doctrine holds that information activities aim to alter behav-
iour.” Doxxing is defined as an intimidating act achieved through the non-consen-
sual publication of personal information.*® Empirical work shows that withdrawal
behaviour follows such acts — including account closure, increased privacy settings,
self-censorship, or the avoidance of certain topics.”” A doxxing event can be listed
among information operations where there is observable change in the target’s
organisational engagement, participation, or speech.*®

Scoring rubric

The rubric in Table 1 summarises the criteria for classifying a doxxing episode as an
information operations candidate.® It is designed for research coding and structured
case comparison rather than for legal adjudication. A simple additive scoring func-
tion is used, S=X s; fori=1to 5, where each criterion is scored from 0 to 3, giving
amaximum of 15. Higher scores indicate stronger functional similarity to information
operations doctrine and influence campaign logic.

A classification threshold of S = 11 is proposed for an information operations
candidate, because this level requires several criteria to be at least moderate rather
than allowing qualification on intent or individual harm alone. Consistent with Section
Boundary cases and counterarguments, coordination has a special status. Because
doctrine treats integration as constitutive of an information operation, a score of
0 on Coordination is a strong contraindication even where other criteria score highly.
Both the threshold and this qualification are proposed heuristics for research use and
require empirical calibration.

9 Joint Chiefs of Staff 2012.

9 PASTOR-GALINDO et al. 2025.

9 BRANGETTO-VEENENDAAL 2016.

% NATO 2023.

% ONG 2025.

97 BJORKENFELDT 2026; SNYDER et al. 2017; WANG et al. 2025.
% HuEy et al. 2025; WANG et al. 2025.

% NATO 2023.
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Table 1: Scoring rubric for classifying a doxxing episode as an information operations candidate

Criterion| 0 score 1score 2 score 3 score

Intent No evidence |Intent to punish or Intent to intimidate | Intent linked to objec-
of intentto | shame a target'”’ or silence a target, or |tives to influence deci-
influence to enact revenge, as | sion-making or partici-
beyond reported by targets or | pation, consistent with
interpersonal described by perpet- |influence and information
harm'™° rators'® operations logic'®

Target Target is not |Target is an individual | Target is a role-bear- | Target set is an organisa-
linked to without clear organ- |ing individual (jour- | tional choke-point popula-
institutio- isational relevance, | nalist, activist, officer) | tion (e.g. officers policing
nalroles or | though exposure with a public-facing | protests, military person-
collective creates arisk of har- | function, with ex- nel lists), with an explicit
decision assment'® plicit intimidation or | logic of raising costs so
nodes'* targeting to enable | that members refrain from

physical location'® | serving'”

Scale Limited dis- | Public release occurs, | Release is publicised | High-volume audience
semination | but audience mobili- |to create an audience |attack or list-style
and minimal | sation is unclear'®® that may act, consis- | targeting that plausibly
evidence of tent with a response | increases behavioural
audience stage requiring an change™
response’®® audience™

Coordin- | No evidence |Some sequencingor | Evidence of phased | Evidence of integ-

ation of planning | staging (reconnais- planning or integra- | ration into a wider
or integration| sance-release-res- tion with other influ- |influence operation
with other | ponse) without ence techniques™ or espionage-derived
actions'? broader campaign disclosure™

context'

Beha- No detect- | Individual-level with- | Withdrawal from Organisational or role-

vioural |able change |drawal, suchasma- |public appearances |level behaviour change,

effect in behaviour, |king accounts private | or self-censorship such as reduced volun-
participation, | or closed™” to avoid threats and | teering, ingrained self-cen-
or expres- hatred"® sorship, or delayed posting
sion'® under sustained attack™®

Source: compiled by the author

100 TAN 2023.
01 FLEWELLING 2023.
102 ECKERT — METZGER-RIFTKIN 2020b; ONG 2025.

03 Joint Chiefs of Staff 2012; PASTOR-GALINDO et al. 2025.

104 ANDERSON-WOOD 2021.

105 SNYDER et al. 2017.

6 DOUGLAS 2016; HUEY et al. 2025.

7 HyEy et al. 2025; TUCKER 2015.

108 ANDERSON-WOOD 2021.

109 SNYDER et al. 2017.

M0 BULGAKOVA 2025; ONG 2025.

™ TuckEer 2015; WANG et al. 2025.

"2 FANG et al. 2023.

T3 BULGAKOVA 2025; ONG 2025.

T4 PASTOR-GALINDO et al. 2025.

5 ARIZANTI 2026; BRANGETTO-VEENENDAAL 2016.
"6 FANG et al. 2023.

"7 SNYDER et al. 2017.

T8 BJORKENFELDT 2026; CARLSON-WITT 2020.
M9 BJORKENFELDT 2026; WANG et al. 2025.
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Application to cases

| applied the above detailed scoring rubric to three cases. Two cases were described
earlier, while one boundary case is brought in to test. The scores are based on my
analytical judgement and the reported claims should be read with the caveats in
Section Limitations.

Case 1. The Islamic State's “hit list” of U.S. military personnel'?®

| score Intent at 3 because the group not only disclosed the information but urged
its followers to harm the soldiers. The threat was not against a single person but
against the military community. Target is also 3. The released names were those
of combat pilots. Specially trained, hard to substitute population. The Scale is also
3.1SIS disclosed a list to a population which was known to be aggressive towards U.S.
military personnel. Coordination is on 2. This is so, because even though the release
of the information was carried out in an organised way, it has not been proved to be
part of a wider propaganda effort. The Behavioural effect is also 2. The U.S. Central
Command issued a public advisory. However, direct measurements of withdrawal
from online engagement are not tracked. The total point is 13, therefore this event
classifies as an information operation candidate.

Doxxing police officers during protest duties™'

| score Intent as 3 because the disclosures were aimed at deterring police officers
from taking on protest policing duties. Target is 3, since the officers who assigned
to control protesters were a special group at that time in the police force. Scale is
2. The published information was not evenly distributed, even though it sometimes
called for violence. Coordination is 2 since this event is not directly related to broader
information operation. However, it had a strong aim to disturb protest policing forces.
Behavioural effect is 3. The role-based pressure achieved its goal — numerous police
officers retained from serving on such duty. The total is 13, so this event qualifies as
information operation as well.

Disclosure of a former partner's address as a revenge (boundary case)
Intent is 1, because the aim is not to influence the general population, but to punish
asingle person. Target is 0, since the doxxed person is not important in the collective

decision-making, nor does he/she hold an important function. Scale is 1. Despite
the fact that the information is published, there is no or low audience mobilisation.

120 TUCKER 2015.
21 HUEY et al. 2025.
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Coordination is 0. Since the action was not prepared for staging, integration in other
actions, this category can be dismissed. The Behavioural effect can be set at 3, since
the victim will most probably withdraw. Population-level effect is non-existent in
this case. The total is 5.

Table 2: lllustrative application of the rubric to three cases

Case Intent | Target | Scale | Coordi- | Beha- Total Result
nation viour

1. 1S military 3 3 3 2 2 13 IO candidate
“hit list”

2. Protest- 3 3 2 2 3 13 IO candidate
policing doxxing

3. Private 1 0 1 0 3 5 Private abuse
revenge doxxing

Note: Criteria are scored 0-3. The maximum is 15 and the classification threshold is S > 11. Scores are the author’s
analytical judgements applied to the published record. Figures in the security cases are reported claims.
Source: compiled by the author

Discussion

The literature supports listing doxxing among information operations, because
doxxing can serve as a planned information activity that targets cognition and
behaviour through intimidation, delegitimisation and audience mobilisation.'® This
is consistent with the information operations doctrines, which hold that the ultimate
target of an information operation is the human decision-making process, and with
influence operations frameworks that include harassment and target degradation to
discredit, intimidate, or silence challengers to a narrative.'?? Placing it together, it can
be stated that the observations are not of a mere surface resemblance. The doctrinal
definitions and the doxxing evidence describe the same sequence. It looks as the
following: information is disclosed and the target's behaviour changes in a way that
the discloser planned. While this happens, an audience is mobilised. Based on these
observations, | treat the two bodies of work as describing one phenomenon from
two vantage points. Doxxing does not just resemble information operation but it is
an example of that whenever the set conditions are met.

Doxxing used against police officers during protests, intended to raise the costs
of participation, exemplifies an explicit behaviour change objective.'?* The mobilising
and intimidating effect of doxxing is also illustrated by the threatening telephone
calls received by doxxed military personnel.’® If | examine the patterns across these
cases, it will be revealed that actors as different as protest groups, state-linked threat
actors or jihadi groups arrived at the same technique. All of them recognised that

122 BULGAKOVA 2025; DOUGLAS 2016; NATO 2023.
123 PASTOR-GALINDO et al. 2025.

124 HuEy et al. 2025.

% TUCKER 2015.
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publishing the personal data of role-bearing personnel will produce the same result.
This convergence matters, because it proves that the deterring effect of doxxing is
reproducible and is understood by those who engage in it. A single act of informa-
tion disclosure most probably will not change the population's behaviour. However,
targeted disclosure aimed at the professional community can. From the previously
described examples it is clear that threat actors are aware of it.

The literature on coordinated campaigns further supports listing doxxing among
influence operations. By shaming and embarrassing the victim, doxxing — like other influ-
ence operations — undermines an adversary through the disclosure of information.'?
This reframes where the harm of operational doxxing actually is. The named individual
isonly a toolin this operation. The intended target is the audience that watches —which
can be the fellow servicemen or the general public. The goal of the threat actor is to
deter others of taking on the responsibilities and to discredit the unit or the whole
service. In one sentence: the individual is harmed while the audience is influenced.

Limitations

Several limitations qualify this argument. Direct empirical evidence that doxxing
causes behaviour change is limited, as demonstrated in this paper, and much of the
psychological evidence is drawn from harassment and cyberstalking samples rather
than from doxxing-only studies.’® In addition, the proposed rubric is not empirically
validated, and the S = 11 threshold is a reasoned heuristic that requires calibration
against coded cases. The doctrinal focus is also primarily Western (U.S. and NATO), and
other doctrinal traditions might conceptualise information confrontation differently.

Conclusion

Doxxing is the intentional, non-consensual publication of personal information
online, often with the aim of humiliating, intimidating, threatening, or punishing. It
can enable real-world harassment and physical danger. Information operations are
the integrated employment of information-related capabilities to influence or dis-
rupt decision-making.'?® The literature shows that harassment can generate distress
resembling PTSD, which can interfere with occupational and social functioning,'®
and that doxxing produces behavioural and withdrawal effects, such as withdrawal
behaviour and the avoidance of contacts and topics.™®

Together, these bodies of evidence support a structured argument that doxxing
can be listed among information operations under specified conditions. Doxxing can
be classified as an information operation when:

26 BRANGETTO-VEENENDAAL 2016.

27 ONG 2025; SHORT et al. 2015.

2 Joint Chiefs of Staff 2012; NATO 2023.

2 SHORT et al. 2015.

30 BJORKENFELDT 2026; SNYDER et al. 2017; WANG et al. 2025.
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+ itis planned and coordinated

* it targets role-bearing persons or key figures

+ it mobilises an audience to act

+ it produces observable behavioural change aligned with an objective

If doxxing is treated as a privacy violation, it will be on the table of data protection
officers. However, if it is treated as an information operation, it will be an urgent
topic for force protection and institutional resilience. | argue that scholars studying
security should accept the second register.
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