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Abstract

The applicability of artificial intelligence (Al) is no longer in question today. Al has become
so integrated into countless areas of the economy and society that we no longer even
notice that a given service is provided by an Al system. The use of Al systems is a sensitive
issue in many areas, such as the armed forces. This paper draws attention to the diversity
of military applications of Al and the general risks involved. The armed forces need to use
not just one or two Al systems, but dozens of Al solutions that must be integrated into
military information systems. These Al systems perform tasks at different operational levels
or support the operation of other systems.

The study provides guidance on the most important steps in the necessary risk management,
based on the legal framework, standards and best practices. Tailored risk management
provides the basis for local, system-specific requlation of military organisations, which must
be compiled from existing cybersecurity framework elements. The study emphasises that
Al systems cannot be exempt from cybersecurity reqgulations, so it is necessary to review
and supplement existing tools and provide training.
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Introduction

Artificial intelligence (Al) is introducing new military capabilities and augmenting
existing ones at strategic, operational and tactical levels. Military organisations operate
a diverse ecosystem of Al systems and Al-supported services that must interoperate
with legacy platforms, communications networks and each other.

Some systems deliver advanced technical effects through speed, scale and
precision; others collect and analyse critical operational data and sensitive tactical
sensor streams, contribute to strategic decision preparation, or support decisions
where errors can cause military operational disadvantage, injury or serious damage.

This complexity creates new design, operational and governance challenges for
military information systems.

We can recognise that, alongside these characteristics, the situation is further
complicated by the fact that cybersecurity considerations are an integral part of
integrating Al into the military information environment.

A dedicated literature review shows that Al-related issues are receiving growing
attention within military science. Hungarian scholarship documents the evolution
of Al technologies,? illustrates the diversity of military Al system solutions (dozens
of land, air and naval devices).?

Broader reviews of Al and other disruptive technologies emphasise the need
for holistic perspectives and illustrate diverse applications (for example, healthcare;
education; energy; finance; supply chains; social media; law enforcement; intelligence).
Those studies also highlight legal, ethical, economic and social implications and
governance challenges such as oversight and control.*

Another Hungarian study examines Al's military application within intelligence
branches, exploring analytic and evaluative capabilities in this sensitive domain.®

A dedicated Hungarian volume examines Al's social and ethical impacts; general
regulatory and legal issues (robot law and human rights); data protection and com-
munications; and economic considerations.®

Alongside these extensive, high-level studies, domain-specific functional exam-
inations also exist that address security in various formulations. However, such works
treat cybersecurity and operational security issues only marginally.

This paper pursues two objectives. The primary research objective is to review
and compare regulatory and governance elements from policy domains analogous
to Al (for example, cybersecurity, data protection, critical infrastructure protection,
classified information protection) to identify institutional functions and pillars that
support Al safety and security, without performing a formal legal analysis.

The practical research objective is to synthesise cybersecurity considerations for
Al as an information system to support organisational implementation and strategic
risk analysis.

NEGYESI 2022: 194-195.
NEGYESI 2023.

KovAcs 2023.

ERDESZ 2023.
TOROK-ZBDI 2021.
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In order to achieve the research objectives, we shall establish two guiding

hypotheses for testing:

+ H1. Organisational processes and governance elements relevant to cyberse-
curity for Al systems are broadly comparable to those in regulated domains,
permitting transfer of useful regulatory and organisational design lessons.

+ H2. The traditional cybersecurity risk analysis approach is a viable starting
framework for Al cybersecurity, provided it is extended with Al-specific trust-
worthiness dimensions (for example, privacy, auditability, fairness and safety).

The study employs a targeted qualitative, comparative content analysis. Selected EU
and Hungarian legislation, ISO’ standards and ENISA® recommendations, sectoral
regulatory documents and relevant scholarly literature were examined to map the
functional elements and institutional pillars of domains analogous to Al.

The selection of high-level comparison pillars is based on practical experience.
We can easily see that these are the most important requirements, which provide
the framework for organisational-level regulation.

The analytical framework overlays traditional cybersecurity objectives (confiden-
tiality, integrity, availability) with Al-specific trustworthiness dimensions. Identified
regulatory and operational functions were mapped into an analytic matrix against
these dimensions.

Risk analysis in this study is high-level and qualitative. Rather than performing
a full quantitative risk assessment, the second part focuses on a compact, three-para-
meter framework — threats, affected security objectives and Al-specific trustworthiness
factors supplemented by attention to life-cycle stages —, to demonstrate a practicable,
logically coherent basis. In this examination, the selection of sources serves to test

n o

the logical line of “mandatory”, “recommended” and “optional”.

NATO key aspects of the military application of Al systems

The NATO Secretary General noted in 2023 that the Al, the autonomous systems and
other emerging technologies are transforming conflict dynamics, thereby requiring new
capability development, enhanced private-sector partnerships and global standards.®

The NATO's revised Al Strategy accelerates and mainstreams the integration of Al
into Allied defence capabilities under six principles of responsible use. The document
emphasises the indispensable role of Al-ready quality data, harmonised standards
and a comprehensive testing, evaluation, verification and validation framework,
while actively shaping international norms for the secure and transparent use of AL

The NATO Science and Technology Strategy guides the Alliance to lead both Al
development and its rapid adoption. Its strategic objectives — Anticipate and Invest
(fostering Al R & D), Safeguard and Protect (securing Al assets and expertise) and

7 1SO: International Organization for Standardization.

& ENISA: European Network and Information Security Agency.
° NATO 2023.

© NATO 2024:2,5and 13.
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Orchestrate and Energise (fast-track Al deployment in operations) — provide a clear
roadmap.™

EU high-level approach

President von der Leyen emphasised in 2025 that European Al underpins the EU's
strategic autonomy and sectoral resilience, from healthcare to defence. She called
for precise mandates under the proposed Cloud and Al Development Act and the
Quantum Sandbox, and underscored public-private cooperation via the European
Al & Tech Declaration.'

The European Parliament welcomes proposals for joint European defence projects,
including Al development for sovereign infrastructure and critical support assets.
Where possible, development should focus on rapidly available European technologies
(reducing dependency).®

We must accept as a limitation that a detailed comparison of the EU and NATO
Al objectives and processes is not possible due to the lack of publicly available infor-
mation. However, the presented high-level statements illustrate similar approach to
the strategic requirements and future plans regarding Al application.

Ethical and legal considerations

An EU parliamentary report notes that most current Al systems fall into the low-risk
category. However, systems designed, developed or operated under inadequate
supervision in military command centres pose significant risks and may contribute to
conflict escalation.™

A fundamental question regarding autonomous weapon systems is that human
involvement and oversight must play a central role in the lethal decision-making pro-
cess. The European Parliament emphasises that it is extremely important to prevent
the development and production of lethal autonomous weapon systems that lack
human control in critical functions, such as target selection and engagement.™

Scientists, industrial experts and Pentagon officials are predicting the emergence
of fully autonomous lethal weapons in the U.S. Human control will still remain, but the
question is whether this is real control or just some sort of supervisory role. The U.S.
military is heavily working on human-machine collaboration (e.g. the Air Force's “loyal
wingman” programme, where F-16 pilots and autonomous drones work together).®

Strict prohibitions regarding the application of Al systems provoke new ideas
that examine the legitimacy of traditional prohibitions in the current context, and

" NATO 2025b: 4, 11, 18.

2 European Commission 2025.

3 European Parliament 2025a: 58.

" Voss2022: 4.

> European Parliament 2018: G and point 4.
® BAJAK 2023.
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encourage a modern assessment of the advantages and disadvantages, which may
be particularly important in the field of nuclear deterrence.

Al systems provide opportunities to strengthen nuclear deterrence by increas-
ing precision and efficiency. Thus, the capability for nuclear deterrence becomes
more credible. Due to concerns related to Al, it should not be excluded from the
reinforcement of nuclear deterrence. At the same time, the reinforcement using Al
systems must serve a strategic purpose; it cannot be merely a routine deployment.
A balance must be struck on this difficult issue, as science is still unable to answer
every question accurately.”

We can assume that the aforementioned air force solutions, alongside nuclear
deterrent systems, involve Al systems that support intelligence, strategic decision-
making preparation, target identification and tactical combat management operations,
employing a wide range of technical solutions.

Consequently, it is unlikely that a single model could address the issue of
integrating — or substituting — the human control point. At present, we can state that,
given knowledge of the specific processes, elements and operational mechanisms,
it is possible to identify approximate points for assessing the transition from human
oversight to full autonomy, as well as the associated risks.

We will later observe the latest development regarding the international approach.

Emerging international cooperation

An international initiative has been established to solve the problems related to Al
and autonomous systems, initiated by the U.S.

The purpose of the Declaration is to establish guidelines and norms regarding
the military application of Al and autonomous systems. The document provides
an opportunity for participants (with Hungary as a founding member) to create
a normative framework, establish international consensus, as well as to facilitate
the exchange of experiences and capacity building.’® The outcome of the initiative
is greatly influenced by the number and capabilities of the participating states, and
the group of non-participating countries can also be regarded as a clear signal. The
need for international cooperation related to Al systems can also be identified in
the civil sector.

The aim of the cooperation established by the EU Member States (Declaration
of Cooperation on Artificial Intelligence) is to leverage the opportunities offered by
Al systems and to collectively address the challenges (e.g. legal and ethical consid-
erations, trust and accountability).™

Al systems that operate without human supervision raise moral, social and legal
questions and problems. Due to the pace of technological development, there is a need
for the development of policies, procedures and standards related to applications,

7 PUWAL 2024.
'8 U.S. Department of State 2024.
®  European Commission 2018.
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going beyond the best practices currently considered “human-in-the-loop” solutions.
Additionally, there is a need to rethink the human-machine relationship, as future
Al-based systems will have both humans and Al systems as users.?°

The technical levels of EU-NATO cooperation are not public information, but the
annual report on EU-NATO collaboration provides guidance on the role of Al. We can
see that the political dialogue section considers Al as an important objective, alongside
other goals, such as resilience, quantum technologies, arms control, military mobility,
energy security, space cooperation, digital transformation, capability development
and countering hybrid threats. Within the Emerging and Disruptive Technologies
(EDT) domain, a key area of cooperation is the defence and dual-use applications
of Al, quantum technologies and biotechnology, as well as related investments,
technology testing, validations and innovation standards. Among research areas, Al
and its responsible use are also highlighted, alongside technical foresight, research
security and energy security.”!

The UN Secretary-General's report (A/79/88) signals strong support for a legally
binding instrument to ensure meaningful human control. Following informal consul-
tations in 2025, a concrete proposal is expected in 2026, potentially forming the basis
of a future international legal framework on lethal autonomous weapons systems.?

We can see that the positions presented so far are clear indicators for us that Al
operations, including security issues, need to be addressed on a priority basis.

We can also perceive that international initiatives reflect significant interest and
the necessity of sharing resources, which accelerates the pace of development and
introduces numerous new perspectives.

At the same time, it is also clear to us that significant challenges must still be
addressed before the successful establishment of international regulations for military
applications.

After highlighting some examples of Al applications, the following chapters will
present the Hungarian military situation based on the available information, including
the significant regulatory measures with a security focus that have been taken so far.

Trends and directions

Recent public announcements clearly illustrate the speed of adaptation of Al:

+ NATO's Smart Indication and Warning Broad Area Detection (SINBAD) satellite
surveillance system maps change along the eastern flank at unprecedented
frequency, issuing Al-driven threat warnings??

+ The Maven Smart System of NATO Communications and Information Agency
(NCIA), procured in just six months, delivers intelligence fusion, targeting,
battlespace awareness and decision support®*

20 JENKINS 2023.

21 European Council - NATO 2025: 3, 10.
22 United Nations 2024: 1-3, 15-17.

23 FRATSYVIR 2025.

24 NATO 2025a.
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+ SAAB’s Gripen E “Centaur” tests integrate Al-driven autonomous manoeuvres
directly into the aircraft, bypassing separate test and experimental environ-
ments.? (The Hungarian Air Force has Gripen fighters in service)

« France's Collaboration Homme-Machine (CoHoMa) programme trials legged,
wheeled and tracked autonomous platforms in realistic battlefield simulations,
emphasising the transition from lab prototypes to operational environments
and a complementary human-machine partnership?®

These examples represent a subset of global military Al projects. In the following, we
can see that the Hungarian approach to the military application of artificial intelligence
systems follows international trends.

Kristof Szalay-Bobrovniczky (Hungarian Minister of Defence), in his presentation
titled Algorithms on the Frontline at the Al Summit Conference 2025 in Budapest,
stressed Hungary's political-level Al requirements for the armed forces. Digitalisation
is central to force modernisation: the digital battlefield and personal-equipment
sensors demand Al-driven data processing. Key military Al application areas include
autonomous systems, training and logistics, with attention to cybersecurity, legal
and ethical issues.”

According to Gergely Németh, Chief Executive Officer (2025), the new tech-
nology laboratory at the Defence Innovation Research Institute offers novel oppor-
tunities for Hungarian military development. Development programmes focus on
machine-learning-based data analysis and drone control, with additional objectives
including the testing and operational implementation of unmanned systems, training
modules and autonomous capabilities.?®

We can clearly see that the political and leadership opinion argues in favour of
using Al, which is also reflected in the national strategy.

The second-generation Hungarian Artificial Intelligence Strategy (2025-2030)
builds on its predecessor, summarising achievements and outlining new objectives.
The Strategy defines military and national military security objectives at a high level
(for example, automation of decision support; predictive analytics; development of
autonomous systems and human-machine collaboration; modelling and simulation;
data collection, processing and analysis) and introduces the new “Chief Artificial
Intelligence Officer” function.?®

After a brief examination, we can state that currently no other published official
Hungarian military strategic-level document (e. g. strategy, action plan, roadmap or
blueprint) can be identified, but the scientific examination of the topic has begun.

In summary, we can conclude that rejecting the use of Al and seeking other
alternative solutions is not a realistic approach. Furthermore, the rapid pace of Al
development precludes hesitation, despite current legal, social and other reservations.

% Defensemirror.com 2025.

% KaJAL 2025.

2 ERBS 2025.

% Honvéd Vezérkar 2025.

#  Magyarorszag Mesterséges Intelligencia Stratégiaja (2025-2030) 2025: 78, 79.

Hadmérnaok « 20. évfolyam (2025) 4. szam

23



24

Karoly Kassai: Cybersecurity Challenges of the Integration of Artificial Intelligence (Al) Solutions

These examples demonstrate that the challenge lies not in a single Al solution
but in integrating multiple Al systems and embedded Al services.

This dual challenge requires armed forces to prepare existing systems and
networks for Al integration and identify essential Al capabilities, select candidate
systems, assess emerging risks and define integration parameters.

We can state that a critical step is to identify or develop Al systems that meet
the military operational requirements of the Hungarian land and air forces, followed
by comprehensive testing, where necessary.

Implementation decisions should be made based on early-stage data on Al solution
architecture, operational characteristics, functional and security risks, development
processes and prior deployment experiences. This underlines the importance of
effective military — defence industrial cooperation and common thinking.

To shorten procurement cycles, defining precise operational requirements must
be strengthened, and procurement planning and procedures streamlined and accele-
rated. Considering life cycle stages and supply chain processes is essential. Threats can
cause cascade risks, potentially undermining the trustworthiness of the Al system.

We can confirm that successful Al implementation also depends on factors such
as NATO and EU interoperability, preparing forces for Al-human teaming across all
command levels, and close collaboration with research institutes, universities and
defence-tech companies.

The examples also illustrate that, beyond concerns about lethal autonomous
weapons, there is a growing emergence of Al platforms that replace humans - auto-
nomous “combat robots” — driven by advanced human-machine collaboration, which
raise control, requlatory and operational challenges.

In the Hungarian Defence Forces, core requirements for autonomous weapons
and defence systems are set at the legislative level (for example, human-interven-
tion capability, awareness of system operation and adherence to operational rules)
under the National Defence Act.*® These regulations require further specification at
subordinate levels and integration of emerging international standards.

The military Chief Artificial Intelligence role can prioritise land and air force
Al developments, minimise resource competition and ensure adequate resourcing.
Defining its authority and position within the organisational hierarchy is essential.

The following sections will provide us with an overview of important high-level
risk considerations regarding the military application of Al systems in Hungary.

High-level risk considerations of Al systems
The European Commission Recommendation (2023) ranked Al as one of the top four
threats among ten critical technical areas. The Commission calls on Member States to

conduct a collective risk assessment to identify major threat categories; threatening
actors (including geopolitical adversaries); likelihood of occurrence; the technology

%0 Act CXL of 2021, para. 3, para. 92. Section (1).
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value chain; and chokepoints. The risk assessment focuses on risks with European
wide impact.”!

Based on the EU's proposal, we can assume that the investigations conducted by
the member states contribute to the identification of Al threats and the development
of risk management through synergistic effects across various domains.

Reviewing the EU and national frameworks provides an opportunity to explore
security-related analogies. Among the possible areas, we examine those that appear
to be significant from the perspective of Al: on the infrastructure side, general network
security and critical infrastructures, and on the data management side, the protection
of classified information as well as personal data.

As an introduction, we need to identify a specific limitation. The main EU
and national requirements are considered publicly accessible information.
NATO regulatory documents in similar areas (e.g. directives and supporting guidelines)
are classified information or not publicly accessible; therefore, their examination or
comparison with EU rules cannot be carried out in this study.

Identifying parameters of different areas based on the same criteria enables the

formulation of general conclusions.
Table 1 shows that the structure of the regulatory framework at EU and national
level is clear and understandable, so that important steps in the field of Al can also
be predicted at national level. We can observe that, despite the EU-level exemption
for the defence sector, according to the Hungarian approach, national legislation also
covers the military domain.

We also note that, in the four areas, the relevant national legislation specifies
the designation of the national competent authorities.

Similarly, it can be identified that implementing organisations must designate
the responsible organisational element or individual and develop organisation-specific
regulations based on risk analysis. To address threats at the national level, organisa-
tional entities are required to report incidents to the national authorities.

The draft Hungarian Al Act indicated in the table sets out the establishment of
Al authorities as defined by the EU Al Act and the reporting procedure, and lays down
rules for the Hungarian Al Council and the regulatory sandbox for Al.*

The draft decree designates the Al authorities, the reporting procedure, possible
fines and detailed rules relating to the Council.*

These drafts were developed based on the government resolution on the estab-
lishment of a national framework for A** and a subsequent government resolution.

3 European Commission 2023: 1-3.

32 Act of 2025 (draft) on the implementation of the European Union Regulation on Artificial Intelligence, paras. 4,
5,8,9and 10.

3 Decree of Government (draft) on the implementation of the European Union Regulation on Artificial Intelligence
Act, paras. 1-5.

3% Government Resolution of 1301/2024 (IX. 30.), point 2.

3 Government Resolution of 1149/2025 (V. 14.), points 2-3.
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Table 1: Regulatory frameworks related to Al

Area Data Cybersecurity | Resilience Classified Artificial
protection of critical information | Intelligence
entities protection
Identification | Regulation Directive (EU) |Directive (EU) | Council Regula-
of EU regula- | (EU) 2016/679 | 2022/2555 2022/2557 Decision tion (EU)
tion (GDPR)?® (NIS2 Direc- (CER Direc- 2013/488/EU | 2024/1689
tive) tive)®’ (EUCI)3® (Al Act)
Type of Directly Enforced by Enforced by Enforced by Directly appli-
enforcement | applicable national legis- |national legis- |national legis- |cable
lation lation lation
Type of natio- |Act Strategy, Strategy, Act, support- | Act (draft),
nal regulation Act, Act, ing decrees supporting
supporting supporting decree (draft)
decrees decrees
National National National Cy- | National Direc- | National Secu- | National
responsible Authority ber Security torate General |rity Authority |[Al Office
organisation for Data Centre for Disaster (planned)
Protection and Management,
Freedom of Ministry of the
Information Interior
Designation of | Yes Yes Yes Yes Yes
aresponsible
person or
organisational
element
Organisational- | Yes Yes Yes Yes Yes
level risk
management
obligation
Organisational |Yes Yes Yes Yes Yes
level
regulatory
obligation
Obligation Yes Yes Yes Yes Yes
to notify
the national
responsible
organisation
Incident Yes Yes Yes Yes Yes
reporting
obligation
Applicableto | Yes Yes Yes Yes Yes

the Hungarian
Defence Forces

Source: compiled by the author

36 Regulation (EU) 2016/679 of the European Parliament and of the Council (GDPR).

3 Directive (EU) 2022/2557 of the European Parliament and of the Council.

38 Council Decision of 23 September 2013 (2013/488/EU).
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In the topic of the responsible organisational element, the question is about the
representation of the military role (e.g. an independent military responsible organi-
sational element or integration into the national authority).

After studying the Al related drafts, we can conclude that they do not address
Al-specific cybersecurity requirements. Based on this, we can state that measures
related to the security of Al systems should be developed and maintained within the
framework of general, cross-sector security requlations.

The EU Al Act (2024) mandates that high-risk Al systems operate under a docu-
mented, maintained risk-management system covering the entire lifecycle and
addressing known and foreseeable risks.>®* While the regulation is clear, a recurring
question is whether general standards can be applied to Al.

An ENISA report (2023) responds that, despite Al's unique attributes, it remains
fundamentally software; hence, established software requirements and procedures
can be adapted.*

The EU NIS2*' Directive (2024) obliges Member States to implement security
requirements and controls for the cybersecurity of electronic systems and services,
including supply chain risk management procedures.*

We have previously observed the emergence of procurement and supply chain
security issues. Going forward, it will become apparent that these issues may pose
significant risks in relation to Al systems.

The associated NIS2 Implementation Regulation (2024) elaborates basic require-
ments for risk management frameworks, incident management, business continuity
and crisis management and supply chain security.*?

These high-level provisions can be applied to Al system security, with domain-
specific adaptations.

The Cybersecurity Act (2024)* at national level sets out the general security
requirements in line with EU NIS2 and the Implementing Regulation, while details
are provided in Decree 7/2024 (VI. 24.).#

To establish the protective measures for an Al system —as an electronic informa-
tion system — we need to review the elements that are more significant from a risk
analysis perspective. The general cybersecurity framework does not define an exact
risk management methodology, thereby granting applying organisations considerable
decision-making flexibility.

Among the key issues, we should identify the cyber threats, cybersecurity objectives
and critical lifecycle stages to consider. Other mandatory elements of risk analysis,
such as the severity and likelihood of occurrence, may perhaps be more easily adop-
ted for Al cases.

*  Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022, Section (9).

0 BEZOMBES et al. 2023:17.

“ Network and Information Security.

2 Directive (EU) 2022/2555, Section (21).

4 Commission Implementing Regulation (EU) 2024/2690 of 17 October 2024, Section (11)-(15) and Annex points
1-5.

4 Act LXIX of 2024 on the cyber security of Hungary.

4 Decree 7/2024 (V1. 24.) of the Prime Minister’s Office on the requirements for security classification and the
specific protective measures applicable to each security classification.
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As an initial step, we can select general cybersecurity considerations, which
can then be further developed. During the development process, following the line
of regulations (requirements), international standards, recommendations and other
sources provides comprehensive solutions.

This approach offers a general, flexible model that can be finalised based on
organisational and technical specific parameters, as well as other sensitive information.

We need to clarify two important factors in advance:

+ These regulations set out a framework and allow organisations to tailor security

measures to their specific needs

+ The decree combines security measures with traditional cybersecurity objectives

(confidentiality, integrity and availability), which must be supplemented with
“identification” in accordance with the EU NIS2 Directive (Article 6) —a factor
that is also significant in the case of Al systems

The decree sets out minimum requirements (Annex 3), that must be applied to threat
aspects (“threat list"), which must also be applied to Al systems. The Hungarian Natio-
nal Cyber Security Centre published a guide on security classification and practical
application of national requirements to support organisations.*® The guide outlines
general risk-management tasks — such as defining procedures, assigning responsibi-
lities, assessing and approving risks and periodic reviews — that apply regardless of
technology, leaving room for Al-specific adaptations.

The ENISA 2020 report, following ISO 27005 standard, identifies asset, threat,
and threat-actor mapping as essential to risk analysis. Based on the report, we can
clearly identify that the traditional security objectives (confidentiality, integrity,
availability) apply to artificial intelligence, complemented by authentication, access
control and non-repudiation.

Al-specific attributes include robustness, trustworthiness, safety, transparency,
explainability, accountability and data protection. The report categorises 74 Al-re-
lated cyber threats into eight groups, mapped to lifecycle stages to guide responsible
stakeholders.*” The “security-by-design” principle embeds security considerations
throughout the product lifecycle. The ENISA 2023 report proposes Al evaluation
criteria slightly different from the previous report — privacy protection, explainability,
robustness, fairness — each of which is related to risk assessment and management
processes (these aspects have also been incorporated into the cybersecurity goals
in Table 2).4¢

The ISO/IEC* 5338 Standard defines lifecycle stages as inception, design and
development, verification and validation, implementation, operation and monitoring,
continuous validation, reassessment and withdrawal.*

¢ National Cyber Security Centre 2025: 3.

47 MALATRAS-DEDE 2020: 12, 25, 27 and Annex B, D.

8 PASCU — BARROS LOURENCO 2023: 11.

4 ISO/IEC: International Organization for Standardization/International Electrotechnical Commission.
%0 |SO/IEC 2023a: 5.
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The U.S. national Al risk management standard applies a different approach,
namely plan and design, collect and process data, build and use models, verify and
validate, deploy and use, operate and monitor.”’

As an interesting point, we observe that beyond the life cycle phases of standards,
it is worthwhile to examine a scientific approach (Table 2), which clearly illustrates
flexible solution options.

Table 2: Threats, cybersecurity goals and life cycle stages of Al

Threat categories Cybersecurity goals and supplements
Elements of the threat catalogue (Decree Confidentiality, integrity,
7/2024, Annex 3) availability and identification (as basic cyber-
Elements of ENISA 2020 report, in 8 groups: security elements) and Al specific supplements
Nefarious activity/abuse (ENISA 2020):
Eavesdropping/Interception/ Hijacking Authentication
Physical attacks Authorisation
Unintentional damage Non-repudiation
Failures or malfunctions Robustness
Outages Trustworthiness
Disaster Safety
Legal Transparency
Elements of EU Al threat reports Explainability
Elements of EU and NATO military threat re- Accountability
ports Data protection
Possible additions based on ISO/IEC 23894:52
Al expertise
Environmental impact
Fairness
Maintainability
Privacy
Robustness
Other military speciality, depends on functions,
elements

Life cycle stages

ISO/IEC 5338:

inception, design and development, verification and validation, implementation, operation and
monitoring, continuous validation, reassessment and withdrawal

Al RMF:

Plan and design, collect and process data, build and use model, verify and validate, deploy and use,
operate and monitor

Technical approach:*?

Data sources, input data, data cleaning, data storage, data processing, data analysis, model devel-
opment, machine learning, output data and communication networks

Source: compiled by the author

51 NIST 2023:10.
%2 |SO/IEC 2023b: Annex A, A3, A5-9.
53 KOLLAR 2019: 62.
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We can identify that the elements related to threats and security objectives have been
significantly expanded in Table 2. Subsequently, it becomes possible to supplement
these with organisation and military specifications (or to remove non-essential ele-
ments). We note that this option also represents a limitation. If security management
does not filter the organisation-specific and the applied (or planned) Al parameters,
the establishment of a risk analysis will not be feasible.

We also recognise that, compared to the standards and recommendations, the
lifecycle phases included in the academic classification are more detailed and practical.
This also supports a more refined risk-based approach. The modular structure allows
us to adapt a risk analysis methodology that aligns with organisational characteristics
and Al specifications.

Table 2 also supports another conclusion. The situation for security management
will become more difficult because as the number of parameters increases, the pos-
sible combinations multiply. In the case of a complex information system, manual
risk analysis is practically impossible.

We must not forget that integrating Al into an organisational information system
involves examining both the existing system (and its elements) and the software (or
Al-containing platform) that comprises the Al together.

In summary, the presented method enables an organisation to define the security
objectives for a specific Al product, the relevant lifecycle stages and the scope of appli-
cable threats. The table indicates the necessity of incorporating military specifications,
but we strongly emphasise that processing and integrating military operational and
tactical requirements is essential, as failing to do so may lead to serious issues.

The key question is whether the implementing organisation is capable of cus-
tomising the set of mandatory and optionally selectable elements. It can also be
observed that the terminology and conceptual framework appearing in international
Al standards (and other sources) have not yet been fully clarified. The components of
“trustworthiness”, considered a fundamental attribute of Al, are not unified, which
allows for different interpretations. Therefore, the security management has a key
responsibility in establishing an approved and functional organisational risk method-
ology or model, providing clear framework for the interpreted parameters. Based
on the experience from Table 1, it is advisable to establish a working group whose
members are experienced in risk analysis across various domains.

The collected information provides a basis for further conclusions that we can
also draw.

The examination of Al platforms (system components), which consist of exist-
ing and new infrastructure elements, should begin at the earliest possible stage.
The organisation’s existing risk assessment documentation (as well as incident
management and audit reports) should be reviewed, and the tests and evaluation
materials carried out in previous lifecycle phases of the planned Al system should
also be examined. This again requires close cooperation and institutionalisation of
horizontal organisational relationships, as well as collaboration between the military
organisation and defence industry actors (including necessary authorisations and
information security considerations).
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Furthermore, based on what we have observed so far, we can also conclude that
the assessment and quantification of new organisational security objectives (e.g. trust-
worthiness and its components) must be ensured to meet the criterion of verifiability.

Cybersecurity considerations

Risk analysis is not an end in itself, but rather a practical tool for determining sys-
tem-specific security controls.

The Al-specific additions to security objectives outlined in Table 2, by themselves,
do not contain implementable security controls (e.g. in the case of “accountability” or
“explainability”). Therefore, it is necessary to apply system-specific frameworks that
include technically interpretable, measurable parameters and repeatable procedures
aligned with general objectives.

We present that in the domains of security objectives, one of the tools for gra-
dually establishing measurability is the application of the Al Trust Framework and
Maturity Model (AI-TMM) which is aligned with risk analysis. Within the framework
of the Maturity Indicator Levels (MIL 1-3), each objective (or domain) begins with the
documentation of fundamental principles (L1: formulation of principles), continues
with the introduction of initial indicators and management practices (L2: indicators,
managed processes), and culminates in a fully integrated, continuously monitored
and audited system (L3: monitoring and audit).

The model thus serves as a diagnostic instrument for identifying risks and pro-
vides the foundation for appropriate protective measures, ensuring the transparent
traceability of trustworthiness.>

In another solution, we demonstrate that the Al Trustworthiness Assessment
Framework (Al TAF) is capable of mapping human risks in detail. The framework iden-
tifies the affected groups and models, based on specific scenarios, how an Al failure
or misuse could cause physical, economic or psychological harm. To what extent are
the harms reversible? The method takes into account exposure and vulnerability,
assigns controls (preventive, detective, corrective) to each risk, establishes go/no-go
thresholds, and is intended to be complemented by integration into the lifecycle.®

We can see that these models provide measurability and enable the develop-
ment of specific parameters related to the Al system to ensure the enforceability of
security controls.

The aforementioned Hungarian decree (7/2024), which defines national cyber-
security requirements, contains hundreds of security controls, grouped into several
categories and assigned to three security classes (low, medium, and high).

We know that military organisations regulate the cybersecurity of their infor-
mation systems (including Al systems) according to their operational maturity and
mission profile. This may take the form of a comprehensive, lengthy regulation or

* MYLREA-ROBINSON 2023.
%5 SERALIDOU et al. 2025: 4.
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a structured framework consisting of high-level requirements supported by detailed
procedural documents.

When developing and maintaining cybersecurity controls and procedures, it is
essential to understand and correctly manage dependencies between systems. Al
capabilities operated by tactical units — or their failure — can have cascading effects,
causing significant disadvantages at the operational or even strategic level.

We can state that during the design phase of an Al capability, the technical opera-
tional requirements and the security classification of the system must be identified as
early as possible. Failure to do so can lead to complex interoperability issues between
the host network and the Al system, necessitating costly retroactive investments.

Unique procedures must be established to ensure the cooperation (integra-
tion, interconnection of services) of platforms with different security classifications.
A higher security classification may also compel the operating organisation to make
substantial additional security investments.

In addition to the aforementioned, we must also highlight the role of incident
management. Due to the possibility of cascade-type security incidents, incident
management procedures must be continuously refined during development and
deployment in order to minimise damage.

These considerations underscore the importance of close cooperation between
developers, producers and the military organisation during the design phase. Early
engagement with cybersecurity specialists and alignment with recognised interna-
tional standards can reduce long-term costs and improve resilience.

Finally, we emphasise that higher command has the authority to influence the
regulatory practices of subordinate military organisations and to coordinate tasks
when shared resources are involved. This top-down alignment is critical to ensuring
consistent security postures, avoiding duplication of effort and maintaining opera-
tional readiness.

We present the following high-level recommendations outlining the practical
steps for integrating robust security practices into Al-supported military systems:

« early security classification

« tailored control implementation

« cross-disciplinary design teams

+ dependency and interoperability management

« alignment with international standards

+ continuous monitoring and audit

+ top-down regulatory coordination

« lifecycle security management

« secure supply chain oversight

« incident response preparedness

By using these guides, military stakeholders can ensure that Al-enabled capabilities

remain secure, resilient and aligned with mission objectives throughout their ope-
rational lifecycle.
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Conclusion

The paper demonstrates that military forces must adopt Al with the same urgency
seen in social and economic domains. The military force modernisation requires
integrating Al systems and services; failure to do so invites significant operational
and strategic risks.

The issue of lethal autonomous weapons remains urgent, with evolving regulatory
and ethical challenges. Hungary must continuously harmonise its national military
requirements with international norms.

When the military uses Al capabilities, numerous technical, operational, legal, and
ethical considerations demand attention. The paper points out that secure deploy-
ment is not possible without knowledge of the necessary technical, operational, and
procedural parameters.

We can summarise that the planned review of regulations in the analogous field,
as well as the examination of opportunities for developing elements supporting risk
analysis, yield practical, usable results.

We can observe that, according to H1, existing organisational starting points
can, with further efforts, support the operation of Al systems. Similar steps can be
expected in the case of regulatory needs for new technologies (e.g. quantum). During
the examination, we can conclude that, based on the presented existing legal require-
ments, the regulation of Al cybersecurity is not unrealistic, but it requires a great
deal of clarification and refinement. Based on this, hypothesis H1 can be validated.

We can confirm that in the area specialised for risk analysis, based on H2, organ-
isation-specific models and methods can be developed, and it can be seen through
examples that the new parameters can be made measurable (enabling their verifica-
tion). Based on the examples presented, we can confirm as a general observation that
alongside legal, international standards and best practice (recommendation) sources,
itis also advisable to take academic initiatives into consideration. Based on this, we can
state that hypothesis H2 is valid. This is further reinforced by the fact that the new
perspectives and factors significantly complicate the task of security management.

Given budgetary and personnel constraints, prioritising Al support for land or air
forces is essential. Effective prioritisation and resource allocation can be facilitated
by the Chief Artificial Intelligence Officer role, ideally positioned within the Ministry
of Defence. We note that the best tool for determining the priority order of tasks
and scheduling resources is to develop a military Al strategy (or action plan). This
can represent the requirements, the responsibilities of the participants (including
operational and security management requirements, development and integration
plans), deadlines, as well as visible training tasks, in order to ensure the success of
further progress.

Based on the presented information, it is clear that the reviewed sources empha-
sise that Al is not exempt from cybersecurity requirements. The protective measures
mapped to predefined security classes —augmented with Al-specific clarifications — can
fulfil system cybersecurity requirements.

The future will show whether this prediction will be fulfilled or refuted. A fol-
low-up study in several years is recommended.
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kormany.hu/uploads/document/b/b9/b92/b929cdec547b87da4bd23bce694d-
b86ce328e1c6.pdf

1301/2024. (IX. 30.) Korm. hatarozat a mesterséges intelligenciardl sz6l6 euro-
pai parlamenti és tanacsi rendelet végrehajtasahoz sziikséges intézkedésekrél
[Government Resolution of 1301/2024 (IX. 30.) on measures necessary for the
implementation of the Regulation of the European Parliament and of the Council
on artificial intelligence]

1149/2025. (V. 14.) Korm. hatarozat a mesterséges intelligenciarol szolo eurd-
pai parlamenti és tanacsi rendelet végrehajtasahoz sziikséges intézkedésekrél
sz616 1301/2024. (IX. 30.) Korm. hatérozatban foglalt feladatok végrehajtasarol
[Government Resolution of 1149/2025 (V. 14.) on the implementation of the
tasks set out in GR of 1301/2024 (IX. 30.) on the measures necessary for the
implementation of the Regulation of the European Parliament and of the Council
on artificial intelligence]

7/2024. (VI. 24.) MK rendelet a biztonsagi osztalyba sorolas kovetelményeirdl, vala-
mint az egyes biztonsagi osztalyok esetében alkalmazandé konkrét védelmi
intézkedésekrél [Decree 7/2024 (VI. 24.) of the Prime Minister's Office on the
requirements for security classification and the specific protective measures
applicable to each security classification]

A Kormany rendelete az Eurépai Unié mesterséges intelligenciardl szol6 rendeletének
magyarorszagi végrehajtasarol szolo 2025. évi ... torvény végrehajtasarol [Decree
of Government (draft) on the implementation of the on the implementation of
the European Union Regulation on Artificial Intelligence]

Commission Implementing Regulation (EU) 2024/2690 of 17 October 2024 laying
down rules for the application of Directive (EU) 2022/2555 as regards technical
and methodological requirements of cybersecurity risk-management measures
and further specification of the cases in which an incident is considered to be
significant with regard to DNS service providers, TLD name registries, cloud
computing service providers, data centre service providers, content delivery
network providers, managed service providers, managed security service pro-
viders, providers of online market places, of online search engines and of social
networking services platforms, and trust service providers

Council Decision of 23 September 2013 on the security rules for protecting EU clas-
sified information (2013/488/EU)

Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 Decem-
ber 2022 on measures for a high common level of cybersecurity across the
Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972,
and repealing Directive (EU) 2016/1148 (NIS 2 Directive)

Directive (EU) 2022/2557 of the European Parliament and of the Council of 14 Decem-
ber 2022 on the resilience of critical entities and repealing Council Directive
2008/114/EC

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April
2016 on the protection of natural persons with regard to the processing of
personal data and on the free movement of such data, and repealing Directive
95/46/EC (General Data Protection Regulation)
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- Karoly Kassai: Cybersecurity Challenges of the Integration of Artificial Intelligence (Al) Solutions

Regulation (EU) 2024/1689 of the European Parliament and of the Council of 13 June
2024 laying down harmonised rules on artificial intelligence and amending
Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU)
2018/858, (EU) 2018/1139 and (EU) 2019/2144 and Directives 2014/90/EU,
(EU) 2016/797 and (EU) 2020/1828 (Artificial Intelligence Act)
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