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Abstract

This paper presents innovative methodologies for cybersecurity education, with a focus 
on their application at Subotica Tech – College of Applied Sciences . The study highlights 
hackathon-based learning (HBL), challenge-based learning (CBL), and the integration of 
Artificial Intelligence (AI) tools to enhance teaching effectiveness . These approaches are 
incorporated into professional courses related to the development of web applications 
and integrated web systems, emphasising practical work and real-world scenarios to better 
prepare students for industry challenges . The primary objective of this paper is to introduce 
these novel educational approaches and provide a detailed description of their implemen-
tation, underscoring the importance of hands-on experience and student engagement in 
real-world systems and business environments . The results of the research on the impact 
of hackathon participation on final exam performance are presented . Additionally, the 
increasing use of AI tools in software engineering education is explored, with examples of 
their application . Finally, the paper outlines future research directions based on feedback 
from the current implementation of these methodologies .

Keywords: cybersecurity, software engineering, practical engineering education, hacka-
thon, challenge-based tasks, AI

Introduction

In the rapidly evolving digital landscape, where technology plays an integral role in 
nearly every aspect of modern life, the importance of securing online systems cannot be 
overstated. Every day, huge amounts of information are exchanged through websites, 
applications, and other information systems. This information exchange is crucial to 
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the operation of modern digital systems, making secure data transfer essential. In 
addition to securing the exchanged data, it is equally important to ensure the safety 
and reliability of the systems themselves. As cyber threats continue to evolve, it is 
increasingly important for software and cybersecurity engineers to be well-versed 
in identifying potential security risks and vulnerabilities, while also possessing the 
knowledge and skills needed to address these security problems effectively.

Higher education should follow present trends and listen to the needs of industry, 
continuously adapting and improving curricula accordingly. In addition to the traditional 
model of engineering education, which includes theoretical lectures and practical 
laboratory exercises, it is essential to develop and implement new teaching methods 
that will contribute to the better development of key competencies in students, as 
well as enhance their competitiveness in the job market. Furthermore, it is crucial to 
find ways to integrate industry into the educational process, enabling students to 
directly engage in real-world challenges and market needs, thereby increasing the 
relevance and applicability of the knowledge acquired.

The importance of hands-on and practical methodologies in cybersecurity 
education has been extensively emphasised in recent research. For instance, authors 
analyse the educational value of Capture the Flag (CTF) challenges, demonstrating 
how they align technical knowledge areas like cryptography and network security 
with established curricular guidelines.2 However, the authors highlight the need to 
incorporate non-technical aspects, such as social engineering, to address advanced 
cyber threats comprehensively. Similarly, authors in the study identify learning 
obstacles in CTF-based education, such as a steep learning curve for beginners, and 
propose varying difficulty levels and adequate support to enhance their effectiveness.3

Further, authors explore the role of serious games in enhancing cybersecurity skills. 
Their findings show that game-based learning can maintain student engagement while 
balancing educational objectives.4 Additionally, authors in study advocate for using 
CTF competitions as an introductory tool for cybersecurity education, emphasising 
their potential to motivate students and providing practical exposure to key concepts.5

Beyond CTFs, authors investigate the integration of hackathons into online 
cybersecurity courses. Their study reveals that hackathons enhance collaboration 
and practical understanding, supporting teamwork and maintaining student engage-
ment through real-world problem-solving.6 These findings align closely with the 
methodologies implemented at Subotica Tech – College of Applied Sciences, where 
hackathon-based learning and challenge-based tasks are integrated into professional 
courses to prepare students for real-world challenges.

In the study by the authors Čović et al., the focus is on evaluating the effectiveness 
of the hackathon approach in the training of software engineers. This student-centred 
method employs a constructivist pedagogical framework. Throughout a hackathon, 
students work closely with programmers and other software development experts 

2 Švábenský et al.  2021.
3 Chung–Cohen  2014.
4 Vykopal et al.  2020.
5 McDaniel et al.  2016.
6 Obot Affia et al.  2022.
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on collaborative projects. This approach enables students to acquire new knowledge, 
enhance their skills, and develop essential competencies.7

Another paper discusses the use of Challenge-Based Learning (CBL) in cyber-
security education, where challenges were based on students’ interests in securing 
systems.8 Students worked collaboratively to devise solutions, applying their 
knowledge in two cybersecurity competitions. Formative assessments revealed that 
while the benefits varied among students, skills in computer security, teaching, and 
interest in cybersecurity were enhanced. Despite the need for additional resources 
and flexible meeting schedules, the increased learning outcomes justified the effort.

As authors in Žagar et al. have shown, research in software engineering (SE) 
indicates that recent graduates are often unprepared for workplace challenges.9 The 
authors presented two approaches used in SE courses at the University of Zagreb: 
a distributed project-based course where Croatian and Swedish students collaborate 
throughout the software development life cycle, solving technical and cultural prob-
lems, and an approach focused on self-constructing knowledge, presenting it to peers, 
and concluding with student discussions and a group project. Both approaches foster 
the development of soft skills, which are often underrepresented in SE education.

Authors in a study investigated challenges in teaching software engineering 
through a survey of  21 faculty and experts. Findings revealed that student engagement 
was the most significant challenge, with nearly half of respondents also reporting 
difficulties in designing practical activities.10 Problem-based learning was the most 
used approach, followed by newer methods like gamification and role-playing, both 
shown to enhance engagement. Based on these insights, a conceptual model for 
improving student involvement is proposed, with future studies suggested to eval-
uate its impact in practice.

To ensure the security of web applications and information systems, developers 
must conduct appropriate tests. Raising awareness of potential vulnerabilities and 
threats is also crucial. The OWASP Top  10, developed by the OWASP Foundation, 
serves as a standard reference for developers, highlighting the most critical security 
risks for web applications.11 This framework should also be incorporated into engi-
neering education.

The primary goal of this paper is to introduce and evaluate innovative educational 
methodologies designed to enhance the training of software engineers in cybersecu-
rity. Specifically, the study focuses on Subotica Tech – College of Applied Sciences, 
highlighting the integration of hackathon-based learning, challenge-based tasks, 
and AI tools. These methods emphasize real-world applicability through industry 
collaborations and advanced pedagogical techniques.

This paper is organised as follows. The first section provides an overview of 
engineering education at Subotica Tech – College of Applied Sciences, with a focus 
on cybersecurity education, including an introduction to the OWASP Top  10 web 

7 Čović et al.  2022.
8 Cheung et al.  2011.
9 Žagar et al.  2008.
10 Ouhbi–Pombo  2020.
11 Čović  2024.
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application security risks and vulnerabilities and OWASP API Security Top  10. The 
second offers a detailed description of the new approaches implemented in the edu-
cation of software engineers, including Hackathon-based learning, challenge-based 
tasks, and the use of AI tools. The results of the research on the impact of hackathon 
participation on final exam performance are presented also in this section. Plans are 
discussed in the next section. In conclusion, the paper summarises the key points 
discussed throughout.

Engineering education at Subotica Tech

The Subotica College of Applied Sciences, established in  1960, is one of the most 
respected state higher education institutions in Serbia. For over half a century, the 
college has educated thousands of engineers in the field of technical and techno-
logical sciences, who now form the backbone of the skilled workforce in local and 
wider industry sectors.

The studies are organised at two levels: undergraduate applied studies (BSc) lasting 
three years and master applied studies (MSc) lasting two years. The undergraduate 
programmes offered include Electrical Engineering, Computer Science, Engineering 
Management, Mechanical Engineering, and Mechatronics. Currently, master’s studies 
are available only in the field of Information Technology, with a focus on security.

At Subotica Tech – College of Applied Sciences, the focus of engineering education 
is on practical knowledge. In most professional courses, especially within the Infor-
matics programme, teaching is delivered through a Project-Based Learning approach. 
During these courses, students, either individually or in teams, work on developing 
a software product (such as a web system, mobile application, or integrated informa-
tion system), creating projects that include both software and hardware components, 
as well as managing and maintaining network systems. In addition to practical skills, 
students acquire theoretical knowledge in these areas, as well as in other foundational 
and advanced fields. In the final semester of undergraduate and master’s studies, 
students complete a mandatory internship at one of the partner companies and 
conclude their studies with the preparation and defence of a final thesis.

The collaboration with companies at Subotica Tech involves organising student 
internships, expert lectures and workshops, joint projects, conference sponsorships, 
participation in competitions, student scholarships, and mentorship in student pro-
jects. All undergraduate and master’s students are required to complete internships, 
often extending beyond the minimum duration.

Subotica Tech makes every effort to prepare future engineers with the neces-
sary theoretical knowledge and practical skills across various engineering disciplines, 
including informatics. These skills can be further developed through internships and 
early work experience. The involvement of industry in both curricular and extracur-
ricular activities significantly contributes to the development of key competencies 
and professional growth in engineering fields.

The College maintains close contact with industry to align study programmes 
with market needs. The programmes are not strictly tailored to specific job roles but 



Hadmérnök •  19. évfolyam (2024) 4. szám 

Zlatko Čović: New Approaches in the Education of Software Engineers in the Field of Cybersecurity

217

provide a broad foundation, enabling students to quickly adapt and pursue ongo-
ing professional development. It is crucial that students acquire skills to approach 
problem-solving logically and apply algorithmic thinking and acquired knowledge 
to address challenges.

Additionally, new teaching methods are introduced in most professional courses, 
such as project-based learning, teamwork, hackathons, and challenge-based tasks. 
The aim is to engage students in real-world scenarios they will encounter in their 
professional careers.

Education in the field of cybersecurity

The experiences of students and professors gained through participation in various 
competitions, conferences, and hackathons, as well as strong industry relations, have 
contributed to the introduction of new methods in software engineering education. 
Security aspects of information systems have been studied for many years, but with 
the rise in risks and threats, the amount of coursework focused on cybersecurity has 
also increased.

Professional courses place a strong emphasis on various aspects of security. Many 
of these courses incorporate protection methods and techniques in laboratory exer-
cises, employing diverse approaches to test information systems, web applications, 
mobile apps, and other software and network types.

According to the needs of cybersecurity experts, Subotica Tech participated in the 
ISSES (Information Security Services Education in Serbia) project under the Erasmus+ 
programme. The project brought together experts from higher education institutions 
and companies in the region to improve the higher education capacities in Information 
Security in the Republic of Serbia. As a result of the project, new courses and cutting-
edge laboratories were developed, providing students with practical experience 
that can be directly applied in the information security industry. Subotica Tech also 
developed a new laboratory for information security, equipment for network and 
server room, and an MSC study programme in Information Technology with a focus 
on information security.

As part of the project, the Serbian Cybersecurity Challenge competition was 
organised five times to enable student teams to apply their acquired knowledge and 
gain new awareness in the field of information security. These efforts aim to enhance 
the competitiveness of students who graduate from participating higher education 
institutions in Serbia.12

It is essential to offer students opportunities to apply their knowledge. Assigning 
tasks in laboratory sessions and information security-related homework strengthens 
both their understanding and practical skills.

12 Serbian Cybersecurity Challenge  2024.
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Web application security risks and vulnerabilities

One of the most popular areas for developing various information systems today is 
the web. It is almost unimaginable for a system or application to lack a component 
that utilises data and resources from the internet. Therefore, significant attention is 
devoted to such systems.

Web application security, a critical aspect of information security, focuses on 
safeguarding web applications, websites, web systems, and web services. It extends 
the principles of application security, adapting them to address the unique challenges 
posed by web-based systems and the internet. One major issue in both developing 
and using web applications is the general lack of knowledge and awareness regarding 
potential threats. Developers often overlook the implementation of essential secu-
rity techniques and methods, and they may neglect to perform necessary security 
assessments on their applications. One of the key aspects in creating secure web 
applications is the practical application of appropriate methods and technologies, 
based on theoretical knowledge. Additionally, it is essential to promptly identify 
security risks and threats and respond to them appropriately.

Categories of web application security risks that are listed in OWASP Top 
 10 document are:

• Broken Access Control
• Cryptographic Failures
• Injection
• Insecure Design
• Security Misconfiguration
• Vulnerable and Outdated Components
• Identification and Authentication Failures
• Software and Data Integrity Failures
• Security Logging and Monitoring Failures
• Server-Side Request Forgery13

The release of the OWASP Top  10:2025 is planned to be announced in the first half of 
 2025.14 During their studies, students become familiar with most of the risk categories.

With the growing need for integrated systems using APIs, ensuring their security 
has become crucial. Students learn about API threats and protection methods from 
the OWASP Top  10 API Security Risks document and web portal. The OWASP API 
Security Top  10 project highlights key API security risks, helping developers and secu-
rity professionals recognise and mitigate threats. It provides a Top  10 Risks document 
and a best practices portal, ensuring up-to-date guidance through collaboration with 
the security community.15

13 OWASP Top  10  2024.
14 OWASP Top  10  2024.
15 OWASP API Security Top  10  2024.
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New approaches in education

To allow students to participate in situations like real-life scenarios through the 
educational process, new teaching methods have been introduced in several spe-
cialised courses within the computer science programme, both during lectures and 
laboratory exercises.

The courses where new methods have been introduced include on the BSc level, 
Web Programming, Advanced Web Programming, and Integrated Web Systems. At 
the master’s level, the course is Security in e-business systems. One of the innova-
tions was also implemented in the education of students from Óbuda University in 
Budapest, who spent three months at Subotica Tech as part of the Erasmus exchange 
programme.

Hackathon-based learning (HBL)

A “hackathon” is a blend of “hack” and “marathon” referring to a  1- or  2-day brain-
storming event where participants develop solutions for a specific challenge. Originally 
popular in the software industry, it typically involves developers working intensively 
to create software, applications, or hardware aimed at solving particular problems. 
This approach was first implemented in the introductory course Internet technolo-
gies, and after its successful integration, it has been organised annually in the course 
Web programming. Web programming is the first course where students must create 
a complex web project as a team, utilising various digital services and tools.

During hackathons, students can develop various key competencies such as 
collaboration, teamwork, negotiation, project management, time management, 
communication, and troubleshooting. Learning based on hackathons involves sev-
eral activities and is carried out in multiple phases. Some of these phases can be 
categorised as “pre-hackathon” phases, as they aim to better prepare students for 
participating in a hackathon. At the beginning of the semester, since students are not 
yet familiar with the concept of HBL, each student is given a detailed description of 
the project task, which they will work on in teams of two. The document includes 
a detailed description of the functional requirements, as well as requirements for 
the implementation of security techniques and methods, and adherence to coding 
standards. All teams are provided with access parameters for the virtual web servers 
they will use during the project work.

Figure  1 illustrates the Hackathon-based learning process implemented at Subotica 
Tech, highlighting its structure and phases.
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Participating in the 
Hackathon?

Figure  1: Phases of Hackathon-based Learning (HBL)
Source: compiled by the author

Students are required to use the Trello tool for project management, Git for version 
control of the code, and an appropriate hosting platform for repositories. Professors 
involved in the course are granted access to these services to monitor the overall pro-
gress of the project. The project work was supported and complemented by a series 
of lectures and lab exercises that were held throughout the entire semester. These 
sessions provided students with both theoretical knowledge and practical skills, 
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which were essential for the successful completion of their projects. In the first and 
second thirds of the semester, teams were required to publicly present the progress 
of their projects, allowing them to receive valuable feedback from both their peers 
and professors. These presentations were structured to not only assess the technical 
progress of the projects but also to foster a collaborative learning environment where 
students could share ideas, challenges, and solutions.

In the second third of the semester, an important milestone was reached: all 
students took a comprehensive theoretical test aimed at assessing the knowledge 
they had acquired up to that point. The test covered various aspects of the course 
material, including key concepts, methodologies, and tools relevant to the projects. 
The test results provided instructors with a clear understanding of each student’s 
grasp of the subject matter, and helped in identifying areas that might require further 
attention.

In partnership with a local IT company, a workshop was organised for all stu-
dents, with an additional session specifically for those who chose to participate in the 
hackathon. The workshops focused on the use of Git and included challenge-based 
tasks designed to enhance students’ understanding of web application security.

After organised workshops, students were given the opportunity to participate in 
an additional, voluntary activity hackathon. While the hackathon required a significant 
amount of time and effort from the students, it was designed to further enhance 
their learning experience by providing an intensive, hands-on environment where 
they could apply their knowledge in real-world scenarios. This activity was expected 
to help students develop critical skills such as teamwork, problem-solving, and time 
management, while deepening their IT expertise.

The primary objective behind incorporating this hackathon activity was to 
stimulate the development of more polished and professional projects by the end of 
the semester. It was anticipated that the use of an HBL approach would encourage 
students to engage more deeply in their projects, enhance the quality of their work, 
and improve their overall IT competencies. By actively participating in such a dynamic 
and challenging environment, students were expected to gain valuable insights into 
the complexities of real-world problem-solving, making them better equipped to 
tackle similar challenges in their future careers.

Each team was paired with an external mentor-programmer from the local IT 
company. The mentors were given detailed descriptions of the project tasks and were 
responsible for identifying three additional functionalities that the teams were expected 
to implement during the hackathon. Teams and mentors communicated online during 
the first  24 hours. Mentors were also tasked with providing guidance on the use of 
specific classes or libraries if the additional functionalities required such resources.

After  24 hours of preparation and collaboration, the hackathon took place at 
Subotica Tech. The event lasted for a full  10 hours, during which teams had the oppor-
tunity to meet their mentors in person. The mentors played an active role in guiding 
teams through the process of developing and refining the additional functionalities 
assigned to them.

The following day, each team had the chance to publicly present their completed 
projects to the other teams, professors, and mentors. The presentations were an 
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important part of the process, allowing teams to showcase their work and demonstrate 
how their projects functioned as a whole. After each presentation, the mentors asked 
questions to gain a deeper understanding of the teams’ approaches. The primary focus 
of the presentations was on the overall functionality, security and performance of the 
projects, rather than on a detailed analysis or review of the code itself.

When the day for project presentations was completed, both students and mentors 
received electronic surveys containing questions about the entire hackathon process. 
This practice was followed by each hackathon. The results from these surveys and 
feedback were used to assess participants’ satisfaction with their involvement in the 
event, both from the students’ and the companies’ perspectives. Additionally, after 
certain hackathons, further evaluations were conducted to assess the impact of this 
learning method on the development of key competencies. The feedback collected 
helped to improve the organisation of future events.

The following day, students were required to defend their projects in front of 
professors, focusing specifically on the programming code level.

During the hackathon, students were required to apply appropriate security 
mechanisms and identify risks from all the categories listed in the OWASP Top 
 10 document. However, they focused most on the following risks:

• Server-Side Request Forgery
• Cryptographic Failures
• Injection
• Identification and Authentication Failures
• Broken Access Control

The surveys sent to participants after the last hackathon included  33 questions for 
students and  11 questions for mentors from the companies. When asked whether they 
would participate in another hackathon,  100% of the students responded positively. 
Furthermore, when asked about the importance of hackathons for companies,  100% 
of the mentors agreed that such events are very important for the companies as well.

The impact of hackathon participation on final exam performance

The most recent hackathon was organised for second-year computer science stu-
dents as part of the Web Programming course during the summer semester of the 
 2023/2024 academic year. A total of  88 students were enrolled in the course of 
whom  64 successfully passed the final exam. For analysis, these students were 
divided into two groups:

• Experimental group: hackathon participants (14 students, all of whom passed 
the exam)

• Control group: non-hackathon participants who passed the exam (50 students)

To assess the impact of hackathon participation on academic performance, Welch’s 
t-test was conducted to compare the final exam scores between the experimental 
and control groups. The grading scale ranges from  6 to  10 for students who passed. 
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Welch’s t-test was selected due to its robustness in handling groups with unequal 
variances.

In this study, the null hypothesis (H₀) states that there is no significant difference 
in final exam performance between students who participated in the hackathon and 
those who did not:

where μhackathon represents the mean exam score of hackathon participants,  
and μnon-hackathon  represents the mean exam score of non-participants.

The alternative hypothesis (H₁) posits that hackathon participation leads to signifi-
cantly higher final exam performance:

Table  1: Group Statistics

Group Sample Size (n) Mean Scaled Mark Standard 
Deviation (σ)

Experimental Group (Hackathon) 14 9.86 0.53
Control Group (Non-Hackathon) 50 8.42 1.49

Source: compiled by the author

Table  2: T-Test Results

Statistical Test Value
T-Statistic 5.66
P-Value 4.99 ×  10–7

Source: compiled by the author

The analysis of exam performance reveals a significant impact of hackathon partici-
pation on student outcomes. The average final exam score for hackathon participants 
was  9.86, notably higher than the  8.42 recorded for non-participants. Furthermore, 
score variability was lower among hackathon participants, with a standard deviation 
of  0.53 compared to  1.49 in the control group, indicating more consistent perfor-
mance. Inferential statistics further support these findings, as the computed t-value 
of  5.66 suggests a substantial difference between the two groups. The extremely 
low p-value of  4.99 ×  10⁻⁷ confirms that this difference is highly unlikely to have 
occurred by chance. Consequently, the null hypothesis is rejected, and it is concluded 
that hackathon participation had a statistically significant positive effect on final 
exam performance.

These findings suggest that students who engaged in hackathons not only achieve 
higher scores but also demonstrated greater performance stability. This highlights 



Zlatko Čović: New Approaches in the Education of Software Engineers in the Field of Cybersecurity

Hadmérnök •  19. évfolyam (2024) 4. szám 224

the potential of hackathon-based learning as an effective educational strategy for 
improving student outcomes in web programming courses. Future research should 
investigate the broader applicability of this approach across different academic dis-
ciplines and assess its long-term impact on knowledge retention.

Challenge-based tasks

In cybersecurity education, challenge-based tasks are hands-on activities that engage 
students in identifying, analysing, and justifying security threats, simulating real-world 
cyber challenges to build practical skills and resilience against potential vulnerabili-
ties. These types of tasks were first implemented in the course Security in E-Business 
Systems. Succeeding the successful initial implementation and student feedback, 
the tasks were slightly adjusted and integrated into the courses Web Programming, 
Advanced Web Programming and Integrated Web Systems.

Assigned to students toward the end of the semester, these tasks were introduced 
once they had acquired sufficient theoretical and practical knowledge. Covering all 
recognised categories of web application security risks, the assignments primarily 
focused on:

• Security logging and monitoring failures
• Cryptographic failures
• Injection
• Identification and authentication failures
• Security misconfiguration

The difficulty levels varied, and some challenges spanned multiple categories of web 
application security.

The tasks were designed as challenge-based assignments focused on web applica-
tion security. Each task was assigned a specific timeframe for completion, after which 
students submitted their solutions. Their submissions included program code as well 
as a text file that documented their experiences, challenges faced, and, if necessary, 
a detailed explanation of their solution. For certain tasks, students were also required 
to identify potential security issues and vulnerabilities, discuss how these could be 
mitigated, and suggest the most suitable techniques or methods for prevention. 
Following the submissions, a discussion was held to explore different approaches to 
problem-solving and to address issues encountered. These tasks were highly practical, 
with created code or code snippets required to be submitted by students, giving them 
the characteristics of code-entry challenges. In the task description, the use of AI 
tools was not specified, but some students chose to use them while working on tasks.

The completion of each task involved several steps, each essential for successfully 
finishing the assignment. Figure  2 shows the steps of challenge-based task.

Following the initial implementation of these tasks, all participants completed 
a survey. Based on their feedback, some adjustments were made for the next round, 
with additional changes planned for future activities. The implemented updates include 
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anonymous logging of all attempts and testing, which provides useful material for 
discussion, and assigning some tasks to pairs of students for collaborative work.

Figure  2: Steps of challenge-based task
Source: compiled by the author

During the discussion, the first focus was on analysing anonymous logs from the testing 
phase. The logs were reviewed to identify records that provided information indicating 
the correct approach to solving the problem, as well as those that demonstrated an 
incorrect approach or a misunderstanding of the task instructions. Following this, 
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a discussion of the submitted solutions took place. Interestingly, in some cases, parts 
of the final solutions did not differ from the information recorded during testing. 
Specifically, each attempt during testing received feedback from the task webpage on 
whether the solution was correct or not. If the response was negative, students were 
expected to continue working on solving the problem. The discussion and review of 
solutions provide a phase in which students gain new knowledge and insights into 
their weaknesses in a particular area. If none of the students could solve the task, 
the professor uploaded the solution to an internal platform. This was followed by 
a solution analysis, testing, and then a discussion.

The next use of this type of task is planned to be implemented in multiple itera-
tions throughout a single semester. Each iteration will focus on a specific area covered 
during the coursework, with the final iteration encompassing content from the entire 
curriculum. Additionally, there is a plan to integrate challenge-based tasks with other 
new methods and to include them as part of a future research study.

The following text presents an example of a task that was given to the students.

“Visit the provided URL and analyse the HTML code of the form and the entire web page. 
Attempt to upload files and gather relevant information. Your objective is to locate and 
extract the secret word contained in the file named ‘secret’. This file has no extension, and it 
is one level below the root directory. It is inaccessible via the browser and can only be reached 
through PHP code. Write PHP code to exploit the vulnerability in the web form and retrieve 
the contents of the ‘secret’ file. Once you find the secret string, decode the message to reveal 
the plaintext. For decoding, create a file named decode.php.”

The output of this task is that students, by analysing the code of a web page, tested 
their knowledge of attributes essential for creating secure forms and gathered infor-
mation obtained after successfully uploading files to the server.

Specifically, after a file was successfully uploaded to the server, the page displayed 
a message confirming that the file had been successfully uploaded. The web page with 
the form also displayed an image, and by analysing its URL, students could determine 
the directory name and its location relative to the root directory.

Next, students created a PHP script containing code that accessed the secret file, 
located one level below the root folder. They uploaded this file to the server via the 
web form. By analysing the location of the displayed image, they could attempt to 
directly open uploaded files in the browser. If the image was successfully displayed, 
this indicated that files uploaded via the form were accessible at that location. In this 
way, they managed to manually execute the PHP script, which reads the contents 
of the secret file.

The file’s content was encoded, so students entered the obtained data into 
a separate script, decode .php and performed its decoding. They needed to recognise 
that Base64 encoding was used and apply the appropriate decoding function.

This task allowed students to identify security risks associated with such web 
forms and recognise vulnerabilities in the server-side code. Some key issues and 
security measures include:
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• Restricting uploads to specific file types
• Disabling directory listing on the server
• Automatically renaming uploaded files using functions that generate unique 

names with additional parameters

After these initial tests of this type of task, a study is planned with an experimental 
and a control group to determine whether and to what extent these tasks contribute 
to better knowledge acquisition in web application security.

Artificial intelligence (AI) tools in education of software engineers

Incorporating Artificial Intelligence (AI) into the education of software engineers is 
transforming how students acquire knowledge and build practical skills. Today’s learning 
environment extends beyond traditional resources, encompassing digital tools, online 
platforms, and a rapidly growing suite of AI technologies that enhance educational 
experience. By using AI, students can streamline and enhance their learning processes, 
accelerating development while working on assignments, homework, and projects.

AI tools provide students with real-time assistance, helping them debug code, 
optimise algorithms, and explore complex problem-solving approaches. Additionally, 
these tools allow students to test and analyse their projects more effectively by sim-
ulating various scenarios and identifying potential improvements. Many AI platforms 
also offer APIs, enabling students to integrate sophisticated AI functionalities into 
their applications, whether for machine learning models, natural language processing, 
or predictive analytics. This hands-on use of AI APIs deepens their understanding of 
both AI and software engineering principles, fostering skills directly applicable to the 
tech industry.

Moreover, by working with AI-driven tools, students are exposed to emerging 
trends and gain insights into ethical considerations, responsible AI use, and the 
impact of AI on society. In this way, AI not only supports their technical education 
but also prepares them to address broader issues in the field of software engineering. 
Integrating AI into their projects allows students to tackle real-world challenges, 
experiment with innovation, and develop a more versatile skill set that is critical for 
their future roles as software engineers.

Student tasks and AI

During the laboratory exercises in the courses Advanced Web Programming and 
Integrated Web Systems, students are given tasks that they need to solve during the 
class. The use of AI tools in solving some of the tasks is evident in the solutions that 
students submit to the internal service. Some students are noticeable for immedi-
ately forwarding the entire task text to AI and downloading the complete solution 
generated by the tool. However, most students approach the problem logically. The 
first thing they do is carefully review the task text to understand all the necessary 
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components, and then they start working on the program code. Some of them use 
AI tools when they need quick help with a minor issue or if they want to optimise 
a part of the code.

To encourage students who strictly use AI for generating solutions to read, ana-
lyse, and understand the problem in detail, they were given tasks containing illogical 
requirements that could affect the result and lead to a solution that functionally does 
not match the given problem. When these students received such solutions, they 
began to analyse the task text and try to solve the problem correctly.

As previously mentioned, it is important for students to be exposed to situations 
that are like real business environments. A new type of task was assigned to students 
in which they are placed in the role of project managers within an IT company pri-
marily focused on developing software solutions.

Using AI tools and guidelines provided, students were tasked with creating a pro-
ject description that would be randomly assigned to another student. The guidelines 
were of a technical nature: specifying which PHP classes to use, the database opera-
tions that needed to be implemented, security risks and threats, as well as a limited 
number of functional requirements.

Each student was required to record all input parameters provided to the AI tool, 
along with the responses. All conversations with the AI tool were to be documented. 
Based on the input parameters and the generated task description, students were 
also expected to request an estimation of the time required to complete the task. 
They had to take on the role of a project manager, using all available information 
about the task and the prior knowledge of their peers to estimate how long it would 
take to complete the task.

Once the proposed tasks and input parameters were uploaded to the internal 
service, the professor reviewed them and randomly assigned them to students. After 
completing the tasks, a group discussion was held to review all aspects of the task, 
with a focus on the estimated and actual time taken to complete it.

These activities have shown that incorporating AI tools into student tasks can 
enhance their problem-solving approach when structured thoughtfully. By designing 
assignments that require critical analysis, documentation, and estimation, students 
are encouraged to engage more deeply with the problem rather than relying solely 
on AI-generated solutions. This method helps bridge the gap between academic 
exercises and real-world software development challenges.

Integration of AI APIs in the development of tools for education

Multiple models developed by OpenAI are available, each designed to address specific 
purposes and use cases. Different approaches can be employed to interact with the 
API, with each tailored to distinct use cases.

The implementation of the AI API resulted in the creation of a web service to 
assist students in testing their knowledge in specific topics.

The model employed in this application is “GPT-4o Mini”, which stands as the 
most advanced model within the category of smaller models. It is characterised by 
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its cost-effectiveness, speed, and efficiency. For this application, the “Chat Comple-
tion” method is utilised, as it best aligns with the specific requirements of the task. 
Essentially, this approach entails submitting a request to AI, which then generates 
and returns the corresponding output.

The application was developed using the Laravel PHP framework, along with 
Filament and Livewire. For data storage, the MySQL relational database management 
system is used.

The developed application is a web-based quiz platform where students can 
select the language in which they wish to receive questions, the difficulty level of the 
questions, and enter key terms related to the subject area for which the AI will gener-
ate the quiz. Each quiz consists of  10 questions of various types: true/false, multiple 
choice, and one correct choice. Data about the generated quizzes, entered key terms, 
and answers are stored anonymously in the database for future statistical analysis.

Generate

Figure  3: Index page of AQ Quiz Generator
Source: screenshot of web-based quiz platform

Future work

The plan for future research is to determine the extent to which the use of AI tools and 
challenge-based tasks contributes to better knowledge acquisition among students. 
The research would begin with an initial testing phase after which experimental and 
control groups would be formed. Members of the experimental group would have 
the opportunity to participate in challenge-based tasks and use the AI tool to test 
and improve their knowledge. The AI tool would offer predefined categories for gen-
erating quizzes, most likely based on material from the OWASP Top  10 and OWASP 
API Security Top  10 documents. After the period of using the tool and participating 
in challenge-based tasks, retesting would be conducted for both groups.
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Another plan is to further involve companies in the future and deepen the col-
laboration in the field of implementing new methods in the education of software 
engineers. Companies would bring in their industry experience, thereby contributing 
to the increased awareness and knowledge of cyber threats and vulnerabilities. This 
approach would result in the development of experts who can quickly adapt to the 
demands of the labour market.

Future research will employ a structured framework involving experimental and 
control groups to evaluate the impact of these methodologies on student learning 
outcomes.

Additional studies will focus on the incorporation of more comprehensive empir-
ical data, such as pre- and post-test results, to validate the effectiveness of AI tools 
and challenge-based learning tasks.

The plan for future research is to determine the extent to which AI tools and 
challenge-based tasks contribute to enhanced knowledge acquisition among students. 
The study will begin with an initial testing phase, followed by the formation of exper-
imental and control groups. The experimental group will engage in challenge-based 
tasks while utilising AI tools to test and improve their knowledge. These tools will 
provide predefined quiz categories, likely based on materials from the OWASP Top 
 10 and OWASP API Security Top  10 documents. After a designated period of AI-as-
sisted learning and participation in challenge-based tasks, both groups will undergo 
a retesting phase to assess knowledge retention and improvement.

Additionally, future research aims to strengthen collaboration with industry 
partners to integrate real-world cybersecurity challenges into educational practices. 
By involving companies, students will gain insights into industry-relevant security 
risks and best practices, ultimately developing expertise that aligns with the evolving 
demands of the job market.

To ensure a robust evaluation, the research will employ a structured framework 
with experimental and control groups, supported by empirical data such as pre- and 
post-test results. This approach will provide a clearer understanding of the effective-
ness of AI-driven learning and challenge-based methodologies in improving student 
outcomes.

Conclusions

The innovative approaches outlined in this paper address critical gaps in cybersecurity 
education by integrating practical, real-world applications with theoretical instruc-
tion. By aligning academic curricula with industry demands, this study highlights the 
necessity of evolving educational practices to equip students with the skills needed 
to navigate the rapidly changing landscape of software engineering and cybersecurity.

In an era where secure data exchange is vital for modern systems, the demand 
for well-prepared software and cybersecurity engineers is greater than ever. Given 
the evolving nature of cyber threats, it is crucial that education in this field provides 
students not only with theoretical foundations but also with hands-on experience 
to identify and mitigate security risks effectively. Higher education must remain 
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dynamic, continuously adapting curricula to meet industry expectations and ensure 
graduates are prepared for real-world challenges.

This study explored the integration of innovative teaching methods in software 
engineering education, particularly in the context of cybersecurity. By embedding these 
methods into courses on web application and integrated web system development, 
the findings underscore the value of practical learning experiences in bridging the gap 
between academia and industry.

The results indicate that hackathon-based learning can be a highly effective strat-
egy for improving student engagement and outcomes in web programming courses. 
Additionally, the integration of AI tools has proven to enhance the learning process, 
offering students new ways to tackle complex tasks and refine their problem-solving 
skills. The structured implementation of these approaches, combined with student 
feedback, reinforces the need for continuous evolution in educational methodologies 
to remain aligned with industry advancements.

Future research will further investigate the long-term impact of these strategies 
and their potential to shape the next generation of skilled software engineers. By 
refining and expanding these methods, we aim to develop an educational framework 
that not only enhances technical proficiency but also fosters adaptability and critical 
thinking – essential qualities in the ever-changing field of cybersecurity and software 
development.

This article is an excerpt from a presentation given at the II. Alverad-Bánki Interna-
tional Cybersecurity Conference on October 15, 2024.
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