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Building an OT Security Microgrid
Testbed

Gergd GYEBNAR!

This paper introduces the development of an Operational Technology (OT)
security microgrid testbed. The testbed is aligned with the IEC 62443 standard
and structured to simulate and mitigate potential security risks within OT
systems. It serves as a platform for evaluating cybersecurity strategies through
test scenarios and cases, aimed at enhancing the resilience and responsiveness of
OT environments to cyber threats. The work described here lays the foundational
framework for subsequent research, focusing on cybersecurity measures,
including MITRE ATT&CK-based methodologies and detection strategies using
machine learning. This initial exploration emphasises the importance of creating
a versatile, realistic testing environment to understand and address the unique
security challenges faced by OT systems.

Keywords: Operational Technology, cybersecurity, microgrid, testbed, IEC
62443, MITRE ATT&CK, security testing, feasibility study, simulation, cyber
threat intelligence

Introduction

Operational technology (OT) refers to the use of hardware and software for controlling
industrial equipment, primarily interacting with the physical world. This collective term
encompasses SCADA, DCS, PLC, SYS, CNC and other equipment utilised by critical
infrastructures and the military.

The rise in OT security concerns is mainly attributed to I'T-OT convergence. This
convergence often requires accessing data from sites that were previously engineered to
remain disconnected from the internet. Consequently, the cyber resilience of these control
systems is notably compromised. Essentially, adversaries can achieve significantly greater
impacts with minimal resource investments. Another significant concern regarding
OT security is that since the emergence of Stuxnet, the development and research
of OT vulnerabilities have followed an exponential trend. This applies to both exploit
development and vulnerability research in the field of OT, with an increasing focus on the
creation of “killware” — malware designed with the intention of potentially harming or
even killing people.

! PhD student, Ludovika University of Public Service, Faculty of Military Sciences.
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Given the unique nature of OT systems in the field of cybersecurity, it is advisable
to establish a testbed to better model cybersecurity test cases. Many industries have
digital twins, which are digital models of planned or actual physical products, systems, or
processes that serve practical purposes such as simulation, integration, testing, monitoring
and maintenance. However, in cases where a digital twin is not available, it is worthwhile
to create a testbed. This paper examines this possibility and proposes building one testbed
through a Microgrid project.?

A microgrid is a local energy system capable of generating, distributing and
controlling electrical energy as a single controllable unit. When connected to the main
grid, microgrids can operate in island mode or be sufficiently regulated to fulfil their tasks,
thereby revolutionising energy management. Microgrids can be beneficial in industrial
parks, commercial zones such as shopping centres, critical infrastructures, or even
within smaller residential communities, supplying local energy needs and, if necessary,
promoting the stability of the local electrical grid.?

The microgrid is a topic that enables the creation of a heterogeneous environment.
However, to better prepare the environment for future test cases, it is advisable to examine
the relevant frameworks and their recommendations. The testbed considers the NIST SP
800-82 Rev. 3, IEC 62443-4-2 and MITRE ATT&CK frameworks, considering the ICS
(Industrial Control Systems) and Enterprise matrices in the latter case.*

The purpose of this paper is to develop a testing environment that might be suitable
for emulating cybersecurity attacks, detecting them, automating the investigation of
detections and automating the management of entire incident response scenarios. It is
important to examine the methodology to perform the most complete and realistic
simulation possible so that the attacks and their defences correspond as closely as possible
to reality. The environment must be modularly developed for both the OT and IT aspects,
along parameters that are currently given on both the attacking and defensive sides.

Test cases
IEC 62443-4-2

To model TEC 62443-4-2 test cases in a microgrid testbed, it is needed to create specific
test scenarios that address the key security requirements outlined by the standard. Given
the criteria and the detailed security measures within each category, below is a structured
approach to modelling test cases for a microgrid testbed:

* CR: Component requirement which is common to all types of components

* SAR: Software application requirement

* EDR: Embedded device requirement

» HDR: Host device requirement

* NDR: Network device requirement

2 Hexagon AB 2024.
3 SzaBo 2022.
4 MITRE ATT&CK 2024.
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Identification and authentication control

One of the fundamental aspects of securing any cyber—physical system is the assurance that
each human and/or system user is uniquely identified and authenticated with multi-factor
where it is possible. In this context, a test scenario and case focusing on the user identification
and authentication process as prescribed by IEC62443 standards are presented.®

Test scenario: Validate unique identification and authentication for creating user
accounts (CR) using a registration process

The establishment of a mechanism for user identification and authentication is
essential to ensure that each user accessing the microgrid system is properly
authorised. This test scenario is designed to validate the process of creating user
accounts, involving a registration process that must guarantee the uniqueness and
security of user identifiers.

Test case: Simulate user account creation (e.g. “Create Account, T1136”) and verify
the uniqueness of user identifiers

In this corresponding test case, the process of user account creation is simulated. The
key objective is the verification of the uniqueness and security of the user identifiers
assigned during the registration process. Through this, it is aimed to demonstrate the
efficacy of the system’s ability to prevent unauthorised access and ensure that each
account is uniquely linked to an authorised user.

Test scenario: Implement multi-factor authentication for accessing microgrid services
In this scenario, multi-factor authentication is mandated for all human users attempting
to access the system, ensuring that multiple pieces of evidence are provided before
access is granted.

Test case: Conduct simulated login attempts with multi-factor authentication
requirements (e.g. “Multi-Factor Authentication Interception, T1111”)

In this test case, simulated login attempts incorporating multi-factor authentication
requirements are conducted. The primary objective is to assess the multi-factor
authentication system in preventing unauthorised access.

Test scenario: Ensure unique identification and authentication for software processes
and devices (EDR)

This test scenario is crafted to ensure that all software and devices interacting with
the microgrid system are uniquely identified and authenticated, thereby safeguarding
the integrity and confidentiality of the microgrid operations.

Test case: Validate the identification and authentication process for microgrid
software and embedded devices

In this corresponding test case, the identification and authentication process for
microgrid software and embedded devices is validated. The focus is on verifying the
uniqueness and security of the identifiers assigned to each component involved in the
system. The process is designed to demonstrate the system’s capability to identify and
authenticate nearly all software processes and devices accurately, thereby preventing
any unauthorised or malicious activities within the microgrid system.

> International Society of Automation 2024.
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Use control

Other aspects of securing in any cyber—physical system is ensuring that both authorisation
enforcement and the recording of auditable events are rigorously applied according to
predefined security policies. This involves not only verifying that each user’s activities
and access rights align with their designated roles — using mechanisms such as supervisor
overrides and dual approval processes where necessary — but also ensuring that all
significant actions within the system are traceable and verifiable through meticulous
recording and storage of auditable events. This enhances the ability to perform thorough
security audits and maintain accountability. In this context, test scenarios and cases
focusing on both authorisation enforcement and the management of auditable events, as
prescribed by IEC62443 standards, are presented.
» Test scenario: Test authorisation enforcement by mapping user permissions to
specific roles (CR)
In this scenario, the permissions are mapped to specific roles to ensure that each user
is granted access according to their role’s privileges. This methodical mapping is
crucial to maintaining operational integrity and compliance with security policies.
* Test case: Validate supervisor override and dual approval functionalities within the
microgrid system
During the test case, the functionalities of supervisor override and dual approval
within the microgrid system are validated. The objectives are to confirm that the
supervisor override can effectively alter control settings during critical situations.
 Test scenario: Ensure auditable events are logged and stored within the microgrid
environment (SAR)
The logging and storage of auditable events within the microgrid environment are
crucial for tracking and reviewing activities to ensure security and to be able to run
further queries to define alerts and investigations and compliance. This scenario is
designed to ensure that all significant actions and decisions are recorded, providing
a trail that can be audited to detect any unauthorised or inappropriate activities.
* Test case: Generate auditable events and verify proper storage capacity and response
to audit processing failures
In this test case, auditable events are generated, and it is verified whether they are
properly stored with adequate capacity and whether the system correctly responds
to audit processing failures. The aim is to evaluate the system’s ability to record and
maintain an accurate and comprehensive log of all auditable events, ensuring that
data integrity and availability are upheld in case of system audits.

System integrity
Maintaining system integrity is crucial in securing cyber—physical systems, therefore, the

testbed as well. This encompasses ensuring the integrity of both communications and the
software and information they carry.

8 AARMS (23) 3 (2024)
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 Test scenario: Authenticate communication channels (HDR)
In this scenario, communication channels are authenticated to ensure that data
transmitted across them is intact and secure from unauthorised access. Authenticating
these channels is vital to maintaining the overall security of the infrastructures,
protecting it against potential intrusions and data breaches.

 Test case: Generate a malicious network traffic injection, conduct communication
integrity tests to detect and/or prevent
Here, a simulated scenario involving the injection of malicious PCAP into the
system is used to test the security of the communication integrity measures. The test
aims to challenge the implementation of authentication and detection or prevention
mechanisms of the communication security protocols.

 Test scenario: Validate software and information authenticity (CR)
This scenario involves validating the authenticity of software and information within
the system through automated integrity checks. It ensures that the software and data
have not been tampered with and remain reliable and accurate for operational needs.

» Test case: Implement automated notification mechanisms for integrity violations
during normal operations
The corresponding test case focuses on the implementation of automated notification
mechanisms that alert operators to any integrity violations. This proactive approach
is designed to quickly address and mitigate any issues that arise, thereby maintaining
the operational integrity of the microgrid.

Data confidentiality

Preserving data confidentiality is a paramount concern in cyber—physical systems, where
sensitive information must be safeguarded against unauthorised access.

* Test scenario: Test the erasure and verification of shared storage resources (EDR)
This scenario addresses the challenge of maintaining information confidentiality
by focusing on the erasure and verification of shared storage resources. The aim is
to ensure that once data is no longer needed or when it is imperative to prevent
unauthorised access, it can be securely and effectively erased, leaving no remnants
that could be exploited.

 Test case: Execute data erasure procedures and verify successful and secure erasure
of sensitive information
In this test case, data erasure procedures are executed to demonstrate the system’s
ability to remove sensitive information securely and completely from shared
storage resources. The process includes verification steps to ensure that the data is
irrecoverable, thereby upholding the strict confidentiality requirements necessary for
the integrity and security of the microgrid operations.

AARMS (23) 3 (2024) 9
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Restricted data flow

Effectively managing the flow of information within systems is critical for enhancing
security and operational efficiency. Network segmentation plays a one of the core roles in
this by isolating various components and restricting data flow between them.
 Test scenario: Evaluate network segmentation (NDR)
This scenario focuses on evaluating network segmentation within the microgrid to
ensure that data flows are properly restricted according to security policies. The aim
is to prevent unauthorised access and mitigate potential cyber threats by dividing the
network into distinct segments that operate independently.
* Test case: Test zone boundary protection mechanisms to deny all, permit by exception,
or operate in island mode when necessary
In this test case, the effectiveness of zone boundary protection mechanisms is
tested. These mechanisms are designed to “deny all” access by default, “permit by
exception” based on predefined security criteria or allow components to “operate in
island mode” when isolation is necessary for security or operational reasons. The test
evaluates how well these mechanisms enforce the segmentation policies and protect
sensitive areas from unauthorised access or data breaches.

Timely response to events

The capability to respond promptly to security incidents will be the most examined
test case in the future of this lab environment. This involves ensuring that audit logs
are accessible and secure and queried by certain risk tolerance thresholds, providing the
necessary data to analyse and respond to events effectively.
 Test scenario: Access to audit logs (SAR) and continuous monitoring capabilities
This scenario aims to guarantee that audit logs are not only accessible, but also
monitored continuously. Ensuring programmatic access allows for automated systems
to analyse log data efficiently, facilitating quick detection of anomalies and security
incidents. Continuous monitoring ensures that these systems are always aware of the
current state of the microgrid, ready to respond at any moment.
» Test case: Validate the accessibility and security of audit logs during and after
simulated events
In this test case, the accessibility and security of the audit logs are validated during
and after simulated security events. The test involves generating events and then
verifying that the logs can be accessed and analysed to understand what occurred.

Resource availability

Ensuring the availability of resources is fundamental for maintaining the operational
continuity and safety, especially under adverse conditions such as cyberattacks. Denial

10 AARMS (23) 3 (2024)
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of Service (DoS) protection is a critical aspect of safeguarding these systems against
disruptions that could compromise their functionality.
» Test scenario: Manage communication load (NDR) to protect against Denial-of-
Service attacks on microgrid components
This scenario focuses on managing the communication load across microgrid
components to protect against potential Denial-of-Service attacks. The goal is to
prevent such attacks from overwhelming the system, which can disrupt operations
and reduce the availability of critical resources.
» Test case: Test resource management and emergency power Systems to ensure
continuous availability during critical operations
In this test case, the robustness of resource management is tested to ensure they
provide continuous availability and functionality during critical operations. The test
evaluates the systems’ ability to handle increased loads and maintain operational
stability, even under potential DoS attack conditions. It ensures that essential
services and components remain functional, demonstrating the system’s resilience
and reliability.°

Through these exemplary test cases, compliance with IEC62443 standards can be
assessed, and areas needing enhancement may be identified to strengthen the overall
security posture of the microgrid testbed.

MITRE ATT&CK

The value of threat intelligence lies in its capacity to thwart cyberattacks through effective
countermeasures. An illuminating framework for understanding this concept is David

Bianco’s Pyramid of Pain.”
A *Tough!

Tools  eChallenging

Network/ .
Host Artifacts .Annoymg

Domain Names eSimple

Figure 1: David J. Bianco’s Pyramid of Pain
Source: AttackIQ Enterprise 2022

5 Frirscu 2021.
7 AttackIQ Enterprise 2022.
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This model illustrates how various indicators used to detect adversary activities correlate
with the level of difficulty or “pain” it inflicts upon them when those indicators are rendered
ineffective. By detecting and mitigating Tactics, Techniques and Procedures (TTPs), we
address the entirety of adversary behaviours rather than just their tools. This holistic
approach maximises effectiveness, as it compels adversaries to expend considerable effort
adapting to new strategies. Consequently, timely prevention or response to adversary TTPs
compels them to undertake the most arduous task: acquiring new skills. By amalgamating
the outcomes of this evaluation with an analysis of sector specific TTPs, actionable
insights emerge, guiding efforts towards areas where they can inflict the greatest obstacles
for potential attackers.®

Hence, establishing TTP-driven test cases as robust constants within security operations
is imperative. Exemplary blueprints for both Operational Technology (OT) and Enterprise
realms can be formulated and validated within the microgrid framework available at:
https://github.com/blackcellltd/Heatmaps

In military jargon, a heatmap can be interpreted as an RCP (Recognized Cyber Picture),
which requires specialised threat intelligence.

By structuring test scenarios and corresponding test cases based on the specific IEC
62443-4-2, and MITRE ATT&CK security criteria and requirement categories, there
is an opportunity to effectively model and evaluate the security posture of a microgrid
testbed. These test cases should be executed in a controlled environment that mirrors real-
world microgrid operations to accurately assess security controls and identify potential
vulnerabilities or weaknesses. Continuously refine and iterate on test scenarios based on
test results to enhance the overall security of the microgrid infrastructure.

Architecture and design
Printed circuit board (PCB)

One central component and visualisation element of a microgrid is the printed circuit board
(PCB), on top of which the components are applied using a screen-printing technique.
Essentially, there are three input units: the grid supply, the wind turbine and the solar panel.
Each is connected to a main switch, a power unit and a power meter. The three sources
charge the central battery unit, which supplies electricity to the lighting of two barracks,
illustrated with two conventional bulbs to represent understandable consumption.

8 Black Cell Ltd. 2023.
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Figure 2: Printed circuit board by Gergo Gyebnar
Source: compiled by the author

IED

A microcontroller at the heart of amicrogrid’s power unit plays a pivotal role in orchestrating
the charging process and overall energy management. It is an Intelligent Electronic Device
(IED) as defined by the IEC 62443 standard, which focuses on the security for industrial
automation and control systems. This microcontroller is equipped with software designed
to manage inputs from diverse energy sources, such as solar panels, wind turbines and grid
supplies, ensuring optimal charging of the central battery unit.

As an IED, the microcontroller performs real-time monitoring and control of the power
flow, dynamically adjusting to changes in energy production and consumption. It integrates
various functions such as data acquisition, automatic control and communication with
other IEDs in the network to ensure seamless operation and efficiency. By leveraging
advanced algorithms, it can predict energy needs, manage storage and even perform tasks
like demand response and load balancing.

In compliance with IEC 62443, this microcontroller incorporates robust security
features to protect against cyber threats. These features include secure communication
protocols, authentication and authorisation mechanisms, and regular security updates to
safeguard the microgrid’s operations. This ensures that the microgrid not only operates
efficiently but also securely, preventing unauthorised access and ensuring the integrity
and availability of the power supply.

AARMS (23) 3 (2024) 13
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Through its advanced capabilities and adherence to international security standards,
the microcontroller epitomises the evolution of power management systems into smart,
autonomous and secure components of the modern energy landscape.’

Solar Input
Grid DC Input
11
P9— L8 "
> BAJIEETI
Wind Input

DC 12V RPI Battery System Output

Figure 3: Raspberry Pi based microcontroller (IED) by Gergo Gyebnar
Source: compiled by the author

PLC

The Click Programmable Logic Controller (PLC), equipped with both digital and analogue
cards, serves as a versatile and efficient component in a microgrid testbed environment.
Its primary function is to provide reliable control and automation of the microgrid’s
operations, enabling the integration and management of various energy sources, storage
solutions and load demands. With its ability to handle both digital (on/off) signals and
analogue (variable) signals, the Click PLC can monitor and control a wide range of devices
and parameters, from simple switches to complex sensors measuring voltage, current, or
temperature.

Integration into microgrid testbed

In a microgrid testbed, the Click PLC can perform several critical functions:
* Energy management: By analysing inputs from solar panels, wind turbines and grid
connections, the PL.C can optimise the charging of battery storage units and manage
the distribution of power to meet the demands efficiently.

9 NaBibousT 2024.
10 Crestani Tasca et al. 2020: 21-22.
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* Load control: The PLC can prioritise and control various loads within the microgrid,
implementing strategies like load shedding or demand response to maintain stability
and efficiency.

+ Interfacing with IEDs: As part of a broader network of Intelligent Electronic Devices,
the Click PLC can communicate and coordinate actions, enhancing the microgrid’s
resilience and adaptability.

» Data acquisition and monitoring: Collecting data from both digital and analogue
sources, the PL.C provides valuable insights into the performance and health of the
microgrid, enabling predictive maintenance and system optimisation.

IEC 62443 test case opportunities

The incorporation of IEC 62443 standards into the operation of the Click PLC within
a microgrid testbed offers numerous opportunities for enhancing security and reliability:

» Security by design: Implementing IEC 62443 from the design phase ensures
that the PLC is equipped with necessary cybersecurity measures, such as secure
authentication, encrypted communications and access control.

* Anomaly detection: Through continuous monitoring of network traffic and device
behaviour, the PLC can help identify potential security threats or anomalies, enabling
proactive responses to mitigate risks.

+ Resilience testing: Leveraging the IEC 62443 framework, the microgrid testbed can
simulate cyberattack scenarios to test the resilience of the PLC and the microgrid’s
response mechanisms, ensuring that operations can be maintained even under adverse
conditions.

Historian

An integrated SQL Server acting as a Historian Server in a microgrid setup plays a crucial
role in data management, analysis. This specialised database system is designed to
efficiently collect, store and retrieve vast amounts of time-series data generated by the
microgrid’s various components, including energy production units (like solar panels and
wind turbines), consumption data and operational logs from devices like the Click PLC.

Functionality in a microgrid

In the context of a microgrid, the SQL Historian Server’s primary functions include:

» Data aggregation and storage: It collects and archives real-time and historical data on
energy generation, usage, system performance and events across the microgrid. This
data is vital for operational analysis, optimisation and regulatory compliance.

* Trend analysis and reporting: By analysing historical data, the server can identify
patterns, predict future energy needs and optimise the balance between energy

AARMS (23) 3 (2024) 15
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supply and demand. It supports decision-making processes related to energy trading,
maintenance scheduling and infrastructure investment.

Performance monitoring: The server monitors the health and efficiency of the
microgrid, providing alerts for anomalies or failures. This enables predictive
maintenance, reducing downtime and extending the life of equipment.

Other components

Linux web server: Acts as the backbone for data management and user interface, hosting
applications that collect, process and display data from across the microgrid. It facilitates
remote monitoring, control and optimisation of the testbed operations.!!

Operator workstation: The central hub for human operators, equipped with software
tools for system monitoring, data analysis and decision-making. It is where strategies
are formulated and deployed, leveraging data served by the Linux web server.
Switch: Manages data flow within the microgrid network, ensuring that
communications between devices, sensors and the control systems are efficiently
routed. It supports the segmentation of networks for better performance and security.
Firewall: Protects the microgrid’s digital infrastructure from external threats and
unauthorised access, ensuring that only legitimate communication and control
commands pass through to the microgrid components.?

Human Machine Interface (HMI): Provides a graphical interface for real-time
interaction with the microgrid systems, offering a visual overview of operations,
alarm status and control options for quick adjustments and interventions.

Load simulator: LED: Simulates electrical loads within the microgrid to test how
well the system can manage and distribute power under various demand scenarios.
LEDs represent energy consumption patterns, helping to analyse the efficiency of
power distribution.

Emergency shutdown button: A critical safety feature allowing immediate cessation
of all microgrid operations in case of an emergency, helping to prevent damage to
equipment or hazards to personnel.

Reset button: Enables the quick restoration of system operations following tests,
faults, or after emergency shutdowns, ensuring the microgrid testbed is readily
brought back to its operational state.

Fault indicators: Visual or auditory signals that alert operators to system abnormalities
or failures, facilitating rapid diagnosis and troubleshooting of issues within the
microgrid.

Power supply: Provides stable and reliable electrical power to the testbed components,
ensuring that all devices and systems are operational for testing and simulation
purposes.

1 THompsON 2024.
12 GnosisX 2023.
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» Battery: Acts as energy storage within the microgrid, simulating how real-world
systems store excess energy for later use, contributing to the efficiency and resilience
of the grid.

* Renewable energy source simulator: Comprising Solar Panel and Air Turbine
simulators, these components mimic the behaviour of actual renewable energy
sources, allowing the testbed to evaluate how well the microgrid integrates and
utilises renewable energies in various conditions.

Conclusion

In conclusion, this paper presents the development of an Operational Technology (OT)
security microgrid testbed, interpreted as a feasibility study. This testbed is structured
around the TEC 62443 standard through the opportunity for testing of tailored use cases of
the OT environment’s specific vulnerabilities and threat landscape but fit for the purpose
for MITRE ATT&CK based research and development. The testbed offers an approach to
identifying, analysing and mitigating potential security risks,'® and provides the ability for
essential security prerequisites for in-depth research into specialised security strategies.
By integrating defined technical test cases, the resilience and responsiveness of the
proposed systems against cyber threats could be effectively evaluated.

This paper is the first part of a series that forms the foundation of my research. Its
purpose was to present, as a kind of feasibility study, how to build an OT testbed for
defining cybersecurity test cases. Subsequent parts of the series will focus on presenting
and analysing the military recognised cyber picture (RCP). This part will centre on the
military interpretation and adoptability of the MITRE ATT&CK, utilising Cyber Threat
Intelligence and SIEM. The latter is related to designing, automating and incorporating
Detection as code within an Elastic stack.!

Due to the characteristics of OT systems’ cybersecurity, it is necessary to deal with
mirrored traffic, where a network IDS (Intrusion Detection System, Suricata) and the Zeek
network querying language will play a central role. The latter is essential for interpreting
OT protocols and for inventory purposes, highlighting that not only detection coverage
but also log source analysis is extremely important. Further advanced detections will
be introduced, such as passive vulnerability scanning and the exploration of honeypots
as an option."”

In the fourth part, the necessary dataset and the appropriate alert system will be
available, thus the construction of the attack environment will be based on MITRE
CALDERA foundations. This will create a central repository for attackers, where attack
campaigns can be easily orchestrated.!®

13 WESLEY 2022.
4 FRrENCH 2023.
15 SATTA-BENNACER 2023.
16 NacHAAT 2022: 55-57.
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Following this, the key part of my research focuses on the investigation of alerts and
the management of events, including the modelling and comparison of tracing processes
by machine models against human performance. This will be done using real-world SOC
metrics, via TTP IDs. The main hypothesis of my research is: Can machine learning
perform more effectively and reliably than a SOC Level 1 analyst? The final and in my
opinion most useful part of the series will focus on attacking and defending machine
learning within the framework of MITRE ATLAS. The outcome of this concluding
section will be a comprehensive offensive and defensive capability, specifically within
the AI dimension.”
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Hungary’s Eastern Opening Policy and
Cooperation with the Turkic States in the
Fields of Trade, Transport and Energy

Ali Kilicarslan TOPUZ'

The present study depicts Hungary’s eastern opening policy as to when and
how it was initiated, then analyses Hungary’s increasing economic, transport
and energy relations with the Turkic countries, namely, Azerbaijan, Kazakhstan,
Kyrgyzstan, Tiirkiye, Turkmenistan and Uzbekistan. In the first part, the reasons
and expectations of the Hungarian Government in initiating the eastern opening
are explained and the priorities the Hungarian Government put forward in
starting this initiative are mentioned. In the second part, the development of the
idea of the Organization of Turkic States and the road to institutionalisation
is summarised and Hungary’s link into the system, which is a critical element
of the Eastern Opening, is delved into. In the following section, the economic
benefits that Hungary is seeking to reach in the relations with the Turkic states
are underlined and then the increasing trade with Turkic states are put forward as
part of the developing commercial relations with special reference to Hungary’s
observer status in the Organization of Turkic States. In the fourth part, the
increasing significance of the Middle Corridor, which is the route that links
China to Europe through Central Asia, is shown and the importance attached
to this corridor by the Hungarian Government is summarised. In the fifth part,
the energy cooperation between Hungary and the Turkic states is mentioned,
with which Hungary exerts efforts to become a hub for energy in Europe. In the
conclusion part, after a summary of Hungary’s achievements from the eastern
opening policy and the relations with the Turkic countries, the potential of
Hungary’s opening to the Turkic world is explained.

Keywords: Hungary’s global—eastern opening policy, Organization of Turkic
States, trade cooperation, transport cooperation, energy cooperation

Introduction

During the period when the wave of the fall of communism in 1989 was affecting the
Eastern Bloc just like other parts of the world, the Republic of Hungary was proclaimed on
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23 October 1989 and the country peacefully transitioned into a democratic parliamentary
republic. The foreign policy of the Republic was based on three strategic pillars which
were to “deepen Hungary’s relations with developed countries and integrate into the
Euro-Atlantic union, establish good neighbourly relations with the countries in its region,
and ensure that Hungarians outside the border of the country have their rights”.? These
priorities in foreign policy were to a large extent followed by the consecutive governments
of Hungary until 2010 when the Orban Government came to office for the second time
since the proclamation of the Republic in 1989.

In the professional circles of the Hungarian state administration, especially in the
Ministry of Foreign Affairs, the transformation of foreign relations was on the agenda from
time to time, but still in the 1990s Euro-Atlantic integration and the neighbourhood were
the focus of foreign policy activity. Some regional concepts were created in the middle of
the 1990s, such as the CIS countries, the Mediterranean region and the Balkans. Further
to that, the Hungarian foreign relations strategy that was completed in 2008 also returned
to the main strategic directions such as competitive Hungary in the European Union,
successful Hungary in the region, Hungary being responsible in the world. However, it
was the second Orban Government which took office in 2010 which formulated for the
first time Hungary’s “global opening” and/or “eastern opening” program. The government
program emphasised that Hungary needs a new global economic opening, which also
meant opening to the East while keeping the advantages Hungary enjoyed as a member
of the European Union. The Hungarian export economy must also be linked to the rapid
development of China, Russia, India and other East Asian economies. This would open
new markets for Hungarian agricultural products, the processing industry and tourism.
The professional discussion paper of the Foreign Trade Strategy aimed at three-way
geographical diversification of Hungarian foreign trade, the first of which is the “powerful
eastern opening”, all to reduce the vulnerability of the Hungarian economy: “Export
development to eastern countries is based on the objective that domestic enterprises benefit
through their exports from the increase in imports of dynamically developing economies
(China, India, Russia).” The strategy specifically emphasises the priority of opening up to
China, Russia, India, Korea, Tiirkiye, Africa and the Gulf region, as well as the CIS and
ASEAN countries.?

In 2010, in addition to the European and global economic crisis, the preparations for the
impending EU presidency made it essential to further think about and expand the foreign
policy priorities established by the late Prime Minister Jozsef Antall after the regime change.
Added to this was the fact that Hungary also applied for non-permanent membership of
the UN Security Council, and in case of success, a stronger global diplomatic presence
than before would have been necessary. The government program called for restoring
Hungary’s authority, increasing its international influence, and establishing relations with
Eastern countries on a new basis in addition to the alliance with the West. The expert work
started in the summer of 2010 at the Ministry of Foreign Affairs, the task of which was
to lay the foundation for this modified foreign policy priority system — regional policy,

2 Varca 2000: 117-118.
3 NAaGYNE Rozsa 2016: 191-192.
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Euro-Atlantic orientation, and global opening and involving researchers — to examine the
East, Africa and Latin America.

On 19 December 2011, Foreign Minister Janos Martonyi presented the strategic
document “Hungarian Foreign Policy after the Hungarian Presidency of the Council of the
European Union” at the Hungarian Institute of International Affairs and on 20 December
at the Foreign Affairs Committee of the Parliament, which summarised the strategic
directions of Hungarian foreign policy. It was then that the term “global opening” first
appeared in writing, formulated as a foreign policy program, but it was nothing new
in the sense that it was a summary of all the strategic elements that the government,
including the Ministry of Foreign Affairs, has been following for a year and a half. The
“global opening”, therefore, has been the revitalisation of Hungary’s relations that have
fallen into the background in foreign policy over the past years, strengthening action in
the international community and increasing activity in the field of dealing with global
challenges. Of all the designated geographic and thematic areas, the five priority areas of
global opening in geographical terms were: the post-Soviet region, Asia, the Middle East
and North Africa, the sub-Saharan Africa and the Sahel, and Latin America. While in
a thematic sense, it meant issues that apparently do not necessarily directly affect Hungary,
but are important in a global context, and are therefore gaining importance in international
life (e.g. terrorism, world food, world health, the ecological state of the seas). The aim of
the “global opening” was to strengthen Hungary’s international positions and territorial
diversification of Hungarian foreign trade, but aspects such as moral responsibility for the
world’s common interests and job creation also played a role.

One of the tools for implementing the global opening was the existing foreign affairs
structure, and at the same time, new representations were also opened as part of the
process. The other tool was Hungary’s activities in the UN and other global and/or regional
organisations, as well as the establishment of relations with countries in which Hungary
cannot open a representative office in the foreseeable future. In order to enforce and
implement the global opening program, the Deputy State Secretariat for Global Affairs
was established in the Ministry of Foreign Affairs.

Parallel to the program of global opening, the program of “opening to the east”
appeared in the foreign policy rhetoric, which was primarily associated with Prime
Minister Viktor Orban. As part of the Széll Kdlman Plan 2.0, the Hungarian Government
in 2012 adopted a new foreign trade strategy, the main goal of which was to diversify and
increase Hungarian exports. And the direction of these export strategy was aimed at Asian
markets.*

Particularly from June 2012, when the position of Secretary of State for Foreign
Affairs and Foreign Trade was established in the Prime Minister’s Office, Péter Szijjarto,
from March 2013 was the Government Commissioner responsible for Hungarian—Russian
economic relations and the coordination of Hungarian—Chinese bilateral relations. Viktor
Orban already spoke in 2010 about the fact that “the wind is blowing from the east in the
world economy”, but the term opening to the east was first used in May 2011, in Paris.
Hungary wanted to adapt to the changes in the global world economy with the policy

4 BERNEK 2021: 74.
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of opening up to the East. Although the concept of the East was not precisely defined, the
primary target areas of the Opening to the East program were Russia, the CIS countries
(mainly the Caucasus and Central Asia), East Asia, especially China, and the Arab countries.
That is, Hungary must increase its trade turnover with these states and attract capital from
these countries. The goal of opening up to the East was to increase Hungarian export
markets geographically; its main pillars are the growth of export activity, a more balanced
export structure and the “internationalisation” of small and medium-sized enterprises. One
of the key elements of the Eastern opening was the opening of trading houses, which the
Hungarian state also took part in implementing, and whose task was to assist and coordinate
the export activities of export-capable small and medium-sized companies. The first trading
house was opened in Baku (Azerbaijan) on 5 December 2012.°

The development of the idea of the Organization of Turkic States
and the road to institutionalisation

The fall of communism in 1989 and the disintegration of the Soviet Union in 1991 had big
impacts all over the globe. This great incident, which heralded the starting of a new era for
the liberation of lives, markets, borders and minds, brought the end of the Soviet Empire
which almost for 100 years enslaved different nations. The peoples of the republics in the
Soviet Union were torn away from their original cultural elements by the artificial concept
of Sovietisation. The policy of Sovietisation was forced particularly upon the Turkic
republics in the Soviet Union. A coercive process imposed on the peoples of the Turkic
countries, namely Azerbaijan, Kazakhstan, Kyrgyzstan, Turkmenistan and Uzbekistan,
fundamentally altered their cultural and social structures through the suppression of local
traditions and the imposition of Soviet political, economic and linguistic policies.®
Among the Turkic republics, Tiirkiye was the only country who had not fallen under
the yoke of the Soviet Empire. This plain fact was putting a critical responsibility on the
shoulders of the Republic of Tiirkiye who could not turn a blind eye to the developments in
the collapse of the Soviet Union. In fact, only very few scholars and politicians predicted
the fall of the Soviet Union’ and Tiirkiye was no exception in this regard. The end of
the Soviet Union brought both challenges and opportunities with it. Tiirkiye, although it
could be said to be unprepared for the collapse, took the first initiative to start a process
of building the initial pillars for the establishment of cooperation with the Turkic states in
1992. As a matter of fact, Tiirkiye has been the first country to recognise the independence
of the Turkic states. In this context, Tiirkiye, taking into consideration among many other
aspects, the fraternal ties, the political, economic, cultural and linguistic challenges and
opportunities, started the cooperation process for Turkic-speaking states in 1992. In the
foundation period for the newly established Turkic republics, the main purpose was to
rapidly initiate the statehood and take the prestigious place they deserve in the international

5 NAGYNE Rozsa 2016: 192-195.
5 Roy 2005: 58.
7 StonE 2019: 230.
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community. Tiirkiye aimed to help the young Turkic republics in their transformation to
liberal democracy and market economy.

The process called the “Heads of State Summit of Turkic-Speaking Countries”
commenced in 1992 with the initiative of Tirkiye. The first summit was realised on
30-31 October 1992 in Ankara hosted by the then President of the Republic of Tiirkiye
Turgut Ozal. The Head of State of the Republic of Azerbaijan, Ebulfez Elcibey, the Head
of State of Kazakhstan, Nursultan Nazarbayev, the Head of State of the Kyrgyz Republic,
Askar Akayev, the Head of State of Uzbekistan, Islam Karimov and the Head of State of
Turkmenistan, Saparmurad Niyazov took part and contributed to the Summit. The final
document of the Summit was the Ankara Declaration which foresaw the harmonisation
of customs regulations among the Turkic states, the foundation of a free trade area which
would allow the free flow of goods and services, the establishment of an investment
and development bank, the development of telecommunications in addition to railroads,
highway and air way connections, the transfer of the natural resources of Turkic countries
to Europe via Tiirkiye, and finally the development of the coordination and cooperation
among Turkic countries in the field of economy in order to integrate the Turkic countries
into the global economy.®

After the first summit in 1992, which put forward the goal of the Turkic states for more
cooperation, the leaders of the Turkic states came together in the following summits for
10 times, held in 1994, 1995, 1996, 1998, 2000, 2001, 2006, 2009 and 2010, respectively,
each of which had a different theme and purpose.’

In the 9" Summit held in Nakhchivan; the four Turkic States, namely, Azerbaijan,
Kazakhstan, Kyrgyzstan and Tirkiye signed the “Nakhchivan Agreement on the
Establishment of the Cooperation Council of Turkic-Speaking States” on October
2009 which was a significant step taken for the institutionalisation of the process.
The Nakhchivan Agreement transformed the process into the structure called the
“Cooperation Council of Turkic-Speaking States” or in short, the “Turkic Council”. After
the institutionalisation process, Turkic Council consists of the Council of Heads of State,
the Council of Foreign Ministers, the Senior Officials Committee, the Council of Elders
and the Secretariat in Istanbul. The 10" Summit of the Turkic-Speaking States was held in
Istanbul on 15-16 September 2010 and the “Cooperation Council of the Turkic-Speaking
States” was established. Ambassador Halil Akinci from the Republic of Tiirkiye was
assigned as the first Secretary General of the Turkic Council as for Tiirkiye’s leading role
and the host country for the venue of the Secretariat. The following Secretary Generals
assumed their positions with the rule of alphabetical order. Respectively, following
Ambassador Halil Akinci, Ambassador Ramil Hasan from Azerbaijan between 2014 and
2018 and Ambassador Baghdad Amreyev from Kazakhstan between 2018 and 2022 took
office. Currently, since November 2022 Ambassador Kubanychbek Omuraliyev from
Kyrgyzstan is the Secretary General.

Following the 10" Summit in Istanbul after the institutionalisation of the process,
the first Summit of the Turkic Council was held in Almaty on 20-21 October 2011 with

8 Organization of Turkic States 2022.
9  Ministry of Foreign Affairs of the Republic of Tiirkiye 2024.
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the focus on economic and commercial cooperation. From 2011 onwards until 2023,
10 summits were held with different themes from educational, scientific and cultural
cooperation to transportation, tourism, media and information technologies. In 2018,
Hungary with its linguistic, cultural and ethnic affinity to the Turkic world joined the
Turkic Council at the 6" Summit in Cholpon Ata as an observer. In his speech in Cholpon
Ata, Prime Minister Viktor Orban stated that Hungarian is a language related to Turkic
languages and that Hungarians are standing on foundations of Hun-Turkic origins.'

On 19 September 2019, the inauguration ceremony of the “Representation Office of
the Turkic Council in Hungary” was realised whereby the only Representation Office of
the Turkic Council was opened which aimed at being a bridgehead of the Turkic countries
to Europe. In the 7" Summit of the Turkic Council in Baku in 2019, Uzbekistan became
a full member.

The 8" Summit of the Turkic Council was a historic summit which was held in Istanbul
on 12 November 2021 with the theme of “Green Technologies and Smart Cities in the
Digital Age”. With this summit, the Turkic Council changed its name and became the
“Organization of Turkic States” (OTS) referring to a further and deeper cooperation will of
the member states. In this historic Summit during which the 30® year of the independence
of the Turkic States was celebrated, Turkmenistan received an observer status. In addition
to the name change, Turkmenistan, which holds a strong geostrategic position with its
natural resources became part of the OTS system. Another factor which makes the 8"
Summit a historic one is the adoption of the “Turkic World Vision 2040” document which
sets out the Organization’s long-term goals and tasks.

The 9" Summit of the OTS was held in Samarkand in 2022 which was another historic
Summit where the Turkish Republic of Northern Cyprus was granted an observer status.
None of the OTS members, except for Tiirkiye recognises officially the Turkish Republic
of Northern Cyprus. One other element that makes the Summit a historic one is the focus
on the Middle Corridor with the cooperation in trade, transportation and energy.

The 10" Summit of the OTS was held in Astana on 3 November 2023 with the motto
of Turktime, which reflects the visions of the Turkic states for their will and ambition to
bring the Turkic states to a much stronger level in the world with the cooperation areas it
has been operating. In the 10® Summit also the ECO was granted an observer status. The
11" Summit of the OTS is planned to be held in Bishkek on 24 October 2024.

Currently, the OTS is operating in 31 areas of cooperation. These areas are political,
economic, customs, transport, tourism, education, information and media, youth and sports,
diaspora, information and communication technologies (ICT), energy cooperation, health
cooperation, migration, agricultural, justice, humanitarian issues and development, Muslim
religious institutions, space cooperation, human resources, international organisations,
family and social policy issues, ministries of internal affairs/police, ministries of emergency
and disaster management, consular affairs, official research centres, coordination committee
of Turkic Cooperation Organizations, ministers of environment and ecology, mapping
institutions, agencies responsible for land registry and cadastre and cultural relations. In
each cooperation area, the officials from member and observer states meet regularly and look

10 Miniszterelnok 2018.
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for ways to increase cooperation and coordination among the Turkic states. Hungary is also
contributing to these cooperation areas.

There are affiliated and related institutions of the OTS, which are the International
Organization of Turkic Culture (TURKSOY), the Parliamentary Assembly of Turkic
States (TURKPA), International Turkic Academy, Turkic Culture and Heritage Foundation,
Turkic Chamber of Commerce and Industry and Turkic Investment Fund, and OTS is
an umbrella organisation for Turkic cooperation mechanisms.

As part of the Eastern Opening policy of the Hungarian Government and the impetus
reached in developing the bilateral relations with Tiirkiye, Hungary became observer at
the TURKPA in 2014, received an observer status in the International Turkic Academy in
2017 and signed an MoU with the TURKSOY in 2019."

The implementation of the eastern opening policy towards the
Turkic states and economic relations

Most of the Hungarian trade was realised with the EU countries before the initiation of
the Eastern Opening and in fact, the policy was aimed at increasing the political and
commercial ties with the eastern countries including the Turkic states. Aside from China,
Russia, Japan and South Korea, the Turkic States have been credible partners in the eastern
opening. Tiirkiye has always been a crucial partner but now with the implementation of
the eastern opening to the Turkic states, namely Azerbaijan, Kazakhstan, Kyrgyzstan,
Tirkiye, Turkmenistan and Uzbekistan, Tiirkiye became a key country for the development
of relations with the aforementioned countries. The diverse economy of Tiirkiye and the
energy potential of the Turkic countries introduced a significant opportunity in terms of
trade relations.

Shortly after the introduction of the Eastern Opening, the number of diplomatic
representations of Hungary in the Turkic countries and the embassies of the Turkic
countries in Budapest increased. For the opening dates of the embassies of Hungary in the
Turkic states and the embassies of Turkic states in Budapest, see Table 1.

Table 1: Opening year of embassies of Turkic states in Budapest and Hungarian embassies in the
Turkic states

Opening dates | Republic of Republic of Kyrgyz Republic of Republic of

of Hungarian | Azerbaijan Kazakhstan Republic Tiirkiye Uzbekistan
embassies in Baku Almaty Bishkek Ankara Tashkent 2017
the Turkic 2012 1993 2020 1924

states

Opening dates | Embassy of Embassy of Embassy of Embassy of Embassy of

of embassies of | the Republic of | the Republic of | the Kyrgyz the Republic the Republic of
Turkic States | Azerbaijan in | Kazakhstan in | Republic in of Tiirkiye in | Uzbekistan in
in Budapest Budapest 2004 | Budapest 1993 | Budapest 2022 | Budapest 1924 | Budapest 2023
Source: compiled by the author

1 Egeresi 2020.
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Accordingly, there has been a sharp increase in the number of bilateral visits, as well.
The rapprochement between the Turkic states and Hungary became more concrete
when Hungary received observer status in the Parliamentary Assembly of Turkic States
(TURKPA) in 2014. The relations reached their peak point when Hungary received
an observer status in the then Cooperation Council of Turkic-Speaking States — Turkic
Council in 2018 at the 6" Summit in Kyrgyzstan. Following this development, during
the Extraordinary Meeting of the Council of Foreign Ministers held in Budapest in 2019,
the Representation Office of the Turkic Council was opened. The Representation Office
is the only office of the Organization of Turkic States (OTS) in Europe which plays
a crucial bridging role between the OTS states and the European countries. Naturally, the
Representation Office added to the speed of the relations between Hungary and the OTS
as it played an important role by hosting a number of official events since the date of its
establishment.

As part of the increasing relations with the Turkic states, the Hungarian Government
in order to push forward and encourage economic relations, opened credit lines for the
companies from the OTS member states. The Hungarian Eximbank has opened a credit
line worth a total of USD 1.5 billion, for the promotion of investment, trade and project
cooperation with the six Turkic-speaking countries.!? The trade volume with the Turkic
states is gradually increasing (see Figure 1).
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Figure 1: Annual trade turnover between Hungary and the Turkic States (million USD)
Source: KSH 2023

12 Miniszterelnok 2018.
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Hungary after receiving observer status in the OTS has become a part of the cooperation
areas of the OTS system. The OTS, which is very strong in the economic cooperation
field, has realised a total of 11 ministerial and 13 working group meetings on economic
cooperation. Further to that, business forum meetings are held under the umbrella of the
OTS, of which one of the six meetings was held in Budapest. Thus, Hungary started to
achieve concrete economic benefits since its adaptation to the OTS system.

An essential development regarding the relations between Hungary and the Turkic
states is the establishment of the Turkic Investment Fund (TIF). The TIF, which was
decided to be founded at the Samarkand Summit of the OTS on 11 November 2022, is
expected to bring together the economic strength of the member and observer states to
implement joint projects and boost trade opportunities. The TIF mainly aims at supporting
the SMEs of the OTS member and observer states in the areas of agriculture, transport
and logistics, energy efficiency, renewable and alternative energy, industrial projects in
manufacturing, information and communication technologies, tourism, infrastructure
projects, public—private partnership projects, human development, creative industries,
natural and urban environment schemes. Hungary in addition to other member and
observer states pledged to be part of the TIF whereby it will have the opportunity to
benefit from joint projects. In this context, on 28 June 2024 Hungary joined the TIF by
handing over Hungary’s instrument of accession to the Agreement Establishing the Turkic
Investment Fund to Deputy Secretary General Sadi Jafarov."

Hungary’s cooperation with the Turkic states in the area
of transportation

Transportation is another crucial area of cooperation among the OTS countries and
Hungary is to play a critical part in this regard. The economic crisis in the early 21
century changed the economic policies of many EU states and Hungary was no exception
as it initiated the Eastern Opening. The economic crisis has driven countries to find
alternative transportation links and methods between Europe and Asia."*

With the Belt and Road Initiative (BRI) originally known as the One Belt, One Road
policy, China in 2013 under President Xi Jinping aimed to build a huge infrastructure and
broaden trade links between Asia, Africa and Europe. The BRI aims to improve overland
connections to China’s neighbours and beyond, and to establish a ‘maritime sea road’
ultimately linking waterways as far as the Indian Ocean, the Gulf and the Red Sea. This
ambitious framework was introduced with the commitment of significant funding to
accelerate infrastructure construction, financial institutions development, and economic
cooperation aimed at building a Silk Road Economic Belt and a Maritime Silk Road.'®

In this connection, with the BRI of the Chinese Government, which foresees micro
land bridges from southeastern European ports via Hungary towards Western Europe,

13 Organization of Turkic States 2024.
4 Farkas et al. 2016: 3.
5 FrRANKOPAN 2014: 15.
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also shortens the routes easing congested northwestern ports. Hungary has a significant
place and potential in this route to become a hub and provide economic and geopolitical
benefits.!®

The current conflict in Ukraine obstructs the trade route between Asia and Europe
through Russia namely the northern corridor. In this context, the Trans-Caspian
International Transport Route (TTIR), also called the Middle Corridor (MC) is gaining
critical importance. The Middle Corridor has the potential to transport up to 10 million
tons annually, in up to 200,000 containers.'”” Under the current circumstances, the Middle
Corridor is only at the 10% capacity of the northern route. Efforts are ongoing by the
Central Asian countries to increase the capacity of the Middle Corridor by investing in
the infrastructure.’® The transportation through the Middle Corridor already increased
by 120% from January to March 2022 when compared to the same period in 2021. The
leading companies from Denmark, Finland and Germany, such as Maersk, Nurminen
Logistics, CEVA Logistics, Azerbaijan’s ADY container, and some Chinese rail operators
have started to use the Middle Corridor."®

One significant development that further adds to the significance of the Middle
Corridor is the victory of Azerbaijan over Armenia in 2020. Until the end of this war,
the connection between Azerbaijan and the Nakhchivan Autonomous Republic had not
been established. With the victory of Azerbaijan, the potential of the Zangezur corridor is
revealed which is expected to add to the smooth operation of the Middle Corridor, as this
new connection also provides a route between Tiirkiye and Central Asia.

Hungary, together with the OTS Representation Office in Budapest, hosted the 5%
meeting of the Ministers in charge of Transport of the Member and Observer States of
the OTS on 14 October 2021 in Budapest. The meeting was hosted by the Minister of
Innovation and Technology of Hungary, Laszl6 Palkovics moderated by Secretary General
Baghdad Amreyev, and also attended by the Elder of the OTS from Tiirkiye Binali Yildirim.
During the meeting, Minister Palkovics informed the parties about the current efforts of
the Hungarian Government on transforming the country into a strategic transport hub in
Europe, building modern railroad infrastructure and ensuring efficiency and transparency
in the transport sector. OTS Elder Binali Yildirim highlighted the significant economic
potential of the Turkic States. Underlining significant steps taken by the member countries
to improve the infrastructural capacity and transit potential of the Trans-Caspian East—
West—Middle Corridor, Mr. Yildirim stressed the importance of putting further efforts to
decrease logistical costs and accelerate the speed of the transport and customs operations
through the corridor.?

This time on 25 April 2024 the meeting of the Transport Coordination Committee
was held in Budapest under the aegis of the OTS. The member and observer states with
the coordination and cooperation of the partners took up the ways to further improve the
Middle Corridor and the problems observed in this direction.

16 Farkas et al. 2016: 3.

7" BAGHIROV 2022: 62.

8 Vasa—BARKANYI 2023: 21.
9 EvLpem 2022: 4.

2 Topuz 2023: 10.
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In a recent interview which was given by Hungarian Foreign Minister Péter Szijjarté
to Azerbaijani Trend news agency on November 2023, the Hungarian Foreign Minister
mentioned that Hungary is interested in the development of the Middle Corridor. Minister
Szijjarté stated that currently China is the second source of imports for the Hungarian
economy and that Hungary is the number one country for Chinese investment in Central
Europe. According to Minister Szijjartd, Hungary is buying more and more energy
resources from the region such as oil from Kazakhstan and natural gas from Azerbaijan.
In this regard, Minister Szijjarté6 mentioned that Hungary is very much interested in
the development of the capacity of the routes between Asia and Europe. In this context,
Minister Szijjarté mentioned that Hungary is willing to contribute to the development of
the capacity of the Middle Corridor either in the transport route, railway, or the transport
of electricity or gas.”

Hungary’s cooperation with the Turkic states in the field of
energy

Hungary is largely dependent on Russia for fossil fuels. Under the deal made between
Russia and Hungary in 2021 for a period of 15 years, Hungary receives 4.5 billion cubic
meters (cbm) of natural gas per year through Bulgaria and Serbia. Hungary’s energy
dependency is above 50%, and more than 80% of oil and natural gas imports come from
Russia. In this context, Hungary is seeking ways to diversify its energy supplies.

After the EU sanctions on Russia, Hungary managed to exempt itself from certain
elements of the sanction packages against Russia. In 2022, Prime Minister Orban blocked
further steps towards EU sanctions using Hungary’s veto right. The Hungarian Government
argues that as a landlocked country, Hungary is very much dependent on energy carrier
imports and does not have the alternatives that the other EU countries have.

Currently, the EU countries would like to diversify their energy sources and routes.
In this context, Hungary is playing a pivotal role where both natural gas and electricity
imports from Azerbaijan will pass through Hungary; then it will also be able to diversify
its sources and supply routes. Azerbaijan will also be able to reach Hungary’s energy
market and diversify its gas exports.

After becoming an observer to the OTS and becoming a part of all cooperation fields
in 2018, Hungary started to fully coordinate activities in the energy sector with the OTS
countries. The Ministers of Energy of the OTS countries met in 2021, 2022 and 2023. In
the Almaty meeting in 2022, Hungary pledged to host the 2023 meeting of the ministers
in charge of energy in Budapest. Through the Energy Ministerial Meeting on 30 March
2023 in Budapest, Hungary met all the member countries’ energy ministers and has once
again put forward its intention to be an energy hub in Europe.??

Azerbaijan and Hungary signed a gas deal on 2 June 2023. Hungary’s state-owned
energy group MVM agreed to purchase 100 million cubic meters of natural gas from

2 1tv.ge 2023.
2 Topuz 2023: 11.
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Azerbaijan’s state energy firm SOCAR, with the gas planned to be transported by the
end of the year. Further to that, the Hungarian oil firm MOL Group became a shareholder
in Azerbaijan’s Azeri—Chirag—Gunashli (ACG) offshore oil field, buying the shares that
previously belonged to the American energy firm Chevron. With this new deal, Hungary
made a very critical investment in the region.*

On 17 December 2022, Azerbaijan, Georgia, Romania and Hungary signed the
“Agreement on Strategic Partnership on Green Energy” that supports effective long-
term green energy cooperation. The agreement foresees the import of electricity from
Azerbaijan through underwater electric cables under the Black Sea from Georgia
to southeastern Europe. The significance of this agreement stems from the fact that it
will reduce Hungary’s electricity MIC by reducing the use of natural gas for electricity
production. As Azerbaijan is the starting spot for this route connecting the Caspian Sea to
Europe, Hungary will be a green energy transit hub where it will have the possibility to
expand to new countries.*

Conclusion

The Hungarian Government started the eastern opening policy with the second Orban
Government in 2010. In the initial phase, Hungary’s policy focused on the global outreach,
with the Hungarian administration’s position that Hungary should expand its relations
beyond Europe. While keeping the benefits of the relations with Europe, Hungary wanted
to seize the opportunities coming from China, Russia and other important countries of the
east mainly in terms of trade.

The eastern opening in addition to the relations with big powers like China and Russia
has opened the possibility for Hungary to increase relations with the Turkic countries. In
this connection, Hungary started to increase its diplomatic presence in these countries as
also the Turkic countries started to open embassies in Hungary. Particularly, Hungary’s
observer status in the Organization of Turkic States in 2018 and the opening of the
Representation Office of the OTS in Hungary thereafter further increased the pace of
developing relations.

The rapidly developing relations between Hungary and the Turkic countries are
reflected in the fields of trade, transport and energy. In trade, the trade volume between
Hungary and Turkic countries almost doubled since the initiation of the eastern opening
policy. The advancement of relations thanks to Hungary’s observer status in the OTS also
contributed to the trade relations. The Business Forum organised by the Representation
Office of the OTS in Budapest was a critical event that further boosted the developing
trade relations between Hungary and the Turkic countries.

In the field of transport, the Chinese Belt and Road Initiative and the Russia—Ukraine
crisis revealed the importance of the Middle Corridor where the Northern route started
to lose its old significance. Although the Middle Corridor currently is not at full capacity,

#  MOL Group 2019.
2 Euronews 2022.
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Hungary shows interest in consolidating the infrastructure for the full operation of the
route. In this regard, Hungary has been the host of the OTS Transport Meetings and will
continue to do so in the future.

The route from Turkic countries in Central Asia to Europe is also critical in the field
of energy. As a country that would like to diversify its energy options, Hungary is taking
active steps to its energy alternatives to become a hub in Europe. The OTS provides again
opportunities for Hungary to come together with the Turkic states, the recent example of
which was in 2023 when Hungary hosted the energy ministerial meeting in Budapest.

Hungary, as part of its eastern opening policy, is continuously developing its relations
with the Turkic countries in many fields. The areas of cooperation in trade, transport and
energy are critical which would provide Hungary with a unique position in the supply
of goods and energy in Europe in the future. Although Hungary’s trade with the Turkic
countries is very small when compared to trade numbers with China and Russia, Hungary
seems to have invested in a critical region with which it would acquire significant
advantages.

Hungary’s strategic location in Central Europe places it at a crossroads between
Western Europe and Eastern Europe, as well as between Northern and Southern Europe.
The geostrategic location and the awareness of the political elite through the eastern
opening puts Hungary in a key location for trade and energy routes. Hungary can play
a critical role by leveraging its strategic location to connect different geopolitical and
economic spheres. Hungary’s participation in major energy projects like the Southern
Gas Corridor and TurkStream pipeline highlights its role as a critical transit country for
energy supplies from the East to the West. These projects enhance Hungary’s importance
in ensuring energy security for Europe.?®
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Partner or Ally? V4 Countries’ Bilateral

Relations with the United States

Comparative Analysis of Strategic Documents

between 2020 and 2023
Péter SELJAN'

After its summit in Prague on 27 February 2024, the Visegrdd Group suffered
a breakdown of relations, mainly due to the divergent views of its member states
regarding Russia’s war in Ukraine. The V4 countries split into a pro-Ukraine
block (Poland and the Czech Republic) and a Ukraine-sceptic block (Hungary
and Slovakia), which made it difficult for the group to present a united front on
key issues and diminished its ability to influence broader European policy. In
addition, the lack of unity weakens the V4’s collective security posture while the
Central European region has gained strategic importance as part of NATO’s
eastern flank. The deterioration of the security environment also impacted the
V4 countries’ bilateral relations with the United States, as the pro-Ukraine
countries intend to maintain close cooperation with Washington, while the
sceptics are staunch critics of Western policies supporting Ukraine. This paper
highlights the fundamental differences between the latest security strategies and
foreign policies of the Visegrdd Group countries towards the United States, Russia
and China, looking at these countries’ latest national security strategies and the
2022 integrated country strategies of the United States Department of State. Our
comparative analysis shows that Hungary can be considered an outsider among
the V4 countries since the Hungarian Government intends to pursue pragmatic
cooperation with Russia and China while U.S.—Hungarian relations are gradually
deteriorating. In contrast, the other three member states — especially Poland and
the Czech Republic, but also Slovakia regardless of Robert Fico’s return to power
in 2023 — favoured closer ties with the United States and shared most of the same
concerns over Moscow and Beijing.
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Republic, Slovakia
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Introduction

Four Central European nations — Hungary, Poland, the Czech Republic and Slovakia — form
the Visegrad Group, sometimes referred to as the Visegrad Four or the V4, which seeks
to further the integration with the European Union (EU) while advancing cooperation
in military, economic, cultural and energy-related areas. Furthermore, all four states are
members of the Bucharest Nine (B9) and the North Atlantic Treaty Organization (NATO).
The role and relevance of this subregional cooperation are changing dynamically and are
often the subject of debate among experts.? Instead of attempting to add to that discourse,
this paper aims to highlight the differences among the member states concerning their
relationships with the United States and their security strategies driving their foreign
policy decisions regarding Russia and China.

The Visegrdd Four became politically divided® as a result of different responses to
Russia’s full-scale invasion of Ukraine in 2022, despite some suggesting earlier that “the
Visegrad Group’s greatest strength lies in its flexibility to become more responsive to
the challenges it faces and it is likely therefore to remain appealing to its member states
and to be a permanent feature within the wider cohort of European Union subregional
partnerships”.* We have witnessed a significant rupture among the V4 countries when
Russia’s war in Ukraine drove a wedge between the Hungarian Government and the rest
of the group: Slovakia, the Czech Republic, and especially Poland.> While many consider
the Hungarian Prime Minister, Viktor Orban to be Russian President Vladimir Putin’s
closest ally in the EU,® the Polish Government is traditionally one of Europe’s most
hawkish on Russia, and the vast majority of Polish people see the Russian Federation as
a major threat.” Similarly, while Hungary’s relations with the United States hit an all-time
low recently,® Warsaw can be considered one of the most important allies of Washington
in the region, and their relations keep getting stronger.’

This rupture of relations within the Visegrad Group is apparent even when listening
to statements from the respective governments regarding the war in Ukraine.! Its reality
becomes even more evident when taking a closer look at the national security strategies
of the V4 countries. In the following pages, after providing some historical context, we
conduct a comparative analysis of the latest national security strategies of Hungary,
Poland, the Czech Republic and Slovakia, published between 2020 and 2023. We focus on
how these strategic documents reference the United States, Russia and China and whether
they view these great powers as close allies, reliable partners, or security threats. We also
examine how these documents describe these defining bilateral relations. To facilitate this
comparison, we present our findings in a table.

Basora 2011; RosteEkovA—RouLET 2014; DaNiSkA 2018; Groszkowski 2018.

Beck 2024.

ToRO et al. 2014.

GosLING 2022.

Radio Free Europe — Radio Liberty 2019; Janjevic 2018.

PousHTER et al. 2022.

McCausLanD 2023; Morris 2023; HicGins 2024.

U.S. Department of State 2024a.

10 FiaLa 2022; Baver 2023; HicGins 2023; Al Jazeera 2024; PoLLeT 2024; JaNICEK 2024; Reuters 2024,
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Additionally, we draw on the relevant 2022 Integrated Country Strategies (ICS) for
each state — published regularly by the United States Department of State to articulate U.S.
priorities'' — to look for similar descriptions of the bilateral relations between the United
States and the V4 countries. These descriptions and this comparative analysis allow us to
assess the “tightness” of these bilateral relations. Although we are talking about NATO
countries that are officially allies, “increasing tightness” makes it more apparent to leaders
which states would more likely stand with them in a conflict and which would potentially
distance themselves or stand against them.!? The paper also includes a summary of the
overlaps in the content of the examined strategic documents and highlights the striking
differences, particularly in Hungary’s approach towards the United States, Russia and
China, in contrast to the strategies of the other three member states.

Historical context

Before 2010, Hungary’s relations with Russia were characterised by a cautious and often
unfriendly stance. After the dissolution of the Warsaw Pact and the collapse of the Soviet
Union in 1991, Hungary sought to distance itself from Russian influence, focusing on
closer ties with the West, joining institutions like NATO and becoming a member of the
European Union. The legacy of Soviet oppression and the 1956 Hungarian Revolution
continued to cast a shadow over Russian—Hungarian bilateral relations. Political relations
were strained despite the existing economic ties, reflecting Hungary’s desire to assert
its independence and align more closely with the West. In contrast, Sino—Hungarian
relations have always been generally positive, although, after 2010, Hungary and China
have also significantly strengthened their bilateral relations, primarily through economic
cooperation and investment, with Hungary becoming a key partner in China’s Belt and
Road Initiative. This period has also seen increased diplomatic exchanges and cultural
ties, solidifying a close partnership between the two nations."

Traditionally, Poland’s relations with Russia have been marked by tension and conflict,
particularly due to historical grievances, not just because of recent geopolitical events like
the 2014 annexation of Crimea and the 2022 invasion of Ukraine. In contrast, Poland’s
relationship with China has been more pragmatic, focusing on economic cooperation and
trade, especially under the Belt and Road Initiative. However, Warsaw remains cautious
of China’s growing influence in Europe and traditionally aligns closely with the United
States and the European Union on strategic issues.'

I U.S. Department of State s. a.

12 Organski and Kugler offer a method for measuring alliance behaviour or the tightness of an alliance. They
developed it from a scale built initially based on four categories: defence pact, mutual nonaggression pact,
entente and no alliance. Using the tightness and looseness of alliances, they developed a simple eight-point
scale that reflects both the degree of commitment and the direction of change in commitment. A positive
change means the given state increased its alliance commitments with other nations, while a negative change
means the given country decreased its commitments. Moreover, a position on the negative end of the scale
means cutting ties (OrcaNski—KuGLER 1980: 38—42).

13 GREILINGER 2023; SzZANDELSZKY 2024.

14 Paszak 2021; BacHuLska 2021; Parpo 2024.
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Relations between the Czech Republic and Russia have been marked by significant
tensions, particularly due to events like the Russian annexation of Crimea and the Vrbétice
ammunition depot explosion in 2014.'° These incidents, along with the poisoning of Sergei
Skripal in 2018'¢ and the Russian invasion of Ukraine, have led to a substantial deterioration
in diplomatic ties. The economic relationship between the Czech Republic and China has
been more complex and has evolved over time. Initially, during President MiloS Zeman’s
tenure, there was a push to strengthen ties with expectations for Chinese investments and
increased trade. However, these expectations were not fully met, leading to a reassessment
of the relationship. Major Czech companies such as Skoda Auto and PPF (Home Credit)
have either reduced their presence or completely withdrawn from the Chinese market."”
The current Czech administration under President Petr Pavel has indicated a shift towards
a more cautious approach, focusing on European and transatlantic relations.'®

Slovakia has historically maintained strong economic ties with Russia, particularly
in the energy sector, as Moscow has been a major supplier of natural gas, oil and nuclear
fuel to Slovakia. Despite EU sanctions following the 2014 Russian annexation of Crimea,
Slovakia has continued to engage with Russia, although it has also taken steps to reduce
its energy dependence on Russian supplies.'” The relationship has been marked by a mix
of cooperation and tension, especially in the context of broader EU-Russia relations.
Regarding Sino—Slovakian relations, over the past decades, Slovakia and China have
developed a relationship primarily centred on economic cooperation, with Slovakia
becoming a significant exporter of automobiles to China.* However, this relationship
has faced challenges, including trade imbalances and political tensions related to broader
EU-China relations.?! In contrast, Slovakia and the United States have strong diplomatic
ties, cooperating closely in military and law enforcement areas since establishing relations
in 1993. In 2022, right before the Russian invasion of Ukraine, Slovakia’s parliament and
president approved a Defense Cooperation Agreement® with the United States that allows
the U.S. military to use two Slovak air force bases for ten years.? The treaty was supported
by the government of then Prime Minister Eduard Heger, while it was fiercely opposed
by the opposition, including Robert Fico’s Smer party, which led the government in
2018 when talks with the U.S. began. Critics claimed the defence agreement compromised
the country’s sovereignty, making possible a permanent presence of U.S. troops on Slovak
territory and even enabling a possible deployment of nuclear weapons in Slovakia.**

15 Janicek 2021.

16 CastLE 2018; Corera 2021.

7" ZEMANEK 2023.

8 KowaLski 2023.

19 Euractiv 2014; Ceenergy News 2023.

2 QOEC 2022a.

2 SEBENA 2024.

2 Agreement on Defense Cooperation Between the Government of the United States of America and the
Government of the Slovak Republic 2022.

2 ZAcHAR 2022.

2 HraBOVSKA FRANCELOVA 2022.
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Diverging security interests?
Hungary

Hungary’s 2020 National Security Strategy references the United States in the 112®
paragraph under the section describing the country’s fundamental interests. The document
emphasises the importance of the alliance between Europe and the United States based on
shared values, interests and civilisational ties. The document recognises that maintaining
a strategic relationship with the United States, including high-level defence and economic
cooperation, is fundamental to Hungary’s interests. Additionally, the strategy acknowledges
the United States as a crucial player in international security policy in the future.®

Russia is referenced as an important player in global and regional security matters in
paragraph 118. Hungary’s National Security Strategy recognises recent “major tensions”
between NATO and Russia and between the EU and Russia.? However, it does not consider
the Russian Federation a threat to international security.” Instead, it highlights that NATO
maintains open channels of political dialogue, although the Alliance has strengthened
its deterrence and defence capabilities and suspended cooperation with Moscow. The
Hungarian Government firmly believes that political dialogue with the Kremlin and
measures that reduce risk and build trust are necessary, especially considering the
deteriorating strategic environment. Hungary prioritises maintaining the cohesion of
NATO and the EU while supporting the pragmatic development of Hungarian—Russian
relations and economic cooperation.?®

In the following paragraph, Hungary’s National Security Strategy mentions China
as the world’s second-largest economy, noting that Beijing is becoming more assertive
politically and militarily, suggesting that its military and security policies need long-term
monitoring. As the document states, Hungary seeks to strengthen its relations with China,
which the Hungarian Government considers pragmatic. The document highlights the
importance of the “Modern Silk Road” program (the Belt and Road Initiative), which aims
to enhance trade relations and connect Europe, Africa and Asia, which the Hungarian
Government considers mutually advantageous. However, Hungary’s National Security
Strategy also mentions the potential vulnerabilities arising from China’s investments in
critical infrastructure, its role as a supplier of advanced infocommunications technology,
and its growing regional influence.?

% Government Resolution 1163/2020 (IV. 21.) on Hungary’s National Security Strategy, paragraph 112.

% The Government Resolution 1163/2020 on Hungary’s National Security Strategy was adopted on 21 April
2020, and published on 21 June 2021, less than a year before the Russian invasion of Ukraine, which started
on 24 February 2022, but six years after the Russian Federation annexed Crimea in March 2014.

¥ While Hungary’s National Security Strategy does not consider Russia a threat, NATO’s 2022 Strategic
Concept identifies Russia as “the most significant and direct threat to Allies’ security and to peace and stability
in the Euro-Atlantic area” that “seeks to establish spheres of influence and direct control through coercion,
subversion, aggression and annexation” (NATO 2022 Strategic Concept 2022: 4).

% Hungary’s National Security Strategy 2020, paragraph 118.

»  Hungary’s National Security Strategy 2020, paragraph 119.
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Poland

According to the 2020 National Security Strategy of the Republic of Poland, the most
important factor shaping Poland’s security is its embedding in the transatlantic and
European structures and developing bilateral and regional cooperation with key allies. In
addition, the strategic document mentions that the transatlantic relationship has been tested
in recent years and that the strategic bonds between the United States and its European
allies are evolving. Poland strives to strengthen its security through its NATO and EU
membership, “strategic partnership” with the U.S., and regional cooperation. Poland’s
security has been bolstered by assistance from the U.S. in security and defence, energy,
trade, investment, and research and development. In addition, the enduring presence of the
U.S. Armed Forces in Poland is an integral part of the bilateral partnership.

Poland’s security strategy states that “the most serious threat is the neo-imperial policy
of the authorities of the Russian Federation, pursued also by means of military force”.
The strategic document also highlights that Russia is intensively developing its offensive
capabilities while it carries out hybrid nature activities, and its actions aim to destabilise
the Western states and societies and to create divisions among Allies. The Polish strategic
document adds that it should be assumed that Russia will continue undermining the
international order to rebuild its power and spheres of influence. It is worth highlighting
that the Polish strategy also mentions that within the European Union, divergent approaches
concerning its further development are emerging and that there is also a noticeable risk
of undermining the coherence of the positions of NATO and EU member states as a result
of increasing internal tensions and actions undertaken by external entities, which can be
considered a reference to Russia’s growing influence in the region.?

In addition, Poland’s National Security Strategy also mentions the growing strategic
rivalry between the United States, China and Russia, and interestingly, this context of
increasing geopolitical competition among the great powers is the only time China is
mentioned in the document, noting that this rivalry affects the entire international system.?

The Czech Republic

The 2023 National Security Strategy of the Czech Republic mentions developing bilateral
relations with the United States only briefly among the “other important interests” that
serve the country’s “vital and strategic interests” and improve the society’s resilience to
security threats.?

3 National Security Strategy of the Republic of Poland 2020: 6; Ministry of National Defence, Republic of
Poland 2024.

3 National Security Strategy of the Republic of Poland 2020: 6-7.

3 National Security Strategy of the Republic of Poland 2020: 7.

3 Security Strategy of the Czech Republic 2023: 6.
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Concerning Russia, the document states in the key messages that Russia’s war against
Ukraine has put an end to the period of peace, stability and cooperation in Europe and
that Moscow acts deliberately against the Czech Republic’s political, economic and social
stability. In addition, the document identifies Russia as a “fundamental threat” to the
security of the Czech Republic. Under the section describing security threats and sources
of instability, the Czech strategy states: “Russia is the biggest immediate and longstanding
direct threat to the security of Europe and the international rules-based order.” Like
Poland’s strategy, the Czech document includes that Russia seeks to retain and expand
its sphere of influence in Europe, even by using force, and it seeks to destabilise its
neighbourhood and other regions. The Czech security strategy also mentions that Russia
uses hybrid operations targeting the Czech Republic’s interests and security.*

Regarding China, the Czech strategic document states that Beijing poses a “fundamental
systemic challenge” globally and in terms of conducting direct influence operations in
democratic countries, including the Czech Republic. It challenges the international order,
which has adverse implications for Euro-Atlantic security. The Czech Republic’s National
Security Strategy highlights that China is increasing its military capabilities, including its
nuclear forces. It also engages in cyber espionage and aims to control global data flows.
Additionally, it uses various forms of economic coercion and hybrid interference tools.
Chinese companies are closely associated with the state and are willing to work towards
its goals. The Czech National Security Strategy also notes that Russia and China share the
same interest in weakening the influence and unity of democratic countries.®

Slovakia

The 2021 Security Strategy of the Slovak Republic also includes a section on the country’s
strategic security interests, where it first mentions the United States. According to the
strategy, maintaining NATQO’s credible deterrence and collective defence — along with the
transatlantic strategic partnership and the United States military presence in Europe — is
crucial for Slovakia.* The United States is mentioned again later under the section detailing
the security policy of Slovakia, according to which the U.S. is a “strategic transatlantic
ally” of the Slovak Republic in NATO, with which Slovakia shares common values and
is bound by a strong historical alliance and commitment to collective defence. Here, the
strategy underscores again that it is in Slovakia’s security interest to maintain the military
presence of the United States in Europe, which contributes to the stability and security of
the region and is the key deterrent and guarantee of effective defence against a possible
armed attack on European NATO members.*”

3 Security Strategy of the Czech Republic 2023: 15.

% Security Strategy of the Czech Republic 2023: 14-15.
% Security Strategy of the Slovak Republic 2021: 6.

3 Security Strategy of the Slovak Republic 2021: 22.
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Table 1: The main findings of the national security strategies of the V4 countries regarding the
United States, Russia and China

Hungary (2020) Poland (2020) The Czech Republic Slovakia (2021)
(2023)

Maintaining the Poland’s security is Developing bilateral The USA is a strategic

strategic relationship | also shored up through | relations with the transatlantic ally of

and the high-level the development of United States serves the Slovak Republic in

defence and economic
cooperation with the

strategic cooperation
with the USA in the

the country’s vital and
strategic interests.

NATO. Our security
interest is to maintain

in the pragmatic
strengthening of Sino—
Hungarian relations.
The Belt and Road
Initiative is mutually
advantageous.

mentioned in the
strategic document.

adverse implications

for Euro-Atlantic
security. Russia and
China share the same
interest — weakening the
influence and unity of
democratic countries.

% U.S.is in Hungary’s | fields of security and the military presence
o | fundamental interest, |defence (including in of the USA in Europe.
as the U.S. will remain | the form of enduring
a decisive player in the presence of the
international security | U.S. armed forces in
policy in the future. Poland), technology,
trade and energy.
One of the key actors | The most serious Russia poses Slovakia is interested
in the international threat is the neo- a fundamental threat to | in developing good
system, managing imperial policy of the security of the Czech | mutual relations with
several global and the authorities of the | Republic, and it is the Russia. Moscow is
regional security Russian Federation, biggest immediate and | an important actor and
issues. Hungary pursued also by means | long-standing direct partner in addressing
3 has an interest of military force. threat to the security international threats
¢ | in the pragmatic of Europe and to the and challenges. At
| development of international rules-based | the same time, with
Hungarian—Russian order. its confrontational
relations and approach in the
economic cooperation. military, security
and political areas,
represents a key
security challenge.
Has the second- Poland’s National China poses China is an important
largest economy, Security Strategy a fundamental systemic | actor and partner in
a centre of civilisation, | mentions the growing | challenge globally addressing global
and it is playing strategic rivalry and in terms of direct challenges, but
an increasingly between the United influence operations. also an economic
important role in the | States, China and It calls into question and technological
= international system. | Russia. This is the the international competitor and
;S Hungary is interested | only time China is order, which has systemic rival of the

EU.

Source: Hungary’s National Security Strategy 2020; National Security Strategy of the Republic
of Poland 2020; Security Strategy of the Czech Republic 2023; Security Strategy of the Slovak
Republic 2021
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Slovakia’s security strategy mentions Russia twice. The first mention is made under the
section that assesses the security environment of Slovakia and its neighbouring regions.
This section highlights that the Russian Federation’s aggressive behaviour led to the
conflicts in Georgia and eastern Ukraine and the illegal occupation of Ukrainian Crimea and
Sevastopol. These actions are considered a gross violation of international law. The second
mention of Russia is made under the security policy section, where the document states
that Slovakia aims to foster good relations with Russia since it is an important actor and
partner in addressing international threats and challenges. However, the document notes
that Moscow’s confrontational approach in the military, security and political domains is
a key challenge to Euro-Atlantic security. The document emphasises that Slovakia cannot
ignore Russia’s violations of international law, interference in the democratic processes of
other states, and efforts to weaken the European security architecture, including the unity
of NATO and the EU. Therefore, Slovakia’s policy towards Russia will continue to be
based on seeking shared interests while also engaging in open critical dialogue on issues
where values and interests diverge. The security strategy also mentions that Slovakia
will support the application of restrictive measures against the Russian Federation if
necessary.*®

In Slovakia’s national security strategy, China is an important actor and partner in
addressing global challenges, an economic and technological competitor, and a “systemic
rival” of the European Union. As the document says, China is rapidly increasing its
military capabilities and using its economic strength and strategic investments assertively
to advance its interests. Beijing promotes its own model of governance and a different
understanding of human rights and freedoms. Slovakia takes these factors into account
in its mutual relations with China and its positions within international organisations.*

Many overlaps with a few striking differences

The national security strategies of Hungary, Poland, the Czech Republic and Slovakia all
emphasise the importance of their alliances with the United States and the European Union.
Also, they all recognise Russia and China as significant players in global and regional
security matters. In addition, to a certain extent, all four countries’ security strategies take
note of the growing strategic rivalry between Washington, Beijing and Moscow, and seek
to strengthen their security through NATO and EU membership, strategic partnerships and
regional cooperation. However, compared to Hungary, their national security strategies
reveal some striking differences in their approaches, particularly in their perceptions

% Security Strategy of the Slovak Republic 2021: 24-25.
3 Security Strategy of the Slovak Republic 2021: 25.
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of Russia as a threat, their attitudes toward China* and their priorities in international
relations, summarised in Table 1.

Poland and the Czech Republic see Russia as a serious or fundamental security threat,
Slovakia takes a more balanced approach, and Hungary takes an especially conciliatory
approach towards Moscow. Based on their national security strategies, Poland and the
Czech Republic are the closest allies of the United States among the V4 countries, as
both consider the U.S. their strategic ally, Russia a threat and China a strategic rival and
a systemic challenge. Slovakia is taking the middle ground, considering Washington
astrategic ally and China an important actor and partner, but also developing good relations
with the Russian Federation while acknowledging that Moscow represents a key security
challenge. Hungary alone occupies the other end of the spectrum as it seems closer to the
Kremlin and the Chinese Communist Party (CCP) than the other three countries, seeking
“pragmatic cooperation” and better relations with Moscow and Beijing.*!

Partner or staunch ally

The United States Department of State publishes four-year Integrated Country Strategies
(ICS), articulating the U.S. priorities in each country. The Chief of Mission leads this ICS
to develop a common set of goals and objectives through a coordinated and collaborative
planning effort among the State Department and other government agencies with
programming in the country. Higher-level planning documents and strategies inform the
ICS, like the U.S. National Security Strategy.*? The following pages examine the ICS for
Hungary, Poland, the Czech Republic and Slovakia. At the end of this section, we provide
a brief summary and present the main findings in Table 2.

40 Regardless of the security strategies of the individual states, China maintains a robust trade relationship with
the V4 countries, which favours Beijing. China exported a significant amount of goods to these countries,
including electronics, machinery and various manufactured products. For instance, Hungary imported
$10.5 billion of goods from China while exporting $2.89 billion, primarily in navigation equipment and cars.
Poland’s imports from China reached $43.9 billion in 2022, with the main imports being refined copper and
gas turbines. In 2023, despite claiming to be wary of Beijing, the Czech Republic also imported $40.3 billion
worth of goods from China (similarly to Poland), while Slovakia’s Chinese imports also exceeded $8.5 billion.
For more see OEC 2022a, 2022b, 2022c; Trading Economics 2023a, 2023b.

4 Tt is worth noting that in NATO’s Washington Summit Declaration issued by the NATO Heads of State and
Government participating in the meeting of the North Atlantic Council in Washington, D.C. on 10 July
2024 — including the Hungarian Prime Minister, Viktor Orban — the Alliance agreed that “Russia remains
the most significant and direct threat to Allies’ security”. Moreover, they added that “the People’s Republic
of China’s (PRC) stated ambitions and coercive policies continue to challenge our interests, security and
values”. Furthermore, the declaration states that “the deepening strategic partnership between Russia and the
PRC and their mutually reinforcing attempts to undercut and reshape the rules-based international order are
a cause for profound concern”. In addition, the document notes that “the PRC has become a decisive enabler
of Russia’s war against Ukraine through its so-called ‘no limits’ partnership and its large-scale support for
Russia’s defence industrial base” which “increases the threat Russia poses to its neighbours and to Euro-
Atlantic security” and states that “the PRC continues to pose systemic challenges” (NATO 2024a).

4 U.S. Department of State s. a.
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Hungary as a partner

The United States and Hungary first established diplomatic relations in 1921, following
the dissolution of the Austro—Hungarian Monarchy after World War 1.** Later, during
World War II, Hungary severed ties to the U.S. and allied with Nazi Germany in
1941. Bilateral relations were re-established only after the end of the war in 1945, while
Soviet forces occupied the country and set up a communist regime that lasted for over
four decades, despite an uprising in 1956 that the Soviet Union violently crushed. In 1989,
after the collapse of communism, the United States supported Hungary in transitioning to
a democratic political system and a free market economy. Hungary joined NATO in 1999,
the EU in 2004, and the U.S. Visa Waiver Program** in 2008. In 2019, the United States and
Hungary signed a Defense Cooperation Agreement* to modernise military cooperation
between the two countries. Today, the United States and Hungary cooperate on a wide
range of transatlantic and other issues. After Hungary joined the EU in 2004, the United
States discontinued bilateral development support. However, Washington still provides
security assistance to Hungary through Foreign Military Financing (FMF),*® International
Military Education and Training (IMET)* and other capacity-building funds, such as
the Peacekeeping Operations (PKO)-funded Global Defense Reform Program,*® which
advises the Hungarian Defence Forces on joint and operational planning. This security
aid supports regional stability, assists Hungary in coalition operations, and fosters the
continuous development of a flexible, sustainable and interoperable Hungarian military
capable of satisfying NATO commitments. In addition, the United States is among

4 Treaty Establishing Friendly Relations Between the United States and Hungary 1922.

The United States imposed restrictions for Hungarian passport holders under its Visa Waiver Program on

1 August 2023, saying Budapest has not addressed security vulnerabilities repeatedly raised by Washington.

According to the U.S., Hungary granted citizenship to about one million people between 2011 and

2020 — mostly ethnic Hungarians living in neighbouring states — “without adequate security measures in place

to verify their identities”. The validity period offered to Hungarians under the Electronic System for Travel

Authorization (ESTA) was immediately reduced from two years to one year. Now, only single visits are

allowed under the system, not multiple. These unprecedented modifications did not apply to any of the other

39 participants in the Visa Waiver Program (THan 2023).

Agreement on Defense Cooperation Between the Government of the United States of America and the

Government of Hungary 2019.

4 The Arms Export Control Act (AECA), as amended [22 U.S.C. 2751, et. seq.], authorises the President to
finance procurement of defence articles and services for foreign countries and international organisations.
The FMF enables eligible partner nations to purchase U.S. defence articles, services and training through
either FMS or, for a limited number of countries, through the foreign military financing of direct commercial
contracts (FMEF/DCC) program (U.S. Department of Defense 2024a).

4 Among the goals of IMET are to train future leaders, create a better understanding of the United States,
establish rapport between the U.S. military and the country’s military to build alliances for the future, and
enhance interoperability and capabilities for joint operations (U.S. Department of Defense 2024b).

4% The Global Defense Reform Program (GDRP) is a flexible PKO-funded program that seeks to improve
security sector governance and institutional capacity of select U.S. partners at the service, ministerial and
national levels (U.S. Department of State 2024b).
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the leading foreign investors, and U.S. investment supports more than 100,000 jobs in
Hungary,* which has had a direct, positive impact on the Hungarian economy.>°

As per the Chief of Mission Priorities articulated in the 14-page U.S. Integrated
Country Strategy for Hungary, the United States faces many diverse global challenges to
defend and renew the foundations of security, prosperity and democracy, and Americans
and Europeans have the chance to restore our well-being and shape the economy of
tomorrow, seizing the opportunity to show that “democracies can deliver”. According to
the United States, Hungary can be a partner in these efforts as a NATO Ally, EU member,
and trade and investment partner. Russia’s aggressive behaviour in the region made taking
advantage of all the possibilities even more important. As the document puts it, the United
States and Hungary have a long-standing relationship with important shared security and
economic interests. Hungary has made valuable contributions by joining NATO Allies
in missions abroad and modernising its military. The United States aims to revitalise
the NATO Alliance and seeks Hungary’s full support to strengthen the transatlantic
partnership. The mission is to work with Hungary to make it a more capable NATO ally,
actively participating in NATO and bilateral deterrence activities and military exercises.*

The U.S. Integrated Country Strategy emphasises the economic opportunities in the
American—Hungarian partnership. It suggests that we can work to strengthen our economic
and technological cooperation, which can lead to significant growth and diversification.
These opportunities are important for shaping both countries’ economies in line with U.S.
interests and values. Additionally, they provide a chance to diversify away from energy
markets influenced by autocratic regimes and to protect our critical infrastructure from
technologies that might compromise security. As a reference to China and Russia, the
document notes that working together in this manner can help insulate Hungary and the
transatlantic community from the efforts of geopolitical powers that seek to undermine
the international rules-based order.*

The document underscores that democratic values lie at the foundation of U.S. foreign
policy. Bolstering human rights and democratic values is not just a priority, but an essential
element to the long-term health of the alliance and bilateral relationship between the
United States and Hungary. The rule of law, democratic backsliding and corruption are
priority areas for the United States in Hungary. Several U.S. administrations in the United
States have viewed the erosion of certain aspects of the rule of law in Hungary with
concern. The United States is working with European partners, multilateral organisations
and Hungarians to foster free and fair elections, and the U.S. mission is ready to cooperate

4 Tt is worth mentioning that the U.S. Department of the Treasury terminated a 1979 tax treaty with Hungary
to pressure Hungarian Prime Minister Viktor Orbén to agree to implement the 15% global minimum tax
agreed by nearly 140 countries. The United States notified Hungary on 8 July 2022, of its termination of the
Convention between the Government of the United States of America and the Government of the Hungarian
People’s Republic for the Avoidance of Double Taxation and the Prevention of Fiscal Evasion with Respect
to Taxes on Income. The termination itself has become effective on 8 January 2023, and the Convention has
ceased to have effect on 1 January 2024 (Reuters 2022; U.S. Department of the Treasury 2022).

%0 U.S. Department of State 2021a.

5 Integrated Country Strategy: Hungary 2022: 1-2.

2 Integrated Country Strategy: Hungary 2022: 2.
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with Hungarian officials at any level to combat corruption. The United States encourages
Hungary to cooperate in efforts to strengthen democracy and the rule of law globally.>

Describing the U.S. Mission Goals and Objectives, the ICS notes that as a NATO Ally,
Hungary should give full political support to NATO’s engagement with its Alliance partner
Ukraine and other NATO deterrence efforts and highlights the fact that a failure to secure
Hungary’s full support for NATO will perpetuate Hungary’s block on high-level NATO
engagement with Ukraine and that Hungary could also block other NATO responses to
emerging challenges.”* As another risk, the ICS mentions that Hungary could also veto
EU and NATO cooperation with the United States in certain areas (like efforts to compete
with revisionist powers). As the document puts it, failure to coordinate with European
Allies, including Hungary, in the Western Balkans could threaten regional stability and
enhance the influence of non-democratic outside actors.*

Poland as a loyal ally

Poland is a “stalwart ally” of the United States and one of its strongest partners in Central
Europe in fostering security and prosperity regionally, throughout Europe and the world.
The United States and Poland cooperate closely on NATO capabilities, counterterrorism,
non-proliferation, missile defence, human rights, economic growth and innovation,
energy security, and regional cooperation in Central and Eastern Europe. Poland plays
a crucial role in NATO operations, hosting various NATO headquarters and units, meeting
defence spending commitments and contributing to operations abroad. The country also
hosts thousands of U.S. military personnel,*® facilitates military exercises, and enables
a more significant rotational U.S. presence under the 2020 U.S.—Poland Enhanced Defense
Cooperation Agreement (EDCA).%’

In contrast to the reference to Hungary as a partner, the Chief of Mission Priorities in
the 35-page U.S. Integrated Country Strategy for Poland refers to Poland as a “staunch
U.S. Ally” and a “strategic partner” on NATO’s eastern flank. As the ICS for Poland
puts it, the United States’ relations with Poland are “surging across the board”, driven
by a profound strategic commonality that links national interests with universal values,
including democracy and the rule of law. According to the document, the bilateral
affection is further deepened by their history, close cultural affinities and strong economic
ties, laying the groundwork for an ambitious blueprint to strengthen the American—Polish

% Integrated Country Strategy: Hungary 2022: 2.

% NATO Secretary General Jens Stoltenberg met with Hungarian Prime Minister Viktor Orban in Budapest on
12 June 2024, to discuss preparations for the Washington Summit. Following Stoltenberg’s visit, Hungary
agreed not to veto NATO support for Ukraine. However, Prime Minister Viktor Orban insisted that his
government would not provide funds or military personnel for any joint assistance effort (Cook 2024).

% Integrated Country Strategy: Hungary 2022: 6-7.

% According to the Department of State, in total, Poland hosted approximately 4,500 rotational U.S. military
personnel on any given day in 2021 (U.S. Department of State 2021b).

57 The EDCA enables a more prominent rotational U.S. presence in Poland and lays out Warsaw’s burden-
sharing support to U.S. forces. For more, see the Agreement Between the Government of the United States of
America and the Government of the Republic of Poland on Enhanced Defense Cooperation 2020.
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partnership through joint, practical action. The country strategy emphasises that by
focusing on what is possible, the United States and Poland could increase their bilateral
trade volumes to the highest levels in their history. Their top scientists, engineers and
entrepreneurs could collaborate to address climate change and combat infectious diseases.
Working together, they can shorten the transition from Poland’s reliance on coal to greener
energy sources, thereby reducing their carbon footprint. Strengthening security ties can
lead to a more robust Poland contributing to collective security. In addition, the United
States supports Poland’s goal of becoming a top-tier NATO Ally and the primary regional
leader in collective defence.®

Regarding the security cooperation, as the ICS mentions, the U.S.—Poland shared
commitment to freedom dates back to the American Revolution when Polish heroes such
as Tadeusz Kosciuszko and Casimir Pulaski aided the American cause. The United States
was the first country to recognise independent Poland in 1919. Today, Poland remains
a stalwart Ally and one of the United States’ strongest partners in fostering security
regionally and globally. The United States and Poland partner closely on NATO capabilities,
counterterrorism, non-proliferation, missile defence, border security, transnational crime
and combatting cyber threats. Poland is in the middle of a multi-year (2020-2035),
$133 billion military modernisation program and was one of only a handful of Allies
meeting NATO guidelines to spend 2% of GDP on defence and 20 of defence spending
on modernising equipment and infrastructure in 2022. Poland jointly hosts the NATO
Multinational Corps and Division Northeast Headquarters and the forward command post
of the U.S. Army’s newly established V Corps headquarters. A U.S. aviation detachment
is located in Poland, and the country is hosting a ballistic missile defence site under
the European Phased Adaptive Approach.” In July 2024, after years of development,
the Aegis Ashore missile defence site in northern Poland (Redzikowo) finally reached
operational status.®® Poland’s cyber capacity is growing and will help improve the Polish
Government’s nascent preparedness for potential domestic and transient attacks. The
country strategy notes that the United States and Poland are addressing traditional and
emerging threats to provide regional, European and global security.®!

Describing the U.S. Mission Goals and Objectives in Poland, the respective ICS
notes that a failure to continue setting conditions for enhanced U.S. military presence
and supporting Poland’s military modernisation program would reduce bilateral military
cooperation and slow Poland’s military modernisation efforts. This failure would weaken
NATO’s ability to deter and, if necessary, resist aggression on the Alliance’s eastern flank.
Among other objectives, the United States would like to improve Poland’s ability to address
cyber threats, and a failure to continue cooperation with Poland in cybersecurity would
mean greater exposure to cyber threats from malign actors.®* Another risk the document
identifies concerns improving Poland’s energy security, which is necessary if the country

% Integrated Country Strategy: Poland 2022: 1.

% Jubson 2024; Naval Sea Systems Command 2024.
0 NATO 2024b.

6 Integrated Country Strategy: Poland 2022: 1-2.

62 Integrated Country Strategy: Poland 2022: 13.
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does not want to remain vulnerable to pressure from outside influences. As the country
strategy notes, should malign actors seek to restrict Poland’s access to energy supplies,
it could cause political and social instability and have serious economic consequences.®®

The Czech Republic, a steadfast ally

According to the 21-page Integrated Country Strategy for the Czech Republic, the United
States considers Prague a “steadfast ally” and a “like-minded partner”. In the Chief of
Mission Priorities, the document says that the Czechs are among the most enthusiastic
partners of the United States in standing firm against authoritarianism and advocating
democracy. The document notes that the Czech Republic’s outspoken and passionate
support for Ukrainian sovereignty makes this more evident than anywhere else. The
United States supports the Czech Government’s efforts to meet its NATO budget and
capability targets. Both countries are collaborating to address global challenges by
combatting misinformation, strengthening cyber defences, and enhancing security and
stability worldwide. Additionally, efforts are being made to identify opportunities for U.S.
defence firms to promote interoperability and commercial prospects for U.S. exporters
through engagement with Czech officials.**

The Czech Republic and the United States aim to strengthen their technology, research
and innovation partnership. They are working on establishing smart regulations for the
digital economy to maintain oversight of global technology networks and promote access
to U.S. products and services. Additionally, they are focusing on promoting trade and
investment, especially in technology, defence, agriculture and tourism, to create and
preserve jobs in both countries. As the Czech Republic is transitioning from coal, it needs
to build new nuclear power generation facilities and tap new renewable energy sources.
Prague is coordinating closely with the United States to address its energy needs using
U.S. commercial technology. To assist the Czech Republic in addressing the growing
efforts of authoritarian regimes to destabilise the country and its institutions through
propaganda, disinformation, economic coercion and other harmful activities, the United
States is collaborating with the Czech Government, media and civil society partners to
identify, counter and protect the Czech society against these threats.®

In the section describing the Mission Goals and Objectives, the ICS mentions the
risk of the Czech Republic not reaching the NATO budget and capability commitments,
which is essential to help the Alliance sustain its deterrence and defence posture against
global threats. Another U.S. objective focuses on Czechs advocating for policies within
the European Union and other multilateral organisations that strengthen the transatlantic
relationship and combat global challenges. As the document highlights, without the
European Union as a strong and like-minded partner of the United States to tackle global
challenges, the U.S. risks being unable to address critical issues such as Russian aggression

% Integrated Country Strategy: Poland 2022: 19.
% Integrated Country Strategy: Czech Republic 2022: 1-2.
% Integrated Country Strategy: Czech Republic 2022: 2.
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and China’s malign influence. Moscow and Beijing may seek to drive wedges in EU and
NATO unity and promote their authoritarian worldview in multilateral bodies, which
would harm U.S. interests. In addition, the United States supports the Czech Government
in improving its ability to identify and combat disinformation and build resilience against
malign information operations.®®

Slovakia as an important ally

The 18-page U.S. Integrated Country Strategy for Slovakia refers to the Slovak Republic
as an “important NATO ally” and an EU member state. Among the Chief of Mission
Priorities, the document notes that in recent years, Slovakia has faced quickly changing
geopolitical, economic and security landscapes as Central Europe has become a highly
contested space increasingly under external pressure. Disinformation campaigns, influence
operations, conventional and hybrid threats, and emerging disruptive technologies build
on weaknesses in Slovakia’s education system and a general lack of opportunities,
threatening U.S. and European security in Europe and beyond. In addition, Russian
efforts to undermine democratic institutions risk turning back the possibilities of Slovakia
enacting much-needed anti-corruption reforms. Democratic backsliding has taken a toll
regionally in general. As the ICS highlights, in this context, Slovakia’s dedication to
democratic ideals and its transatlantic identity is critically important in its neighbourhood
and the EU, NATO and beyond.®’

The document also stresses that Slovakia’s role as a significant democratic model is
at risk because a considerable portion of the population relies on disinformation sources
and online conspiracy theories as their primary source of information. The ICS describes
Slovakia as being at a crucial point regarding its geopolitical positioning. Its increasing
desire to play a key role in the transatlantic community is being tested by a rising threat
from the eastern direction, which could disrupt Europe and weaken the “values we all
hold dear”. Therefore, the primary goal of the U.S. Mission in Slovakia, is to expand
bilateral and multilateral cooperation to bolster regional and global security and stability
and address hybrid threats, so Slovakia can become a more active and capable partner
in confronting the challenges the West is facing. The secondary goal of the U.S. — to
strengthen Slovakia’s resilience and responsiveness to its democratic institutions — is to
keep Slovakia a stable partner and bulwark against the regional erosion of democratic
ideals. According to the ICS, the United States intends to engage the Slovak public to build
support for shared values and endeavour to reinforce Slovakia’s commitment to the West
and the common transatlantic identity. In this regard, the document notes that significant
segments of Slovak society do not identify their country as fully anchored in the West,
increasing Slovakia’s vulnerability to the Russian Government’s efforts to erode support
for Slovakia’s Western orientation and democratic institutions.®

% Integrated Country Strategy: Czech Republic 2022: 7-8.
5 Integrated Country Strategy: Slovak Republic 2022: 1.
% Integrated Country Strategy: Slovak Republic 2022: 3.
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Table 2: The main findings of the United States Department of State’s integrated country strategies
for Hungary, Poland, the Czech Republic and Slovakia

Hungary |Hungary can be a partner in U.S. efforts to defend and renew the foundations of
democracy and security as a NATO Ally, EU member, and trade and investment partner.
Russia’s aggressive behaviour in the region made taking advantage of all the possibilities
even more important. The rule of law, democratic backsliding and corruption are priority
areas for the United States. The erosion of certain aspects of the rule of law in Hungary is
a major concern.

Poland | The United States sees Poland as a staunch ally and a strategic partner on NATO’s
eastern flank. Polish—American relations are “surging across the board”, driven by

a profound strategic commonality that links national interests with universal values,
including democracy and the rule of law. The bilateral affection is further deepened by
their history, close cultural affinities and strong economic ties. The United States and
Poland partner closely on NATO capabilities, counterterrorism, non-proliferation, missile
defence, border security, transnational crime and combatting cyber threats.

Czech Prague is a steadfast ally and a like-minded partner of the United States. The Czechs are
Republic | among the most enthusiastic partners of the U.S. in standing firm against authoritarianism
and advocating democracy. The two countries are collaborating to address global
challenges by combatting misinformation, strengthening cyber defence, and enhancing
security and stability worldwide.

Slovakia | The Slovak Republic is an important NATO ally and an EU member state in the eyes

of the United States. Slovakia has faced quickly changing geopolitical, economic and
security landscapes as Central Europe has become a highly contested space increasingly
under external pressure. Russian efforts to undermine democratic institutions risk
turning back the possibilities of Slovakia enacting much-needed anti-corruption reforms.
Democratic backsliding has taken a toll regionally in general. Slovakia’s dedication to
democratic ideals and its transatlantic identity is critical. Slovakia is at a crucial point

in terms of its geopolitical positioning. Therefore, expanding bilateral and multilateral
cooperation to strengthen regional and global security and stability and confront hybrid
threats is a priority for the United States.

Source: Integrated Country Strategy: Hungary 2022; Integrated Country Strategy: Poland 2022;
Integrated Country Strategy: Czech Republic 2022; Integrated Country Strategy: Slovak Republic
2022

Describing the U.S. Mission Goals and Objectives in Slovakia, the respective ICS identifies
expanding bilateral and multilateral cooperation to strengthen regional and global security
and stability and confront hybrid threats as the primary mission goal. In this regard,
the document notes that nationalism, far-right extremism and Russian disinformation
campaigns undermine public support for Slovakia’s Western orientation and its membership
in the EU, NATO and other transatlantic institutions. Another risk the ICS mentions is the
failure to uphold and advocate for key transatlantic values in regional organisations and
in domestic actions, which — as the ICS puts it — would damage Slovakia’s international
standing. The country strategy goes further and says that in this case, Slovakia “would
be grouped with other backsliding V4 members and viewed as a block on EU progress
in key democratization and rule of law issues”, which is most probably a reference to
Hungary and Poland before Donald Tusk’s return as Polish Prime Minister at the end
of 2023. Regarding Slovakia’s vulnerability to hybrid threats — including disinformation
and cyber threats — the document states that without concrete steps to mitigate the impact
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of these threats, Slovak opposition will continue to undermine public confidence in
Slovak institutions and weaken the government by discrediting Western values and the
transatlantic alliance.®® In addition, the document acknowledges that the lack of resilient,
democratic institutions and reforms to fight corruption to increase public trust will bolster
authoritarian and extremist political movements and make Slovakia more susceptible
to external influences. The ICS also notes that a failure to protect the vital role of the
media and civil society could degrade democracy and empower anti-Western forces in
the country.”

A summary of the U.S. perspective vis-a-vis the V4 countries

The U.S. Integrated Country Strategies for Hungary and Poland highlight the importance of
strengthening relationships with these countries. Both strategies emphasise the significance
of democratic values and human rights and the need to counteract aggressive behaviour
from geopolitical powers such as Russia and China. They also stress the importance of
economic and technological cooperation to benefit the U.S. and the respective countries.
However, the ICS for Hungary mainly positions Budapest as a partner in addressing global
challenges, while the one for Poland describes Warsaw as a staunch U.S. ally and a strategic
partner on NATO’s eastern flank. The focus on Poland’s role as a key ally in NATO sets
it apart from the description of Hungary as a partner. Additionally, the ICS for Poland
emphasises the deep historical, cultural and economic ties that strengthen the American—
Polish partnership, while the ICS for Hungary primarily focuses on Hungary’s potential
to contribute as a NATO ally and an EU partner. Overall, while both ICSs mentioned
above share common themes related to democratic values, human rights and economic
collaboration, the specific emphasis and positioning of each country set them apart. This
is even though, according to Hungary’s National Security Strategy, the “Hungarian and
Polish nations are linked by a thousand years of shared history and brotherhood-in-arms”,
and Hungary “strives to maintain a strategic partnership with the Republic of Poland”.”
The U.S. Integrated Country Strategies for the Czech Republic and Slovakia
emphasise the importance of democratic ideals, transatlantic relations and combatting
global challenges. Both countries face threats such as disinformation, cyberattacks and
regional instability and are considered crucial allies by the United States. More precisely,
the Czech Republic is seen as a steadfast ally and like-minded partner of Washington,
fully dedicated to supporting Ukrainian sovereignty, meeting NATO commitments,
collaborating on technology, research and innovation, and addressing energy needs using
U.S. commercial technology. The ICS also highlights the Czech Republic’s outspoken

% Integrated Country Strategy: Slovak Republic 2022: 7-9.

70 Integrated Country Strategy: Slovak Republic 2022: 11.

7 Hungary’s National Security Strategy 2020: paragraph 111. Speaking at a festival in Tusnadfiird, Romania, on
27 July 2024, Hungarian Prime Minister Viktor Orban commented on Poland, saying the Poles are “pursuing
the most hypocritical and deceitful policy in Europe”: they are lecturing Hungary morally and criticising the
Hungarian Government for Hungary’s relations with Russia, while at the same time, Poland is also buying gas
from Russia, albeit indirectly (JooB — HorvaTH KAvar 2024).
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support for U.S. interests and the need for the European Union as a strong and like-minded
partner. Regarding Slovakia, the ICS emphasises the country’s dedication to democratic
ideals and its transatlantic identity. At the same time, it underscores the risk of increasing
threats from the East disrupting Europe and weakening shared values. The ICS aims to
expand bilateral and multilateral cooperation to bolster regional and global security and
stability. In addition, the U.S. ICS highlights the risk of increasing disinformation and
online conspiracy theories as a primary source of information in Slovakia.

In regard to foreign policy towards Moscow and Beijing, the U.S. is concerned about
Russian and Chinese influence and their efforts to undermine democratic institutions. The
United States has expressed concern about Hungary’s “too close” relationship with Russia
several times in recent years.”” The ICS for the Czech Republic highlights the importance
of addressing these threats with the European Union and NATO, and improving its ability
to combat disinformation. Meanwhile, regarding Slovakia, the respective country strategy
highlights the need to address disinformation campaigns, influence operations and hybrid
threats, and it also aims to become a more active and capable partner in responding to
these challenges.

Conclusion

After analysing the national security strategies of Hungary, Poland, the Czech Republic
and Slovakia, it is evident that the Visegrad Group countries have distinct approaches to
their relationships with the United States, Russia and China. The recent breakdown of
relations within the V4 countries, primarily stemming from their responses to Russia’s
invasion of Ukraine, made the fundamental differences in their security strategies
apparent. This rupture has resulted in a division within the group, with Poland and the
Czech Republic forming a pro-Ukraine block and Hungary — joined in rhetoric by Slovakia
with Robert Fico’s return to power — comprising a Ukraine-sceptic block. Furthermore,
Hungary stands out as an outlier among the V4 countries since it aims to pursue pragmatic
cooperation with Russia and China amid the deterioration of relations with the United

72 In October 2023, Hungarian Prime Minister Viktor Orban met Russian President Vladimir Putin at the Belt
and Road Forum in Beijing. He was the only EU leader to attend the forum or to maintain close ties with
Moscow since Russia invaded Ukraine on 24 February 2022. In response, U.S. Ambassador to Hungary David
Pressman issued a statement expressing the United States’ concerns about Hungary’s relationship with Russia.
This has occurred after a year-long deterioration in relations between Budapest and Washington, primarily due
to Hungary’s extended delays in ratifying Sweden’s NATO membership. Pressman has for months criticised
Orban for effectively siding with Putin over the war in Ukraine. By March 2024, his remarks indicated that trust
in Hungary among NATO allies had effectively collapsed. The U.S. Ambassador to Budapest warned that Prime
Minister Viktor Orbén is jeopardising Hungary’s position as a trusted NATO ally with “its close and expanding
relationship with Russia”, and with “dangerously unhinged anti-American messaging” in state-controlled media.
The Hungarian Prime Minister sparked controversy when he visited Ukraine, Russia and China consecutively as
part of a “peace mission” for Ukraine — as the Hungarian Government called it — right after Hungary began its
six-month rotating presidency of the Council of the European Union in July 2024, giving Orban a higher profile
(Gyori 2023; Hicains 2024; TroiaNovski—HIGGINS 2024; BuckLEY—HIGGINS 2024).
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States. In addition, Hungary’s example shows that going against the pro-Ukrainian camp
can draw heavy criticism.”

The divergence in views within the Visegrad Group has implications for the
V4 countries’ future interactions with each other, and this division will also be visible
when it comes to these countries’ bilateral relations with the United States, Russia and
China in the future. While the pro-Ukraine countries intend to maintain close cooperation
with Washington, the Ukraine-sceptic countries are critical of Western policies supporting
Ukraine. This contrasting stance can have significant ramifications in light of the strategic
importance of the Central European region, particularly as part of NATO’s eastern flank.

Considering how the V4 countries’ differing perspectives regarding the United
States, Russia and China are reflected in their national security strategies, this recent
rupture within the Visegradd Group or the deterioration of U.S.—Hungarian relations and
the improvement of the U.S.—Polish relations is not that surprising. The nature of these
references sheds light on whether these great powers are viewed as close allies, reliable
partners, or security threats. This comparative analysis highlights the complexities and
divisions within the Visegrad Group. However, it also points out the dynamic nature of
international relations.

In our analysis, we did not go deeper into the geopolitical events of recent years,
the internal political developments that occurred in individual countries or government
changes. The analysis of the deterioration of the strategic environment, domestic events
and shifts in foreign policy could be the topic of further research. Also, examining
the bilateral relations between V4 countries and Russia or China could help us better
understand our region’s current state of affairs. In the meantime, we may expect a new
national security strategy from certain V4 member states that would better reflect recent
years’ developments.
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Security and Defence Policies in Hungary
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Recent years have brought challenges of arguably unprecedented number
and scale to the global security and defence policy environment of states and
international organisations. It is probably enough to mention, among many
other crises, the Russian—Ukrainian conflict, the Covid—19 pandemic, the
internationalisation of terrorism, the increased migratory pressure on Europe, as
well as climate change or the emerging threats in cyberspace. Both international
and national legislators are looking for new types of responses to these novel
forms of challenges. Accordingly, in recent years, Hungary has started to
build a new legal environment for defence and security. In our study, we will
first consider the strategic framework of this new legal framework, followed by
a description of the amended special legal order rules of the Fundamental Law
and the new laws that implement the renewed organisation of the comprehensive
defence and security system. The future of the subject at hand is unfortunately
bleak; yet it may be somewhat clearer if the responses to international conflicts
and other threats are underpinned by active preparation.

Keywords: defence and security regulation, defence law, special legal order,
national security and military strategy, security and defence policy

Introduction

It is undeniable that the past decade has presented the world with challenges that it has
probably never faced before — at least not of this nature or on this scale. The global security
environment is facing extraordinary challenges, including the Russian—Ukrainian conflict,
the migratory pressures affecting Europe to a significant extent, the Covid-19 pandemic or,
more recently, the renewed flare-up of the Armenian—Azeri and Hamas—Israeli conflicts.

There is no question that within this field of security policy, Hungary must also seek
new answers to the challenges. As part of this, large-scale changes have taken place in
recent years, both at the level of government strategies and at the level of the Constitution
and the laws and regulations, which has essentially been a continuous legislative task for
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2 Ludovika University of Public Service, Faculty of Law Enforcement, e-mail: szilvasy.gyorgy.peter@uni-nke.hu
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both the Parliament and the Government. Among other things, the constitutional legislation
on the special legal order and the system of rules on defence have been renewed, and a new
law on the coordination of defence and security measures was passed. In connection with
these factors, a number of implementing regulations have been adopted in the government’s
legislative sphere. It is also notable that the framework for the renewed legal norms is laid
down in plans and strategies set out in government decisions.

Given the limitations of space, in this paper the legal framework will be presented
as an overview that seeks to provide new responses to the novel security challenges. We
will also discuss the constitutional and legislative changes and the normative strategic
frameworks that underpin them in various respects. Further, we will summarise and
concisely assess the normative provisions.

The National Security Strategy

In 2020, the Government of Hungary adopted the National Security Strategy entitled
“Secure Hungary in a Volatile World” [Government Decision 1163/2020 (IV. 21.)]. As can
be seen, the Strategy was prepared before the current situation of the Russian—Ukrainian
conflict (although with the developments in Crimea in mind). Nevertheless, the experiences
of the pandemic were already present and considered.

It is important to point out at the outset that the Strategy was published in the form of
anormative government decision.® This means that it was not adopted as legislation but as
a so-called public law regulatory instrument. Public law regulatory instruments essentially
contain provisions and expectations concerning the organisation, operation, activities and
action programmes of public bodies.* Their binding power does not apply to everything,
only to the issuing body and any subordinate body (in this case, the Government, ministries
and subordinate bodies of the public administration), and are therefore considered to be
internal acts.> A public law regulatory instrument may not be contrary to the law.°®

1. The National Security Strategy starts out by identifying the current global security
policy factors that pose significant challenges: the emerging multipolar world order, the
drive to redesign the rules governing the relations of international actors, the changing
layout of security challenges, and global challenges such as the accelerating climate and
demographic change, the closely related illegal and mass migration, the depletion of

3 Since 2020, the Government has adopted a large number of sectoral strategies (e.g. health, public education,
construction, tourism, space, agglomeration rail, anti-corruption, and so on) following the completion of the
comprehensive public administration development strategies. On the importance of governmental strategic
planning, see e.g. SANTHA 2023: 154—160. It is noted here that the obligation to draw up both the National
Security Strategy and the National Military Strategy is created by point 17 of Parliamentary Decision
94/1998 (XII. 29.) on the Principles of the Security and Defence Policy of the Republic of Hungary. The
source of law status of the Parliamentary Decision is otherwise identical to that of the Government Decisions
in that it is also a normative decision, i.e. a public law regulatory instrument.

4 See Chapter VI of Act CXXX of 2010 on Legislation.

5 This is also reflected in the technicality that, unlike legislation, public law regulatory instruments are not
promulgated but published. On internal acts see Jakas 2007: 116—-118; Jakas 2016: 147-148.

6 Article 24 (1) of Act CXXX of 2010 on Legislation.
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natural resources, and the society-shaping effects of the technological revolution. The
Strategy aims to maintain and strengthen Hungary’s current level of security and, in
doing so, ensure the country’s continued development in a volatile world. The aim is to
make Hungary one of the safest states in Europe and the world by 2030 by maintaining
a high level of public security (internal security) and building a modern military force
(external security).

2. The Strategy uses several general formulations that point to obligations deriving from
Hungary’s Fundamental Law and our international and EU obligations (e.g. the protection
of national sovereignty, security as a fundamental value, the protection of democracy and
the rule of law, legal certainty, an independent judiciary, international peace and security,
the requirement of international law for the peaceful settlement of disputes, responsibility
for Hungarians beyond the borders, and so forth). Special mention should be made of our
country’s NATO membership, a fundamental condition for security. The Strategy attaches
great importance to our EU membership, of course, and to the formation of the Visegrad
Group (V4), but also to the effective functioning of the Organisation for Security and
Cooperation in Europe and the Council of Europe.

3. Among the fundamental characteristics of our country, the Strategy underlines
that the political system is stable and the public security situation is balanced. At the
same time, the country’s size and position in the world economy, as well as its limited
defence capabilities make it clear that it can respond to fundamental security challenges
primarily through international cooperation and as a member of alliance systems. This
is all the more significant given that Hungary’s geostrategic position means that it faces
a particularly large number of security challenges from Europe’s southern and eastern
neighbours. An important element of our country’s position is that we must protect a long
strand so forth of the external borders of the Schengen area, to which the physical border
closure and appropriate staffing will actively contribute. The Hungarian Defence Forces,
with their increased numbers and continuously improved equipment, also have a key
role to play in guaranteeing our defence and security. In addition, the Strategy naturally
underlines the importance of law enforcement, counterterrorism and disaster management.
In this context, it is particularly important to highlight the urgent requirements for civil
protection, defence management, the protection of critical infrastructure and the safe use
of technologies related to radioactive materials. The need to increase resilience against
hybrid attacks (e.g. information and cyber warfare) cannot be neglected.

4. The Strategy also identifies Hungary’s economic position as an important factor. The
limited natural resources of Hungary, its high dependence on imports and the possibility
of a significant shortage of energy resources (especially natural gas) may pose serious
challenges and threats to a stable economy. The only non-renewable energy resource
mentionable is coal, of which there is still a significant amount underground. It is also
important to highlight Hungary’s strong position in agriculture: the domestic food supply
is stable, food safety is high, and imports of genetically modified crops are banned. Still,
the significance of global climate change cannot be underestimated; it could also affect
our current stable drinking water base.

5. Population decline and the ageing of Hungarian society pose a significant challenge.
To counter this, the country is making strong efforts to promote childbearing, while
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according to the latest reports, never before in Hungary have so few children been born in
amonth as in June 2024.” It also aims to improve the quality of public and higher education
and to stabilise its position in international scientific and technological competition.

6. The Strategy deals extensively with Hungary’s security environment and the risks
that continue to threaten the currently stable security situation. The following shall be
highlighted:

+ climate change, extreme weather events, overpopulation in Africa and Asia and mass

migration

+ the population decline and ageing society of the European continent

+ the shrinking availability of global resources

* religious fundamentalism

* cross-border terrorism utilising novel techniques and tools, as well as the proliferation

of weapons of mass destruction

* organised crime becoming transnational

+ the technological revolution (digitalisation, 5G, space technology) and the related

vulnerabilities of electronic information systems

* the complexity and rapid spread of crises

+ asymmetric and hybrid warfare

+ the precarious security situation in the Western Balkans

* the emergence of pandemics

+ strategies to influence political, economic and social processes sponsored by state

and non-state actors

* the proliferation of cryptocurrencies that are not yet properly regulated by law

* increasing urbanisation

These massive and complex processes foreshadow the emergence of a new world order.
The economic, social, demographic and environmental transformations, which are huge,
rapid and often very difficult to follow, require careful preparation and complex responses.
Linked to this is Hungary’s failure to develop robust strategic offensive capabilities, while
attaching great importance to arms control and disarmament efforts.

7. The Strategy devotes great attention to the representation of Hungary’s fundamental
interests. In this context, it emphasises the promotion of national security interests as
a starting point. Naturally, the country considers the preservation of its sovereignty,
territorial integrity and constitutional order, the guarantee of its citizens’ security, the
stability of the country, its sustainable economic, social and cultural development, and
the enforcement of human rights and fundamental freedoms as its primary security
interests. Furthermore, the maintenance of international peace, security, stability and
cooperation, the promotion of democratic principles and sustainable development
and the strengthening of Euro-Atlantic and European security structures are noted to be
in the national security interest.

7 KSH 2024.
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For our country, one of the most important interests and values is the responsibility we
bear for Hungarians living beyond our borders. In this context, the possibility for people
to stay in their homeland and the assistance provided locally are given special attention.
Hungary has an interest in a strong and stable Ukraine, but also in protecting the rights
of the Hungarian community in Transcarpathia. In the period since the adoption of the
Strategy, due to known unfortunate events, Hungary has provided assistance to a large
number of refugees from Ukraine.

For Hungary, the stability of the Euro-Atlantic and European areas, especially the
Central European region and the neighbouring countries, is of paramount importance. The
position of the Balkan and Eastern European countries is also of vital importance. From
a geographical, ecological, historical and cultural point of view, the Carpathian Basin as
a natural area is also of great significance to us.

At the same time, our security interests are also affected by developments further afield
concerning the security situation in the Middle East, North Africa, the Sahel and Central
Asia. In the time since the adoption of the Strategy, the renewed and intensified conflicts
in the Middle East region are a particular cause for concern and a growing security risk.

Our membership of international organisations (UN, NATO, EU, OSCE, the Council of
Europe) serves the stability of our country’s security and defence policy; maintaining and
developing the V4 cooperation is a priority national interest. The Strategy envisages the
future of the European Union as an association of sovereign nation states, not a federation.
Particular attention should be paid to the battle against terrorism in all its forms.
Considering our energy supply, the strengthening of energy security, decarbonisation
(with a focus on the role of nuclear energy), the diversification of energy supply and the
reduction of the need for imports are fundamental Hungarian objectives. As indicated
earlier, Hungary’s coal reserves could, temporarily, strengthen its position, especially in
electricity generation.

The Strategy sets out in detail the framework for our cooperation with some countries
that bear particular significance. Specifically, it describes our relations with Germany,
Poland, the United States, Italy, France and Turkey as well as the security policy and, where
appropriate, the geostrategic importance of these countries. It also highlights the importance
of the post-Soviet space, the Middle East, certain Asian, African and Latin American states
and regional organisations in terms of foreign trade and investment. The Strategy also
specifically addresses the growing global roles of Russia and China. In view of the military
aggression launched against Ukraine in the period following the adoption of the Strategy,
a review of these aspects of the Strategy may be timely. However, the document already
recognises the significant risk of Russia’s tensions with NATO and the EU in 2020.

The Strategy highlights the importance of improving Hungary’s position in science
and technology, as we aim to be at the forefront of the world in this respect.® High-quality
research and innovation, modernised public education, vocational training and higher

8 In this context, it is worth pointing out that in 2023, two scientists of Hungarian origin were awarded the Nobel
Prize.
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education all play a key role in this.® In terms of security, higher education for military, law
enforcement and public administration,'® as well as the IT sector, merit special attention.
The protection of natural resources, in particular water sources, drinking water and
arable land is of strategic importance to Hungary’s security interests in the face of the
adverse effects of climate change. Cooperation on water security with countries in shared
river basins is also a priority,' as the effects of pollution in other countries, for example
along the Danube or the Tisza, have a major impact on Hungary.
8. Based on the above, the Strategy identifies the following priority security risks:
— mass illegal migration
— the possibility of an unexpected armed attack
— coordinated diplomatic, intelligence and information operations conducted against
the stability of Hungary
— cyberattacks
— acts of terror
— efforts violating national sovereignty or the significant deterioration or collapse of
Hungarian communities beyond the borders, which may lead to mass displacement
from the homeland (here again, we can refer to the escalating Russian—Ukrainian
conflict)
— a demographic situation that is becoming critical
— international economic crisis
— energy exposure
— serious and lasting instability in our region, possibly in some neighbouring
countries
— the rise of organised crime
— use of weapons of mass destruction, attack with nuclear, radiological, biological
or chemical agents
— industrial disasters with a regional impact
— epidemics
— major floods and inland floodings or other natural disasters (drought, heat and cold
waves, storms, fires)
— persistent water scarcity, drying soil and erosion, and the destruction of vegetation
9. The Strategy sets out Hungary’s strategic objectives in the field of security, which
include the following. The primary objective is to strengthen the effectiveness and
resilience of national measures as well as the strength of national cooperation in order
to ensure security. The prevention, management and response to identified challenges

9  The “Public Education Indicator System 2023” presents the current state and trends of public education
through various indicators. The study highlights that after 2018, the share of expenditure in GDP has increased
significantly on average in several Central and Eastern European countries (the Czech Republic, Slovakia,
Estonia and, in 2020, Lithuania) and in Western Europe. In contrast, the share of GDP allocated to public
education in Hungary remained stable after 2014 (Varca 2024).

10 Currently, in Hungary, these three areas are managed by a joint higher education institution, the Ludovika
University of Public Service. The University has a Faculty of Public Governance and International Studies,
a Faculty of Military Science and Officer Training and a Faculty of Law Enforcement.

1t The higher education provider for water engineering in Hungary is also the abovementioned University, which
has its own Faculty of Water Sciences.
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is primarily a national responsibility, which is the responsibility of the Government, in
cooperation with society. The primary basis for security is a solid social, economic and
financial structure and a sustainable and flexible system of preventive and protective
measures at the national level, including the targeted development of the armed forces and
law enforcement agencies (the police, the penitentiary, the national security services, the
disaster management and, for its law enforcement functions, the State Tax and Customs
Administration). The ability to respond independently at the national level to threats from
beyond our borders is vital. It is in the interest of society as a whole to shape and develop
the citizens’ patriotism, sense of national responsibility and security-conscious mindset. In
addition to raising the general levels of the citizens’ knowledge on these topics, the training
of young people in disaster management, national defence education and the preparation
of volunteer reservists play a key role in this process. Hungary’s strategic objective is
to develop, by 2030, the national resilience, deterrence, defence, crisis management and
coordination capabilities that are a prerequisite for the stability and security necessary for
the development of the nation in a volatile international environment. According to the
Strategy, Hungary’s high level of public security, even by international standards, must be
maintained and further improved.

The Strategy states that Hungary must ensure the protection of the fundamental rights
of Hungarians living beyond its borders. The document has already referred to this earlier,
as we have indicated, this can be linked to the reception and care of refugees from Ukraine
by providing them with accommodation, as well as work and study opportunities.

Among the strategic objectives, the development of the defence industry and the armed
forces is naturally emphasised. This includes, among other things, supporting enterprises
in the defence industry, procuring as many products as possible from domestic sources
which would be needed for defence, supporting defence research, development and
innovation, as well as integrating the domestic knowledge base into the development of
the defence industry.

The additional reinforcement of our cooperation within international organisations
is also a key objective of the Strategy. In this context, the “collective self-defence”
arrangements [Article 5 of the North Atlantic Treaty'? based on Article 42 (7) of the Treaty
on European Union'], arms control, disarmament, compliance with and monitoring of
non-proliferation regimes, and the Euro-Atlantic and EU integration of neighbouring
regions are particularly important. The development of Hungary’s bilateral and regional
security and defence cooperation frameworks and Hungary’s substantive contribution to
global development are also high up on the agenda. Among the environmental aspects also
set out above, the Strategy makes clear that one of the critical conditions for sustainable
social and economic development and the prevention of natural disasters is the mitigation
of the effects of climate change, as well as the promotion of environmentally conscious
and low-carbon lifestyles in order to reduce the economy’s fossil fuel demand.

12 For a detailed analysis of the article, including a historical retrospective, see Suryok 2002: 99-136.
13 For the elements of the Union’s common security and defence policy related to this rule see PUNkOsTY 2023:
443-448.
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10. The Strategy summarises, in a repeated and “awareness-raising” way, the
comprehensive tasks and tools that will make it possible to achieve the objectives. It
states that Hungary intends to promote the achievement of its strategic security objectives
through predictable, proactive, and value and interest-based foreign, security and defence
policy. Furthermore, through the maintenance of adequate self-sufficiency of national
armed forces and law enforcement, economic and foreign trade instruments, and finally
through effective strategy government communication. According to the Strategy, the
Hungarian Government is committed to providing adequate resources for the fulfilment
of its tasks.

The document lays emphasis on making the Hungarian Defence Forces able to avert
possible armed aggression against the country, both independently and through cooperation
in the context of alliances. This requires well-equipped and well-trained defence forces
and interoperable capabilities. The defence forces are also responsible for assisting with
the consequences of disasters. It is important that defence capabilities are serviced by
a defence industry with sufficient capacity.

According to the Strategy, Hungary intends to continue to participate in addressing the
management and root causes of crises in the Western Balkans, the Middle East, Africa,
Central Asia and other regions with security implications, as well as in any stabilisation
and reconstruction processes.

The protection of women and children is a priority in international crisis management.
A related objective of the Strategy is to ensure the protection of educational institutions,
including IT record-keeping and data systems. The design and delivery of humanitarian
aid is equally important.

The Strategy points out that one of the most topical tasks is to coordinate the activities of
the bodies responsible for the external and internal security of the state (armed forces, law
enforcement agencies and civil authorities). In line with this, coordination and cooperation
between foreign affairs, defence, law enforcement, national security, judicial, economic
and financial affairs, public health and epidemiology, food safety, disaster management
and civil crisis management bodies shall be continued and strengthened.* Increased
action to combat mass, uncontrolled and illegal migration and trafficking of human beings
is of the utmost importance, as is the fight against terrorism and organised crime.

With regard to economic aspects, the Strategy emphasises that the pursuit of a growth
and export-oriented economic policy that ensures fiscal balance is closely linked to the
economic and social stability of Hungary, and thus to its ability to assert its security
policy interests. Industrial development, employment expansion, and the reduction of
underground economy and corruption are important tools in this respect. Likewise, efforts
to broaden the possibilities for importing natural gas, to ensure the sustainability of the
energy mix, to expand the Paks nuclear power plant and to preserve coal assets also bear
great significance.

To address the demographic challenge, the Strategy proposes a family policy that
promotes responsible parenthood, aims to improve the health of citizens, and mechanises
certain production processes as well as reinforcing them with the use of artificial

4 One of the most important legal instruments is Act XCIII of 2021, which will be discussed in more detail later.

68 AARMS (23) 3 (2024)



Sandor MORE - Gyérgy Péter SZILVASY: The Special Legal Order and the Renewed Strategies

intelligence. The aim is to reduce economic disparities between the country’s regions
while maintaining social security and providing adequate child protection in order to
achieve social inclusion.

The document also pays close attention to addressing challenges, risks and threats
within cyberspace. Ensuring the smooth functioning of critical information infrastructures
and the development of the cyber defence and cyber operations forces are of particular
importance in this context. Further development of the skills of the national security
services and close cooperation with allied forces performing similar tasks are essential as
well. It is also paramount, according to the document, that Hungary pays special attention
to the development of the space sector in terms of innovation, which can give the country
considerable leverage in international relations.

Moreover, the Strategy points out that health security is prioritised, especially in light
of the recent pandemic. If necessary, the use of military force could be considered (for
crisis response, evacuation, quarantine, running military hospitals, and so forth). Great
importance should also be attached to the areas of vaccine and pharmaceutical production
and the sustainability of healthcare systems.

In order to ensure environmental security, the document identifies as indispensable the
increased protection of water and land resources and their intrinsically linked ecosystems,
alongside the preservation of biodiversity, the conditions for providing the population with
healthy drinking water and non-GMO food, the improvement of air quality, the reduction
of carbon dioxide emissions and the enhanced preparedness of public health, veterinary
and phytosanitary services.

11. Finally, the Strategy provides guidance to public and governmental bodies on the
expectations for the delivery of tasks in line with the document.

Public authorities should continuously assess the issues of national and international
security and the threats in their respective fields and take the necessary steps to prevent
and address them. Their security-related activities should be consistent with the Strategy,
and ministries should also strive for this consistency when developing their own sectoral
strategies.

In the event of a significant change in Hungary’s security environment or other relevant
circumstances, the Strategy will be reviewed.

The National Military Strategy

The National Military Strategy is another key governmental planning document of
Hungarian security and defence policy which was adopted by the Government in
2021, also in the form of a normative government decision [Government Resolution
1393/2021 (VI. 24.)]. Given that its legal source is identical to that of the National Security
Strategy, the same characteristics apply to this Strategy (its form is that of a public law
regulatory instrument, i.e. an internal act).

While the National Security Strategy can be seen as a comprehensive, general
document, the Military Strategy can be understood as a sectoral (sub)strategy, which is
closely related to the development of the armed forces, the military aspects of the security
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environment and, of course, the vision for the future Hungarian Defence Forces. Since by
its very nature it is in a sense an “implementation” of the first strategy, it is closely in line
with it and in many cases repeats its formulations.!> The Military Strategy is therefore
presented here only briefly and in summary.

At the core of the Strategy is the Zrinyi Defence and Military Development Programme
launched by the Hungarian Government in 2016, which aims to develop a military force
that increases security for Hungarian citizens and the military-industrial capacities
needed to sustain it. The renewed Hungarian Defence Forces will develop and organise
their capabilities in line with the government’s defence policy considerations, ensuring the
protection of the country’s sovereignty and territorial integrity, as well as its citizens and
interests. The aim of the military development is to significantly strengthen Hungary’s
military self-reliance, which is essential not only for its self-defence and deterrence
capabilities but also to remain an effective contributor to regional, European and
transatlantic security efforts.

The Strategy naturally gives special attention to our membership in NATO but stresses
that national self-reliance is a fundamental condition for collective defence and effective
alliance cooperation. Hungary’s strategic objective is to build its national Defence Forces
by 2030, which as a member of NATO and one of the region’s leading military forces, will
be capable of guaranteeing the country’s security, the deterrence of potential aggression,
the support of collective defence against military and non-military threats and challenges,
and the fulfilment of responsibilities arising from its membership of the Alliance and the
European Union. The Zrinyi Programme provides the framework for this.

According to the document, the country’s security is ensured by mutually
complementary pillars:

* a modern national defence force complemented by the defence systems of regional

cooperation

* the collective defence provided by NATO

+ the EU’s common security and defence policy

+ the UN and OSCE cooperation forums

The Strategy points out that fostering security is a long-term task, and the defence of
the country is built on complex and interdependent security elements which are military,
economic, political, social, environmental, and cyber and information dimensional
in nature. Today’s state and non-state threats and challenges can occur across the full
spectrum of these security dimensions in various combinations, and defence cannot be
treated in isolation from other areas of security. Addressing security challenges goes
beyond the remit of individual specialist ministries and requires holistic governmental
cooperation. At the same time, military capabilities will continue to play a key role in the
implementation of national defence tasks. In view of the above, the scope of the Strategy
covers all activities and organisations in the defence sector that are involved in the defence
of the country and in providing capabilities related to our alliance commitments. However,
it provides guidance primarily to the Hungarian Defence Forces.

5 On the relationship between the Strategies see FarRkas—TiLL 2022: 21-22.
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1. The Strategy examines in detail the security challenges our country faces in the
operational environment of the 21% century. Overall, the document is pessimistic: the global
and European security environment is characterised by instability and unpredictability.
Crises in distant regions could have a short-term impact on Hungary’s security, increasing
the number and range of threats and challenges which Hungary faces. Overall, the global
security situation is deteriorating. The shifting balance of power is accompanied by a renewed
intensification of great power rivalries and an increased risk of confrontation. In the 21%
century, while the purpose of war remains unchanged, the theatres, forms and methods of
war are expanding and changing, and its characteristics are increasingly extending to non-
military dimensions of security (e.g. hybrid warfare or the use of proxy forces).

Radical changes are also taking place in the technological sphere. The spread of
artificially intelligent robots, revolutionary drone technology, human—robot collaborative
military tasking, automated decision-making technologies, military applications of 3D
printing, cyberspace operations and directed energy weapons, and military hardware
with high-precision and autonomous strike measurement capabilities are fundamentally
changing the rules and procedures of warfare.

In modern wars, the concept of “victory” has changed, since the attacking party
does not need to occupy the enemy’s territory or destroy their army, forces or economic
potential in order to achieve a political goal. To achieve victory, it may be sufficient to
attack the enemy’s centres of state and administrative leadership or vital infrastructures in
order to block the functioning of communication systems, to make the political leadership
incapable of action, and to strike at the enemy’s command and control objects in terms
of military forces and military infrastructure, and thus gain total control over the target
country. Outer space is also the new venue for the deployment of the latest technologies,
which gives the major powers in particular a significant competitive advantage, even
during times of peace.

2. The Strategy also takes into account the threats and challenges that the Hungarian
Defence Forces may face. It states that, although the likelihood of an unexpected armed
attack by another state against our country is low, the Hungarian Defence Forces must
at all times be able to deter an armed attack, even independently. This may be necessary
until the arrival of allied forces, or, in the event of an armed attack, to defend the country’s
independence, territorial integrity, borders, citizens and material assets. Interested state
actors may also use information technology to cripple or obstruct the command-and-
control system of the Hungarian Defence Forces. Moreover, there would be some small
probability, but also unforeseeable consequences, of an attack with weapons of mass
destruction (including nuclear missile systems), in which the use of the capabilities of the
Hungarian Defence Forces would be unavoidable.

In the 21° century, risks from non-state actors are becoming increasingly common.
In this context, the rise of radical ideologies and terrorism, even within Europe, poses
an increased threat. Illegal migration on a massive scale is also a major challenge, which
the Defence Forces are actively supporting law enforcement agencies to counter.

The rapid spread and serious consequences of the coronavirus pandemic have shown
that the armed forces can play a significant role in managing a crisis of this nature,
especially with their high level of organisation, capabilities and extensive logistical
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infrastructure. The important role of the armed forces in disaster management (both
industrial and natural) should be emphasised.

3. In terms of Hungary’s defence capabilities, the Strategy points out that in the period
following the regime change (1989-1990), the level of resources spent on military forces
decreased significantly, the life of military technology systems, which were typically
Soviet-made, expired, and capacities of the defence industry were degraded. The objectives
of the Zrinyi Programme have led to significant changes in the processes set out above,
including the development of military systems and infrastructure, the acceleration of
holistic governmental decision-making, as well as the development of national resilience
and security awareness among citizens. The emergence of a committed and competent
workforce with high-quality education, training and continuous professional development,
based on targeted knowledge elements, and with adequate physical fitness and mental
resilience, is a notable challenge as well, and essential for the successful operation of
modern forces.

Hungary’s specific geographic location places it at the threshold between the eastern
and southern threats identified by NATO, as well as the continental theatres of war in
Northern, Eastern and Southern Europe, and its central position allows it to function as
amilitary backbone, procession route, and area for reception, concentration, redeployment
and training. In addition to the large-scale cooperation already mentioned (NATO, EU, and
so forth), the regional cooperation forums (e.g. V4, Central European Defence Cooperation,
Central European Multi-National Command, and so forth) also bear great significance.

4. The Strategy asks the following question: What will the future of defence look like?
The answers are numerous. Generally speaking, the Hungarian Defence Forces must
become a sustainable force that meets the requirements of the times and is modernised in its
approach, organisational culture and military technology. It must be well organised, it must
respect and cherish national traditions, and it has to be deployed effectively both on its own
and within a federal and EU framework. It must also be able to strengthen its capabilities
with a reserve system. It must have modern, well-trained and equipped soldiers, as well as
flexible, adaptable, effectively deployable and sustainable military capabilities to carry out
its domestic and international tasks. The development and maintenance of an adequate and
continuously renewable national defence industry is essential for modern forces.

In the case of threats, mainly from state actors, the Strategy recognises the concept
of deterrence as well as protection. A strong national force capable of responding
autonomously will in itself provide the deterrent force to address the objectives and risks
of a potential attack by an adversary of comparable size and potential, and, if an attack is
launched, to defend the territory and sovereignty of the country with armed forces.

The Strategy emphasises that defence is a national issue and that resources and the
coordination of efforts must be developed at all levels of all organisations of government
and public administration. Although the armed defence of the country can only be
achieved through the activities of the Hungarian Defence Forces, the nature of the
challenges requires the preparation of the whole nation and the strengthening of national
resilience in the complex system of defence. This also includes the further development of
public administration, the economy, social organisations, as well as individuals in times
of peace, as the security of the country can only be ensured by the combined existence
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and cooperation of all these elements. In order to organise the defence of the country in
accordance with these principles, an effective defence management system must be put
in place, in the spirit of a holistic governmental approach. Strengthening the resilience
of the Hungarian national economy and the capacities of the national defence industry
will serve to enhance resilience. The Hungarian Defence Forces must be able to counter
conventional and hybrid threats, enhance national resilience through their military
capabilities, guard critical system elements and certain installations of the defence sector
requiring increased protection, and support and cooperate with civil and law enforcement
agencies. The military intelligence and counterintelligence body, the Military National
Security Service, has a special role to play in this area.’® However, there is also a civilian
component to resilience. Civilian preparedness is a task comprising part of the national
defence system, aimed at ensuring the continuity of governance (administration) and
the services provided by vital system elements, as well as securing civilian resources
to support the Hungarian Defence Forces and NATO military forces. The coordination
between the civil and military aspects of civil preparedness tasks in order to strengthen
and develop national resilience is carried out within the system of defence administration,
which therefore needs to be developed in a manner capable of effectively carrying out the
tasks arising from these requirements.

It is an obvious and clear requirement that our country and the Defence Forces should
continue to be active and stable participants in international cooperation. As mentioned
earlier, maintaining and enhancing the capability and readiness to cooperate with allied
and EU forces, security and defence organisations is a priority. Of particular relevance
in this context is the implementation of commitments under the Permanent Structured
Cooperation' of the EU Common Security and Defence Policy.

The Strategy also addresses the civilian component in detail. It addresses not only the
soldiers serving in the Defence Forces but also the civilians performing service in aid
of defence duties. In addition to ensuring a stable and predictable military career, the
recruitment, retention, career development and development of the benefits system are also
major challenges. In order to guarantee resource replenishment for the Defence Forces, the
Strategy sets as a task an effective patriotic and defence education, and the dissemination
of relevant basic knowledge to a broader range of society through the institutions of public
education, vocational training and higher education.

5. Based on the above, the Strategy also discusses the characteristics of the modernised
Hungarian Defence Forces. The Hungarian Defence Forces are the primary pillar of
guaranteeing the sovereignty and territorial integrity of our country. Accordingly, the
Armed Forces carry out their tasks to the standards of the times, as stipulated in the
Fundamental Law and the general legal framework. It guarantees Hungary’s security and
sovereignty through credible deterrence based on its national capabilities, on the one hand,
and within the framework of the alliance system, on the other. The future’s Hungarian

16 For a detailed regulation of the tasks and competences of the Service see Articles 6-7 of Act CXXV of
1995 on National Security Services.
7" In short, PESCO.
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Army is a modern, highly mobile and responsive organisation, capable of continuous
development, adaptation and renewal.

In terms of personnel, the Defence Forces are made up not only of professional
and contracted soldiers but also of civilians and so-called reservists who support their
activities. The Strategy foresees the creation of a Hungarian Defence Force prepared to
carry out its tasks independently but also while integrated in the system of alliances,
through the planned implementation of comprehensive improvements to the capabilities
required for defence. It is also notable that making progress in national resilience, which
is also integrated into the NATO Crisis Response System, can maintain a high level of
the citizens’ sense of security and preparedness for elements involved in crisis response.

The Strategy points out that the warfare of the present and the future goes beyond the
boundaries of armed conflict in the traditional sense. With the expansion of operational
space, in addition to classical land and air forces, the electromagnetic, cyberspace and
space forces play an increasing role in gaining and maintaining operational superiority,
both in deterrence and during times of crisis or armed confrontation. This will require the
coordinated development of new operational spaces, such as electromagnetic, cyberspace
and space assets, in addition to the capabilities of classical forces. The new Hungarian
forces are capable of conducting both traditional symmetric and asymmetric warfare, even
when faced with irregular forces or an adversary with superior capabilities. To this end,
the Strategy includes development concepts for land, air and cyber forces, as well as for
support capabilities (e.g. logistics and health). Military tasks will be complemented by
a so-called volunteer area protection force.

The document under scrutiny envisages force development through the active
advancement of command and control, combat support and service, as well as capabilities
of adaptation and transformation, and complementary national and hinterland defence.
One of the most important components of the latter is the staffing of an ever-expanding
so-called Voluntary Reserve System.

6. The Strategy also includes objectives for the defence industry. The maintenance and
development of national defence industrial capabilities and the development of autonomous
industrial research and innovation for defence are strategic in nature. They aim to enhance
the country’s defence credibility, resilience and robustness and to reduce significantly
its external economic and technological dependence for defence in the short term. The
implementation of the Zrinyi Programme will therefore be supported by related industrial
development programmes. The Hungarian Government shall support the defence sector
through economic instruments and incentives, enabling the production and maintenance
of modern military equipment on a domestic basis, developing the necessary production
capacities, implementing the technological change necessary for the operation and
servicing of new equipment, and providing skilled labour. In a broader sense, the Strategy
points out that industrial research and innovation for defence has a positive impact on the
technical quality of the whole economy.

7. The last point of the Strategy examines the financial basis for achieving the objectives
set. It states that one of the decisive conditions for the development of the armed forces is that
the availability and efficient use of resources for the defence sector shall be commensurate
with the performance of the national economy. In line with the requirements of NATO
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membership, defence spending should reach 2% of GDP by 2024. Adequate proportions
of the so-called defence budget are an essential condition for the implementation of the
Zrinyi Programme.

Finally, the Strategy indicates that its timeline is essentially longer term, but that it
should be reviewed as necessary, at least every four years in any case, in light of significant
changes in the security environment or in the system of defence management.

Constitutional regulation of the special legal order

The main source of Hungarian law, i.e. our cartel constitution, has only included regulations
on the special legal order (also known as the extraordinary legal order, emergency situation,
qualified period) since the change of regime in 1989, as the previous system, which could
not be considered to have operated under the rule of law, considered it unnecessary to
regulate this issue.'® The constitutional arrangements following the transition to the rule
of law regulated the relevant provisions in a scattered manner, largely in relation to state
bodies.

The new constitution, Hungary’s Fundamental Law, which entered into force in 2012,
now has a single, separate chapter dedicated to the rules for the special legal order. While
it previously listed a total of six types of cases (state of national crisis, state of emergency,
state of danger, terrorist emergency, pre-emptive state of defence and unexpected attack),
the ninth and tenth amendments to the Fundamental Law in effect since 1 November
2022 have restructured the rules and reduced the number of cases to three (state of war,
state of emergency and state of danger). The main new elements of the current legislation
are presented below."

1. A state of war may be declared in the following cases:

— in the event of a declaration of war or threat of war

— an external armed attack, an act having equivalent effect to an external armed
attack and the imminent threat thereof

— in the case of a covenant to provide collective defence

In effect, therefore, under the term “state of war”, Parliament has essentially merged the
previous scope of a state of national crisis, a pre-emptive state of defence and unexpected
attack (and, in some cases, terrorist emergency). What has not changed is that the declaration
of a state of war requires the agreement of two-thirds of all Members of Parliament.?
A significant modification, however, is that unlike the previous legislation, which
provided for the establishment and operation of a so-called Defence Council during a state

8 See e.g. HorrMAN—KADAR 2021: 16-17.

19 The rules of the special legal order to be presented here are contained in Articles 48-56 of the Fundamental
Law. It should be noted here that international perspectives on the subject have recently been published in
large volumes of studies. See, among others, Nacy—HorvATH 2021; Nacy—HorvATH 2022; KELEMEN et al.
2023: 44-94.

2 The question of what legal form the “declaration” should take and, in light of this, whether it should be subject
to review by the Constitutional Court, is a very interesting one. See Csink 2023: 6-10.
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of national crisis (although, fortunately, this was never needed), the current legislation
now only gives the Government the power to act, if necessary. According to Hungary’s
Fundamental Law, during a state of war, the Government exercises the rights delegated to
it by Parliament and decides on the deployment of the Hungarian Defence Forces abroad
or domestically, on their participation in peacekeeping, on their humanitarian activities in
foreign theatres of operations, on their stationing abroad, and on the deployment of foreign
armed forces within Hungary or from the territory of Hungary as well as their stationing
in Hungary.
2. A state of emergency may be declared in the following cases:
— inthe case of an act intended to overthrow or subvert the constitutional order or to
acquire exclusive power
— in the event of a serious unlawful act that massively endangers the safety of life
and property

The rules on the constituent elements of the state of emergency have changed little. A new
element is the possibility of so-called “subversive” activities,”* and the fact that serious
acts for the purposes of both categories cannot only be committed by armed persons
anymore (the adjective “violent” has been removed from the second category and replaced
by “unlawful”). In this way, the constitutional authority has responded to the fact that
such offensive conduct can also be carried out in cyberspace, by means of information
technology.

The rule that the declaration of a state of emergency requires the agreement of two-
thirds of all MPs has not changed. The timeline is also unchanged, except that a state of
emergency may be declared for a period of thirty days, which may, however, be extended
by a further period of thirty days by a vote of two-thirds of all MPs if the circumstances
necessitating the declaration of a state of emergency still exist.

A major amendment, however, is that the President of the Republic no longer has the
power to issue decrees in the event of a state of emergency, and the Constitution does not
address whether the Hungarian Defence Forces may be used during a state of emergency.

3. There has been a significant change in the reasons for declaring a state of danger.
Under the current constitutional rules, the Government may declare a state of danger in
the event of armed conflict, war or humanitarian disaster in a neighbouring country, or
in the event of a serious incident threatening the safety of life and property, in particular
a natural disaster or industrial accident, or in order to avert the consequences thereof.
Firstly, the reference to the situation in a neighbouring state was not previously included
in the Fundamental Law (this changed on 25 May 2022, in view of the escalation of the
Russian—Ukrainian conflict), and secondly, the reference to a natural disaster or industrial

21 The definition of this is not yet known, nor is it defined in the explanatory memorandum of the amendment
to the Fundamental Law. See JakaB-TiLL 2021: 474-475. The new state of emergency legislation may also
include some of the elements of the former terrorist emergency. See in this context a detailed analysis of the
previous and the new legislation: HorvATH 2021b: 133-135.
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disaster is not merely exemplary but is regulated as a concrete possible reason for
proclamation.?

By comparing the expanded cases of the state of danger with the state of war and the
national defence crisis (quasi-special legal order),”® it can be concluded that “danger”
appears in all three legal orders. The question arises whether an armed conflict or war
in a neighbouring country can justify the introduction of a special or quasi-special legal
order in Hungary. It may do so because, on the one hand, a war in a neighbouring country
may entail the risk of further spread, and on the other hand, the large number of refugees
may place a heavy burden on immigration enforcement agencies, social welfare systems,
etc. The demarcation between the two special legal orders can also be seen in the fact that
the Fundamental Law uses “imminent danger” in the case of a state of war, which means
a qualified “danger”. The question also arises as to why it was necessary to broaden the
cases of state of danger, as this concept overlaps significantly with that of national defence
crisis, although the latter is a peacetime condition for crisis management, not a matter for
consideration of a special legal order. Consequently, if there is an “imminent danger” that
an armed conflict or war in a neighbouring country will extend to Hungary, then a state
of war should be declared, but in our opinion, if the “danger” is not imminent, then it is
sufficient to declare a national defence crisis.

An important new guarantee rule is that a state of danger can be declared for thirty
days but this can be extended by Parliament if the circumstances that led to the declaration
persist. The authorisation requires the affirmative vote of two-thirds of the MPs present,
not all of them. In contrast to the “original” thirty-day time limit, the extension could in
theory last indefinitely subject, of course, to the constitutional rule that the body authorised
to declare a special legal order shall terminate it when the conditions for its proclamation
no longer exist. In reality, however, the extension is prevented by Article 82/A of Act
XCIIT of 2021 on the Coordination of Defence and Security Activities, which sets the
maximum duration to be 180 days.*

4. Among the common rules concerning certain cases of the special legal order, the
previous provisions of the Fundamental Law have not changed significantly (e.g. the scope
of fundamental rights* that may be restricted in relation to the so-called “constitutional
minimum?”, the prohibition of the dissolution of Parliament during a state of war or state
of emergency, the powers of the President of the Republic to substitute Parliament, the

2 1In the context of the previous constitutional legislation, the question of whether a pandemic can be equated
with a “major disaster” has been the subject of debate in both public and academic circles. See e.g. SZENTE
2020: 131-133; for a very detailed analysis see HorvAaTa 2021a: 156-159. In relation to the constitutional
rules and the regulation of the Disaster Management Act, see also KLEN 2020: 220-222; Jakap—TiLL 2021:
464-465. On the previous legislation of the Fundamental Law see TiLL 2019.

% According to Paragraph (1) of Article 107 of Act CXL of 2021 on Defence and the Hungarian Defence Forces,
a national defence crisis may be declared in view of the effects of a crisis in a state neighbouring Hungary,
which requires military management and directly threatens Hungary’s security in the event of an external
armed attack or a threat of an external armed attack equivalent in its effect to an external armed attack, or in
order to prepare for the fulfilment of military obligations in connection with NATO and EU membership.

2 Since May 2022, a state of danger has been maintained with reference to the Russian—Ukrainian conflict. At
the time of writing, the Parliament had already adopted a new authorisation allowing the extension of the state
of danger until 23 May 2024.

% See in this context Sasjanics 2022: 8-9.
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automatic expiry of decrees issued during the special legal order when the special legal
order ceases to exist, and so forth). Something that may be considered a radical change is
that during all three cases of a special legal order, the Government has substantive rights
and obligations to act, in particular the possibility to issue decrees with the force of law.
Thus, as indicated above, the opportunities for issuing decrees that did not exist under
the previous constitutional rules during the “normal” legal order (as regards the Defence
Council and the President of the Republic), which were (in theory) possible during the
state of emergency and extraordinary circumstances, have been removed.

This designation of the Government as a centre of power with broad powers is also
accompanied by increased responsibility as a guarantee in the Fundamental Law. Among
other things, the Government is obliged to take all measures to ensure the continued
functioning of Parliament and the Constitutional Court in times of special legal order.
During the period of special legal order, the Government is obliged to inform the
President of the Republic, the Speaker of Parliament and the Parliamentary Standing
Committee, endowed with the relevant powers and responsibilities of Parliament, of the
decree issued under the rules governing the special legal order. Furthermore, a special
new rule is that the Parliament may repeal a decree issued by the Government under
the rules governing the special legal order during the special legal order. A repealed
decree may not be reissued by the Government with the same content unless justified
by a significant change in circumstances, in which case the Government must keep the
abovementioned bodies informed.

Act on the Coordination of Defence and Security Activities

One of the most important legislative acts of the 2018—2022 parliamentary term is Act XCIII
of 2021 on the Coordination of Defence and Security Activities (hereinafter: AoCDSA).%
The Act is based on the National Security Strategy and includes a number of provisions
that previously appeared in the laws on defence (sometimes partially in other laws, e.g. on
disaster management).

1. The explanatory memorandum to the proposed law highlights that since 2013, the
security environment in Europe has changed dynamically. The Arab Spring, the massive
wave of illegal migration, the conflicts in Ukraine and the hybrid events that preceded
them, the terrorist attacks in Europe and the development of cybercrime opportunities
resulting from the evolution of information technology, among others, have marked
an epochal change, but the successive threats in our region have led the legislator to react
on a case-by-case basis, in parallel with the management of specific crises. The altered
security environment has made it necessary to step up cooperation between armed bodies
and organisations, on the one hand, and to strengthen the capacity for preparedness and
response for defence and security purposes in non-armed activities, on the other.

% For a brief and overarching presentation of the law see e.g. KApAR 2022: 8-10. An extensive analysis of the
historical antecedents of the Act and of the Ninth Amendment to the Fundamental Law is provided in FARKAs—
KeLEMEN 2022: 4-40. The law is presented in detail, chapter by chapter in KApAr 2023: Chapters ITI-XV.
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Through the new law, the legislator has complemented the sectoral operation of the
previous law with a framework for effective cooperation replacing the sectoral delimitation
and the holistic coordination of the government, making it a priority area to strengthen the
preparedness and security awareness of society, as well as to make the standard legal crisis
management and the special legal order regulation more effective. The Ninth and Tenth
Amendments to the Fundamental Law and the AoCDSA have laid the foundations for the
reform of defence and security upon which the coordinated development of the various
sectors, in light of the foreseeable changes in technology and the security environment,
can be built in the coming years.

To this end, the Act draws on the country’s historical background, the regulatory and
crisis management experience of recent years, the increasingly comprehensive approach to
national security in the transatlantic region, NATO’s efforts to develop national resilience,
and the academic analyses of these issues both in Hungary and abroad. The aim of the
Act is therefore to establish and consolidate a comprehensive approach to the protection
of Hungary and the security of the nation through leaving sectoral specificities intact and
maintaining the system of sectoral governance, but enhancing the coordination of crisis
management operations, modernising crisis management regulations and improving the
preparedness and security awareness of non-state actors. The explanatory memorandum
also states that the ability to adapt rapidly to circumstances that often change over a short
period of time is a prerequisite for effective crisis management. With this in mind,
the drafting of the AoCDSA has also placed due emphasis on securing the conditions
necessary for adaptiveness at both individual and societal levels.

2. The Act declares, as a matter of principle, that the defence and security of Hungary
is a national matter upon which the survival and development of the nation and the
enforcement of community and individual rights are based. Therefore, the legal provisions
relating to the maintenance and development of the defence and security of the Hungarian
nation shall be determined in light of this Act. As such, it makes it clear that the AoCDSA
should be regarded as a type of “framework” law whenever the legislator adopts new
legislation on defence and security issues (this is reflected, inter alia, in the Defence Act
currently in force).

According to the law, the unified management of the above and the promotion of
a modern security concept in this context, as well as the coordination of the operation
and utilisation of the organisations, capabilities and resources involved in this, are tasks
for the State. The three pillars of the enforcement of the stated requirements and, where
necessary, of the armed defence of Hungary are as follows:

* the defence system and the Hungarian Defence Forces

* law enforcement and law enforcement agencies (the police, the National Tax and

Customs Administration, the penitentiary system and the professional disaster
management agency)

« the national security services?’

% There are currently one military (the Military National Security Service) and four civilian national security
services operating in Hungary. The civilian services are: the Office for the Protection of the Constitution, the
Information Office, the National Security Service and the National Information Centre.
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All (civil) public authorities®® are obliged to cooperate with these bodies in order to
meet the above requirements which are of a principled nature.

The law devotes a separate sub-chapter to the “Principles”. In this context, the
emphasis should be placed on the priority of Community-wide security, the requirement for
coordinated action and the proportionality of any restriction of rights.

3. In recent decades, a common regulatory subject of defence laws has been the
discussion of the so-called system of basic defence obligations. The general regulation of
these has been taken over by the AoCDSA. It is important to point out that the relevant
regulatory system has multiple levels: the Constitution provides the basis,* while certain
detailed provisions remain regulated by the Defence Act. The obligations of defence and
security are as follows:

+ military service, armed or unarmed (during a state of war)

+ civil defence obligations

» compulsory national defence work (during a state of war)

+ economic and material service obligations

+ the obligation to notify for defence and security purposes

It is worth emphasising that under the Fundamental Law:

+ military service is compulsory only for men of Hungarian nationality who are of age
and reside in Hungary

+ the obligation to work in the field of national defence and the civil defence obligation
applies only to Hungarian citizens of full age resident in Hungary (including women),
while

+ economic and material service obligations apply to everyone (not just individuals but
also organisations)

However, the AoCDSA also stipulates that only one of the obligations of military service,
civil defence and national defence may be imposed on one natural person within one
period. Another rule of guarantee which bears significance is that administrative decisions
and measures relating to the fulfilment of the obligations of defence and security under
the Act may be challenged by means of an administrative appeal or administrative lawsuit.
Three of the defence and security obligations are regulated in detail in the Act, as the
other two (obligations that may be imposed during a state of war) are regulated in detail in
the Defence Act. The obligations are briefly described here.
a) The objectives of the civil defence obligation in times of armed conflict and disaster:
— the protection of human life
— the protection of material goods necessary for human subsistence

According to the interpretative provision of the AoCDSA, the term “administrative body” is to be understood
only to mean state administrative bodies under the control of the Government (i.e. excluding certain bodies
with autonomous legal status and local self-governments, which are excluded from the control of the
Government).

Paragraph (3) of Article XXXI of the Fundamental Law deals with military service, (4) deals with the obligation
to perform national defence services, (5) deals with civil defence service and (6) deals with economic and
material service.
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— promoting the preservation of material security
— performance of humanitarian tasks

The sub-obligations of the civil defence obligation are the obligation to provide
information, the obligation to report, the obligation to participate and the obligation to
provide service. The mayor usually acts in matters relating to these obligations.

b) The purpose of the economic and material service obligation is to provide the
material and service conditions for the performance of tasks directly related to the defence
and security of the country, as defined by law, from non-state sources if they cannot be
provided in any other way. As indicated above, this service obligation may be imposed not
only on natural persons but also on organisations (primarily companies).

This obligation can be very broad. It may involve, for example, the temporary transfer
of immovable or movable property, the creation of reserves and stocks, the suspension of
exports of foreign currency or precious metals, the restructuring of a production plant, the
provision of data, and so forth.

The decision to use this service is made by the “claiming authority”. This authority
may be the Government or a Minister, the chairman of the regional defence committee,
the mayor, the head of the sectoral administration responsible for defence and security
administration, or, in the event of war, the commander of the military organisation. If
the person or body concerned suffers a financial loss as a result of the performance of the
service, he or she may, as a general rule, be compensated for that loss.

) The essence of the duty to report for defence and security purposes is that, in the event
of certain acts or circumstances occurring which are specified by law, the person who
becomes aware of them is obliged to report them to the specified bodies. These include,
for example, acts likely to cause serious and violent disturbance to public order or public
security, as well as imminent threats thereto, and disasters. Notification can be made
to a number of bodies, including the police, defence organisations, disaster prevention
services, metropolitan and county government offices and local self-government offices.

4. The AoCDSA also covers a number of other topics, including planning for defence
and security, preparation and mobilisation of the national economy for defence, the system
of national resilience, the alert system for defence and security, the verification and control of
obligations, the so-called coordinated defence action, and the rules for national participation
in NATO and EU crisis management systems. These will not be described in detail here, but
the specificities of the defence and security management system will be discussed. In recent
decades, the rules relating to this were also laid down in the Defence Acts.

The AoCDSA emphasises the role of the Parliament, the President of the Republic,
the Government and the ministers responsible for the management of certain public
administration sectors, as well as the role of defence and security organisations in the
top-level management of defence and security activities. Simultaneously, a large number
of other state organisations are involved in the performance of defence and security
tasks (e.g. state administration bodies under the control of the Government, local self-
governments, courts and prosecutors’ offices, healthcare-related, educational, cultural
and scientific institutions, the national news agency, transport, communications and
information technology bodies, the state post office, the Hungarian National Bank, utility
service providers, and so forth).
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In a narrower sense, the law deals with the organisation of the defence and security
management system. The purpose of the system of defence and security management can
be summarised as follows:

 coordinating the activities and development of all bodies and organisations involved

in maintaining and developing the defence and security of the country and the nation

+ providing governmental direction to the bodies involved in the preparation for

coordinated defence action

* the transmission of government guidance to the bodies involved in preparing for the

operation of the special legal order

 preparing for and coordinating the exercise of cross-sectoral responsibilities

* the professional management of cross-sectoral activities, as defined by law

+ carrying out checks related to defence and security activities and the preparations for

them

It is observable that the law attaches particular importance to coordination tasks.

The organisational system is organised into three levels: the central, the regional and
the local bodies of defence and security administration. The central body is designated by
decree by the Government and is currently the Defence Administrative Office.*® The Office
is a central administration, under the authority of a Minister and headed by a Director-
General. The regional and local bodies are known as Regional and Local Defence
Committees. In contrast to the central body, which was created in 2022, the system of
defence committees already existed in previous decades. In these special administrative
bodies, which have a specific legal status, there is both civilian representation (within
the regional state administration and local self-government administration) and military
and law enforcement administration. In addition to their coordinative role, the Regional
Defence Committees have the power to order the use of certain services, to order the
evacuation of the population in certain urgent cases and to deploy civil protection
organisations. The Local Defence Committees are also primarily coordinative bodies,
but may also take measures in certain cases, for example, to redeploy and mobilise the
personnel and equipment needed for protection. It is also worth mentioning that the law
specifically assigns a number of tasks to mayors in this regard.

5. Regarding the Hungarian administrative system for sanctions, it is worth mentioning
that the AoCDSA considers the breach of certain obligations defined in the Act a breach
of the rules, which entails administrative authority proceedings to be conducted by the
governmental authority. The government agency may impose protection and security fines
in the event of a finding of noncompliance.

6. Finally, in connection with the Act, we would like to convey the fact that the
preparation for special legal orders, which were also regulated in the Defence Acts, and
the operation and the range of extraordinary measures that may be introduced during
these periods, are also regulated in the AoCDSA. In this area, the law basically regulates
in general terms the measures which the Government may introduce by decree, including

30 See Government Decree 337/2022 (IX. 7.) on the Defence Administrative Office.
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the framework for the restriction of fundamental rights. In the latter context, it is worth
mentioning that the restriction of rights is only possible for a specific purpose, subject to
the requirements of necessity and proportionality.

In case of government decrees issued in the context of a special legal order, publication
in the Official Gazette is not obligatory for operational reasons. On the day of signature,
these decrees may be published free of charge on the news programmes of so-called linear
broadcasters, in daily newspapers, on Internet news portals and even by means of a notice.
If for any reason this should be impeded, the law provides that the publication must be
carried out as extensively as possible using the technical means of law enforcement
agencies and the armed forces.

The Defence Act

When considering the 2018-2022 parliamentary term, we also need to touch upon Act
CXL of 2021 on Defence and the Hungarian Defence Forces (The Defence Act), which
concerns the system of rules related to the development of the defence and security system
established in relation to the new approach. This Act, in addition to the two strategies
described above, also draws from and adapts to the rules of the AoCDSA. For the purposes
of this study, we will restrict ourselves to a brief presentation of the rules of the Act,
primarily those of a management, administration and organisational nature.

1. The explanatory memorandum to the proposal of the Defence Act highlights that the
new Act revises the sustainable elements of the previous Defence Act adopted in 2011 by
adapting them to the expectations and requirements of the times, and, bearing in mind
the Ninth Amendment to the Fundamental Law, clarifies the special legal order rules,
defining certain former special legal order tasks as peacetime tasks. As a result of the
changed security policy environment, new rules are introduced particularly in the section
concerning the tasks of the Defence Forces, which share the requirement that decisions
must be made in a timely manner. The compulsion to comply with the requirement to react
in a timely manner is a recurrent feature of the new rules of the Act, with repercussions
that affect the regulation of the powers of management. In view of the above, the new law
aims to reform the institutional system for National Defence as a whole in line with the
defence and security institutional system’s reform.

2. As in the case of previous laws on defence, the Defence Act states that defence is
a national matter. According to the Act, Hungary relies on its own strength, including the
resources of its national economy, the preparedness and determination of the Hungarian
Defence Forces, the cooperation of law enforcement agencies, national security services
and other bodies, the patriotic commitment and sacrifice of its citizens in defence of the
homeland, and the cooperation and assistance of the allied states and their armed forces in
maintaining and developing its defence and allied military capabilities.

3. In the field of defence management, the Act, similarly to previous defence Acts,
names the Parliament, the President of the Republic, the Government and its members (in
particular the Minister responsible for defence), and other bodies involved. It is important
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to underline that the activities of the Chief of the General Staff, who is in charge of the
Defence Forces, are directed by the Minister responsible for defence.®!

4. As we have already pointed out, the provisions referred to in previous legislation as
national defence obligations have been split into two. Some of them have been included in
the AoCDSA as obligations of defence and security. However, the Defence Act retains the
name “national defence obligations” and regulates the military obligation as the first of these.

The military service obligation during a state of war consists of the constitutional
(armed or unarmed) military service obligation alongside additional obligations (reporting,
providing information and participation). The purpose of armed military service is to carry
out national defence and allied military tasks and, to this end, to train and prepare conscripts
for military tasks and to strengthen the defence capabilities of the Defence Forces. The
purpose of unarmed military service is to participate in and provide the necessary training
for the unarmed tasks of the Defence Forces without the use of weapons and to ensure
and support the armed tasks of the Defence Forces. An application for unarmed military
service may be submitted to the head of the military administration and central data-
processing body of the armed forces. As in previous decades, the exemption from military
service is governed by the institution of the so-called “waiver”. The persons designated
by the body involved in managing the waivers are entered on the waiver register and may
not be summoned by the military administration for a place of service outside of their
employment duties.

The national defence work obligation is also a form of national defence obligation.
Under the Act, the person liable is required to perform physical or mental work in the
workplace assigned to him or her, in accordance with his or her abilities and state of health,
in the context of a permanent or temporary national defence work obligation, in order to
maintain and restore the functioning of the country.

5. It is worth mentioning that, as does the AoCDSA, the Defence Act allows the
Government Office, within the framework of an official procedure, to impose a so-called
national defence fine in the case of a violation of certain obligations listed above.

6. The law also defines the legal status of the Hungarian Defence Forces, also on the
basis of a “model” in place for several decades now. The Hungarian Defence Forces are
an armed force under civilian control, operating under a system of dependency, based on
volunteerism in times of peace and on volunteerism and general military duty in times
of war, and are organised by the Defence General Staff and the Defence organisations
under its subordination. Some defence organisations also perform military administrative
functions as defined by law. The Defence Forces perform their functions with or without
the right to use arms, within the scope defined by law.*

The Defence General Staffis the leading body responsible for the planning, organisation
and military activities of the Defence Forces at the highest level. This body is headed by

3 Pursuant to Paragraph (1) of Article 112 of Government Decree 182/2022 (V. 24.) on the Duties and Powers
of the Members of the Government, this is the Minister of Defence, at the time of writing.
3 For a detailed analysis of the “cooperative” type of tasks of the Defence Forces see TiLL 2023: 4-14.
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the Chief of the General Staff*® and, with certain exceptions, directs the Defence Forces
organisations. Otherwise, the defence organisations are headed by commanders.

The military administration is a two-tier organisation: it comprises a central military
administration as well as regional military administrations. The central body is the
military administrative and central data processing body of the Defence Forces;* the
regional bodies are the military supplementary and recruiting centres and offices.?

In addition to the military (and other personnel), the Defence Forces also have reserve
personnel. Maintaining the voluntary reserve systemis an obligation under the Fundamental
Law. The reserve personnel include voluntary reservists, defence personnel who volunteer
for military service during the period of compulsory military service, trained conscripts
and untrained conscripts.

The law specifically mentions the military police when detailing “certain security
measures”. The purpose of the military police is to maintain military order and discipline
and to provide police security for the activities of defence organisations, as well as to
perform the law enforcement tasks specified in the law. The law provides the military police
with special powers, which are very similar to those of professional police officers. Also
in a similar way, appeals (complaints) can be made against an action taken by a military
policeman, which is decided by the Chief of the General Staff in an administrative
procedure.

The most serious use of force available to the military is the use of firearms. The law
regulates in detail the possible cases, conditions and methods of using firearms (similarly
to the use of firearms by members of law enforcement agencies). However, other less severe
uses of force (e.g. physical force, truncheons, tear gas canisters, tasers, or handcuffs) may
also be used. Complaints may also be lodged with the Chief of the General Staff regarding
the use of force by the military. Civilian persons may also request that their complaint be
examined by the Commissioner for Fundamental Rights in the first instance if the use of
force infringes their fundamental rights.

7. Finally, it should be noted that, in certain cases where there is a situation affecting
national defence and threatening the security of the country, but no special legal order is
promulgated, the Government is empowered to introduce special measures. In such cases,
the Government may declare a state of national defence emergency. In the absence of such
a decision, immediate government measures must also be taken to avert an unexpected
attack on the country. These regulatory elements also have a longstanding history.*”

% Former name: Commander of the Hungarian Defence Forces.

3 Atthe time of writing, according to Article 17 of Government Decree 614/2022 (XII. 29.) on the implementation

of certain provisions of the Defence Act, this body is the Military Administration and Central Registry of the

Hungarian Defence Forces.

According to Articles 18-19 of the above Decree, there are seven military training and recruitment centres and

twenty military training and recruitment offices covering the country’s territory. In addition, recruiting points

may also operate to support the tasks of these bodies.

% On the role and importance of the military police see e.g. BuzAs 2019: 36-48.

3 1In the 2011 Defence Act, it was still possible to declare a “state of national defence emergency”. For
an analysis see KApAR—Horrman 2021: 6-7. In the context of the regulations on crisis management within
national defence see Puskas 2023: 8-9.
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Summary and conclusions

The objectives of the renewed legal environment presented in the study are clear: the
legislator seeks to provide a well-founded and clear response to the new types of security
challenges.*® The plans for the convergence of military and law enforcement activities
and the potential exploitation of synergies are primarily reflected in the new system of
defence and security regulation, but it is too early to assess them as of yet.>® However, it is
to be hoped that the new type of security and defence system will not have to be applied in
a real situation, especially in the event of an armed attack. However, the global processes,
conflicts and crises outlined in the introduction, and the situations described in the
outlined strategies, which are increasingly impacting our world today, do not bode well,
even for the near future.*® As the saying goes: “It is better to be safe than sorry.” However,
we could also quote the Roman proverb: “Si vis pacem, para bellum.” Whereas until the
war in Yugoslavia, wars in Europe were only to be found in the pages of textbooks or news
reports from distant countries, today they are a nearby reality. Although our NATO and
EU membership represent major security potential, a well-prepared and capable military
and internal security organisation is also essential for the defence of sovereignty and
statehood. The NATO framework and the defence of every single European country work
on the basis of a multinational framework. This framework creates the necessary elements
to defend any parts of NATO, and a capable Hungarian military is important primarily
because it is also one (but of course significant) element of the puzzle of our common
defence structure. In other words: strong national contribution helps defend sovereignty,
not by actual military force, but as a tool of national interest assertion.
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Climate Crisis in Cape Coast, Ghana
Ama Kissiwah BOATENG'

The climate crisis presents significant challenges for many African cities,
impacting their economies, ecosystems and the livelihoods of their inhabitants.
This paper explores into the various tools and techniques that local government
administrations are employing to adapt to these challenges. Using Cape Coast
Metropolitan Assembly in Ghana as a case study, a combination of focus group
discussions and informal interviews was held with key stakeholders. The findings
revealed a multifaceted narrative of vulnerability and adaptation, highlighting the
importance of education and capacity building in institutionalising effective climate
governance. Ongoing engagement with stakeholders is also considered crucial for
refining existing strategies and discovering innovative solutions that address the
unique challenges posed by climate change in the region.The paper concludes that
incorporating informal practices often deeply rooted in local culture can enhance
formal policy initiatives. This integration fosters a more comprehensive and
effective approach to climate governance at the sub-national level.

Keywords: climate crisis, institutionalised tools, local government, Cape Coast,
Ghana

Introduction

Institutionalised Tools for Addressing the

The rapid urbanisation of Africa is one of the continent’s most significant socio-economic
transformations, evidenced by an annual growth rate of about 3.6% from 2005 to 2015.?
This trend is projected to accelerate, with estimates suggesting that urbanisation levels
may surpass 60% by 2050.% The African Development Bank emphasises that much of this
growth is being driven by the expansion of small towns and intermediary cities, raising
urgent concerns about urban climate resilience.*

As urban areas continue to grow and expand, they become more vulnerable to the

unpredictable nature of climate variability and the increasing frequency of extreme
weather events.> Over the past thirty years, extensive research and analyses have been
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conducted, primarily focusing on climate adaptation policies and plans in well-established,
larger developed cities.® For instance, Salvia et al. (2021) analysed 327 cities in the EU
with a Climate Change Adaptation Plan, Reckien et al. (2018) analysed 885 across the
EU28 and Otto et al. (2021) found that 104 of the largest cities in Germany have climate
change mitigation plans.’

Over the last three decades, extensive research and analyses have been conducted,
primarily focusing on climate adaptation policies and plans (CAPS) in well-established,
larger developed cities. This body of work seeks to understand how cities are preparing
for the impacts of climate change, and it emphasises the necessity for effective strategies
to reduce vulnerability and enhance resilience. For instance, climate change mitigation
plans of the 103 largest cities in Germany were examined, and it was essential to know
that cities are not only reducing their carbon footprints but are also equipped to handle the
immediate effects of climate variability.

Their research indicated a growing acknowledgement among urban decision-makers
of the need for comprehensive strategies that not only address the mitigation of greenhouse
gas emissions but also integrate resilience measures to prepare for climate-related risks.
This dual approach is essential in ensuring that cities are not only reducing their carbon
footprints but are also equipped to handle the immediate effects of climate variability.

However, there is a noticeable gap when it comes to the rapidly urbanising cities.® These
cities, often characterised by their burgeoning populations, are facing unique challenges
related to climate change that demand urgent attention.® The lack of comprehensive
studies on these regions highlights the need for tailored climate adaptation plans that
recognise the specific vulnerabilities and resource constraints these cities encounter.”
As the world becomes more urbanised, the call for equitable solutions that account for the
diverse realities of all cities, both developed and developing, becomes important.!

To this end, the notion of institutionalised tools and mechanisms is central to this
paper. These tools can be framed as systematic actions undertaken by local governments
to integrate climate governance into their urban management practices, extending
beyond policy formulation."? Existing research has largely neglected how municipalities
in developing countries can proactively adapt to climate challenges through the
institutionalisation process.

Studies surrounding the institutionalisation of climate change emphasise the
importance of incorporating climate adaptation strategies into routine decision-making
within urban environments.”® Ostrom’s Institutional Analysis and Development (IAD)
framework serves as a valuable lens for understanding this dynamic. The IAD framework
aids actors in achieving their objectives in confronting societal problems, and it frames
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organisations as entities governed by a set of rules, constraints and patterns of interaction
that define their structure.™

Despite the challenges local administrations face concerning urban climate change
governance, there are opportunities to institutionalise existing tools and techniques
that can reinforce climate adaptation efforts.'> This paper offers a detailed exploration
of Ghana’s Cape CoastMetropolis, focusing on the tools and techniques successfully
integrated into the local government system address the climate crisis. It presents a model
that other urban areas facing similar challenges can follow.

Ghana, like many developing nations, deals with governance and socio-economic
challenges that complicate its response to the climate crisis.'® Despite over thirty years of
climate change governance at the national level, there remains a lack of robust adaptation
efforts at the local administration level."” This gap raises questions about how cities can
integrate climate resilience into their governance frameworks.

Methodology

This research incorporated qualitative methods, particularly focus group discussions
and informal interviews with various stakeholders, including local government officials,
community leaders and residents in Cape Coast. This approach enabled a comprehensive
understanding of local attitudes toward climate change adaptation and the tools being
utilised.

Selection of the case study

This paper focuses on Cape Coast, a city exemplifying the challenges and vulnerabilities
faced by rapidly urbanising municipalities in Ghana. Cape Coast is uniquely positioned
as one of the most susceptible cities to climate change, attributed largely to its significant
exposure to excessive flooding and coastal erosion. The Metropolis, steeped in historical
significance, is characterised by a burgeoning population that reached an estimated
189,925 inhabitants according to Ghana’s 2021 Population and Housing Census.'®

Geographically, the city is located along the southern border of the Gulf of Guinea,
benefiting from a tropical savanna climate that includes two extended wet seasons; the
heavier rainfall period extends from March to July, while a lighter wet season occurs from
September to November. Additionally, the climate features two shorter dry periods in
January—February and August.

4 OstroM 2005; 2011.

15 VaLDIVIESO et al. 2017.

6 Apu-BoaTeNG 2015.
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8 TInstitute for Health Metrics and Evaluation 2021.
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Over the years, extensive human activities, including farming, charcoal production and
bushfires, have significantly altered the region’s original dense scrub vegetation, resulting
in secondary vegetation that is less dense compared to the interior forest areas. The rapid
urban expansion, spurred by the burgeoning population and associated socio-economic
activities, poses further challenges to the local ecological balance.

Cape Coast’s economy is dynamic and heavily reliant on fishing, trade, tourism and
various hospitality-related ventures. However, this economic growth comes at a notable
cost, as competition for land between agricultural use and housing development leads to
substantial negative impacts on the natural environment. Alarmingly, the Ghana Statistical
Service (GSS) reports a rapid depletion of the city’s vegetation cover, exacerbating
vulnerabilities related to climate change.

Inundation from increased flooding has severely damaged infrastructure and
disrupted both residential and commercial enterprises, contributing to water pollution and
exacerbating land erosion. Coastal communities serve as case studies of this threat, often
experiencing destructive flooding leading to building collapses during heavy downpours.

Extreme weather conditions have adversely affected sectors such as agriculture
and fisheries, leading to diminished marine ecosystems and fish supplies, and even
the extinction of certain fish species. Collectively, these factors translate to critical
management challenges that hinder the sustainable development of the municipality and
the responsible use of its water resources.

Given this context, Cape Coast presents an insightful case study for examining local
administrative responses to the climate crisis, particularly focusing on the institutional
processes shaping climate adaptation strategies.

X Cape Coast Metopolitan Assembly
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Figure 1: Location map of the study area
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Source: compiled by the author

Data collection and analysis

This research employed a case study approach to thoroughly understand the dynamics
at play within Cape Coast. Key data were gathered through focus group discussions and
informal conversations with stakeholders involved in urban development within the city.
The objective was to gain insights into their perspectives regarding vulnerabilities to
climate change, the effectiveness of ongoing adaptation efforts, and the tools and practices
currently being utilised to institutionalise climate governance.

To facilitate a comprehensive dialogue, a stakeholder workshop was convened in May
2022, which attracted approximately twenty-seven participants from various governmental
and non-governmental organisations actively engaged in climate action initiatives.
The workshop served as a vital platform for discussing the climate vulnerabilities of
the Metropolis, fostering collaborative discourse on the emerging instruments and
mechanisms essential for advancing climate policy and governance within the locality.

These interactions provided critical insights into community knowledge, existing
practices and potential areas for improvement. Informal interviews further enriched the
data, contributing personal narratives and localised insights that highlighted the cultural
dimensions of the climate response.

Before conducting the workshop, a meticulous stakeholder mapping exercise
was performed to ensure an equitable representation of both governmental and non-
governmental entities in the participation pool. An expert sampling technique guided
the selection of stakeholders, focusing on their roles and responsibilities within their
organisations. These strategic selection criteria emphasised the importance of knowledge
depth, ensuring that at least two officials from each sampled organisation were included
to facilitate robust discussions.

During the workshop, participants were divided into five diverse teams, allowing for
a balance of expertise and perspectives. Each group addressed key issues relevant to the
overarching subject of climate governance, which encouraged a more nuanced debate
surrounding the core challenges. Additionally, informal conversations with various
officials were conducted post-workshop to complement the insights gathered during the
event, elucidating how different governance mechanisms operate in practice.
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Results

The analysis identified some tools institutionalised by Cape Coast’s local government to
address the climate crisis.

Medium-term development plans

The absence of a robust local-level climate policy or action plan in the Cape Coast
Metropolian Assembly hinders effective adaptation and mitigation efforts and risks
exacerbating existing vulnerabilities. Studies have indicated that the overwhelming focus
on national interests often neglects local adaptations for fostering climate resilience. The
integration of climate change adaptation into the operations of the Cape Coast Metropolitan
Assembly is increasingly recognised as essential, particularly in the absence of explicit
local climate policies.

In this regard, the focus group discussions highlighted that the formulation of
a medium-term development plan is a key strategy in this context. These plans serve not
only as a guide for local governments but also align with broader national priorities and
regulatory frameworks established by the National Development Planning Commission
(NDPCQC). In Ghana, local governments are mandated to create and submit these medium-
term development strategies, which must explicitly consider the need for resilience against
potential climate-related risks and challenges. This requirement emphasises the proactive
role that local authorities play in ensuring that their development frameworks are robust
enough to withstand the impacts of climate change, such as extreme weather events, rising
sea levels and other environmental stresses.

The informal interviews conducted with various stakeholders also revealed that
the medium-term development plan offers a vital opportunity to frame local priorities
and needs accurately. This is particularly important as some national policy directives
may not fully address the unique circumstances and challenges faced by specific local
jurisdictions. By adopting a tailored approach, local authorities can better respond to
the pressing climate issues that impact their communities, ensuring that the measures
implemented are relevant and effective.

The identification of these priorities reflects a comprehensive understanding of the
specific climate challenges faced by local jurisdictions. By addressing these concerns,
medium-term development plans can significantly contribute to both environmental
sustainability and socio-economic development. Ultimately, this holistic approach not
only enhances the resilience of communities but also improves the overall quality of life
for residents through increased economic opportunities and improved environmental
conditions.
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Environmental impact assessments

Environmental permitting is a critical tool for managing climate change impacts in
urban settings. This mechanism allows local governments to systematically evaluate
the potential environmental impacts of proposed development projects before they are
approved. By implementing Environmental Impact Assessments (EIAs), authorities are
provided with a structured approach to identify, assess and mitigate negative environmental
effects, ensuring that urban development aligns with sustainability objectives. The Ghana
Environmental Protection Agency (EPA) plays a pivotal role in overseeing this process,
ensuring compliance with national environmental standards.

Some crucial regional offices play pivotal roles in supporting project developers in
urban areas, with the Environmental Protection Agency (EPA) and the Land Use and
Spatial Planning Authority (LUSPA) being noteworthy examples. The EPA conducts
environmental impact assessments (EIAs) for various projects, ensuring compliance with
environmental regulations. This encompasses a range of development activities, such as
the establishment of tourist attractions, hotel facilities, manufacturing plants, fuel and
gas stations, and mining operations. The goal is to ensure that such developments do not
significantly harm the environment or violate existing laws.

Meanwhile, LUSPA is responsible for the issuance of building permits, with a focus
on promoting sustainable and economically viable human settlement development. Their
activities ensure that planning adheres to sound environmental principles. Additionally,
LUSPA provides zoning schemes aimed at protecting vulnerable areas from encroachment
and climate-related hazards. The authority also has a vital role in regulating physical
developments in ecologically sensitive regions, including forests, nature reserves, wetlands
and other critical environments.

In Cape Coast, the EIA process is tailored to accommodate both small-scale and
large-scale projects. Small-scale initiatives undergo a rigorous screening process designed
to evaluate their environmental impacts. The screening results guide the issuance of
environmental permits by the EPA. These permits are instrumental in allowing projects
to commence while mandating that any environmental deficiencies identified during the
assessment are effectively addressed.

For larger projects, particularly those that encounter community opposition, the EPA
adopts a more inclusive approach by organising public hearings. These gatherings serve
as a platform for community members to voice their concerns and suggestions, fostering
a participatory process in decision-making. Notably, the requirement for two-thirds of the
panel members to be residents of the local area ensures that the interests and needs of the
community are well represented. This not only enhances the legitimacy of the decision-
making process but also cultivates a sense of ownership among community members
regarding local development projects.

When a project receives approval, the EPA takes proactive measures to communicate
the decision widely. This includes sharing details with local authorities and making the
information accessible to relevant stakeholders. A critical component of this transparency
is the dissemination of a 21-day public notice alongside the final Environmental Impact
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Statement (EIS) report. This practice underscores the commitment to community
engagement, allowing stakeholders the opportunity to review and comment on the findings
and implications of the EIA.

The institutionalisation of the EIA process is paramount for advancing effective climate
governance. By establishing robust mechanisms for monitoring and accountability, local
governments can systematically track the implementation and outcomes of climate-related
actions. Such monitoring is vital for assessing the effectiveness of local climate policies
and ensuring that they deliver the intended environmental, social and economic benefits.

Regular reporting is an essential facet of this accountability framework. It not only
enhances transparency in governance processes but also builds community trust in local
authorities. Engaging the public and local stakeholders in evaluating the success of climate
initiatives offers governments invaluable insights, enabling them to adapt and refine
practices based on real-world feedback and experiences. This iterative process is crucial
in leading to more effective and resilient urban environments that can better withstand the
challenges posed by a changing climate.

The integration of climate change considerations into urban planning through
regulations, environmental permits and ongoing monitoring is vital for developing
sustainable cities. By facilitating a structured EIA process, local governments can ensure
that urban development practices contribute positively to environmental resilience,
community well-being and sustainable growth. As cities continue to evolve in response
to climate change, the role of EIAs and effective community engagement will be
instrumental in shaping urban landscapes that are not only resilient but also equitable and
environmentally responsible.

Education and capacity building

The findings of this study indicate that education and capacity building are fundamental
tools that contribute significantly to the institutionalisation of climate change responses.
A critical observation from the research is that while awareness of climate change issues
is growing, many stakeholders still lack comprehensive knowledge about the specific
measures being implemented at the local level. This gap underlines the need for ongoing
educational initiatives to enhance understanding and engagement among community
members and officials alike.

Stakeholders emphasised the necessity of ongoing educational initiatives, as
some participants expressed a limited understanding of climate change issues and the
adaptation strategies being deployed at the local level. Educational programs focused on
climate issues have been instrumental in fostering awareness and encouraging community
involvement in adaptation strategies. Local workshops and outreach initiatives serve
to empower residents with knowledge about climate change and its local implications.
The emphasis on strengthening human resources through targeted training programs is
critical, given that effective climate governance hinges on a well-informed and proactive
leadership base.
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Stakeholder responses indicated an increasing awareness of the importance of
integrating climate education into urban planning and development processes. Educational
initiatives should encompass a wide array of topics, including practical climate adaptation
strategies, environmental management and community engagement approaches, which
can empower officials and the community at large to navigate the complexities of climate
change impacts effectively.

Moreover, ongoing capacity building efforts not only equip stakeholders with the
necessary skills but also foster a culture of collaboration and shared responsibility in
addressing the climate crisis. Participants noted that when stakeholders are well-informed
and trained, they are more likely to contribute meaningfully to discussions and decision-
making processes, enhancing the overall resilience of Cape Coast to climate pressures.

Ghana’s National Climate Change Adaptation Strategy calls for a multi-sectoral
approach to effectively address climate challenges; however, the actual implementation
of these strategies must occur at the local government level.’® The capacity of local
government officials must be considered during the process of mainstreaming climate
adaptation strategies into existing frameworks. To this end, local governments have
initiated various climate change awareness and sensitisation programmes aimed at
improving community engagement in climate issues.

For instance, a recent consultative forum on climate change and flooding facilitated
by the National Disaster Management Organisation (NADMO) brought together residents
and officials to discuss the local implications of climate change. During this event,
NADMO officials presented historical shoreline maps, illustrating significant erosion
caused by local activities. This presentation had a profound impact on attendees, many
of whom were unaware of how their actions contributed to increased flooding risks. The
forum was attended by influential religious and community leaders, signalling a collective
commitment to addressing these challenges.

Additionally, the research indicates that climate change awareness and sensitisation
programmes are regularly conducted for diverse groups, including senior high school
students, church congregations, university students and various local communities. These
sessions often cover critical topics such as waste management and broader environmental
management practices. The National Development Planning Commission (NDPC) has also
been cited as a significant player in organising targeted workshops. These workshops aim
to equip regional and local officials with essential knowledge, enabling them to support
Metropolitan, Municipal and District Assemblies (MMDAS) in embedding climate
change adaptation efforts within their medium-term development plans (MTDPS) and
annual budgets.

Taboos and indigenous knowledge

Indigenous knowledge and practices, particularly in the form of taboos, have emerged
as vital mechanisms for environmental protection. Taboos create strong social norms

9 Government of Ghana 2012.
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that prohibit harmful actions toward specific species, habitats, or natural resources.
Often rooted in spiritual beliefs, these cultural norms reinforce the idea that violating
such taboos could lead to detrimental consequences not only for individuals but for the
entire community. This reliance on cultural norms serves as a complementary approach to
regulatory measures and contributes to the preservation of ecosystems.

A poignant example of how local communities adapt to the climate crisis is found
within practices observed in the Cape Coast Metropolitan Assemblys. Certain days
are designated as fallow periods during which smallholder farmers and fishermen are
prohibited from utilising their resources. This practice is based on the belief that these rest
periods allow the sea and rivers to naturally replenish, ultimately fostering sustainability
and continuity in the ecosystem’s functionality. Participants in the research highlighted
that such practices are crucial in allowing various ecosystems, including forests, rivers
and seas to recuperate, which is essential for long-term environmental conservation.

Another noteworthy adaptive strategy involves the traditional preservation of
mangroves and wetlands, with locals believing that spiritual entities inhabit these areas. To
protect these crucial resources, traditional prayers are often conducted to appease the gods,
thereby ensuring the availability of freshwater critical for local fishermen’s livelihoods.
Beyond their practical importance, forests and wetlands are often revered as sacred
spaces, housing ancestors and deities that have historically supported the community. This
intertwining of spiritual beliefs and environmental stewardship enhances cultural identity
and encourages a communal commitment to ecological preservation.

In contrast to the typical response of many nations, which often involves erecting hard
infrastructure like sea walls to shield against tidal waves and flooding, local communities
in the Cape Coast opt for alternative strategies. For instance, they commonly utilise solid
waste to create barriers against encroaching tides. This innovative approach reflects
a grassroots-level responsiveness to environmental challenges. To further improve these
adaptive measures, governments need to enact laws that facilitate the delegation of
decision-making authority to local bodies.

The inclusion of local ecological knowledge has proven effective in developing context-
specific adaptation strategies. Community members often possess valuable insights
regarding agriculture, resource management and disaster preparedness, which can greatly
enhance formal climate policies. The findings underscore the importance of an integrated
approach to climate governance that incorporates both formal policies and informal
practices. The recognition of local knowledge as a legitimate tool in climate adaptation
reflects a broader trend towards participatory governance models. By valuing indigenous
practices and community input, local governments can enhance their legitimacy and
effectiveness in implementing adaptation strategies.

Investing in local capacity and actively engaging local actors in sustainable energy
projects can significantly invigorate Ghana’s economy. By fostering local ownership and
enhancing employment opportunities, these initiatives have the potential to uplift the
livelihoods and well-being of countless individuals residing in rural and remote areas
across the African continent. Such strategies not only address immediate environmental
challenges but also lay the groundwork for sustainable community development and
resilience against future climate adversities.
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Community engagement with non-governmental and civil society
organisations

Addressing the impacts of climate change necessitates a collaborative approach that
involves a diverse array of stakeholders, including government entities, non-governmental
organisations (NGOs), the private sector and academic institutions. Effective
implementation of national climate policies requires concerted efforts from all these
parties. Informal discussions with key stakeholders revealed the existence of decentralised
ministries, departments and agencies that facilitate this collaboration.

Research participants noted that while this stakeholder network has received recognition
at the national level, the model has the potential to be replicated across other municipalities
and local governments. It would need to be tailored to fit specific demographic, economic
and local conditions concerning climate change mitigation and adaptation efforts.

Partnerships with non-governmental organisations and civil society groups have
facilitated the implementation of community-led climate initiatives. These collaborations
provide additional resources and expertise, amplifying the impact of local government
efforts. Additional evidence of how climate change could be embedded within urban
governance can be seen through the strategic maximisation of the impact of non-
governmental organisations (NGOs) and civil society organisations (CSOs) at the local
level. These entities are instrumental in promoting inclusive and participatory decision-
making processes that actively engage local communities, Indigenous groups and a diverse
array of stakeholders in the planning, implementing and evaluating climate adaptation
policies and programs.

This collaborative approach ensures that local knowledge, needs and perspectives
— essential elements that reflect each community’s unique context — are effectively
integrated into crucial decision-making processes. In discussions held in Wa and Cape
Coast, several NGOs shared valuable insights on how such a participatory culture has
normalised within their constituencies.

One of the stakeholders illustrated how establishing NGOs has proven to be a robust
mechanism for increasing awareness across various crucial areas, such as climate
resilience, disasterrisk reduction, sanitation issues and overall environmental management.
These organisations have played a significant role in educating the public and mobilising
community action around these pressing issues. Government officials recognised that the
NGOs and CSOs that have established effective partnerships with governmental bodies
have overcome typical challenges. Their active involvement in various projects has
enhanced community engagement and fostered better communication and collaboration
between the government and the local populace.

Furthermore, research participants in Cape Coast noted the emergence of youth-led
advocacy organisations that primarily focus on promoting environmental sustainability
and community development. These organisations are vital in empowering and equipping
young people with the skills and knowledge necessary to advocate for ecological education
and sustainable practices. Among these groups, the Green Africa Youth Organization
is a recognised actor in the Cape Coast Metropolitan Assembly. This organisation has
been working with local communities to address specific groups’ vulnerabilities, such as
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children, youth and women. These groups often bear the brunt of climate change impacts,
exacerbated by existing social and structural inequalities. By focusing on these initiatives,
the Green Africa Youth Organization aims to enhance resilience against climate-related
challenges and promote social equity within the community.

Through these interconnected efforts, the role of NGOs and CSOs becomes increasingly
vital in shaping urban governance frameworks that prioritise climate change adaptation,
promote social inclusion and empower vulnerable populations. Their ongoing commitment
to stakeholder engagement and community capacity building underscores the potential for
transformative change in addressing the urgent challenges posed by climate change at the
urban level.

Discussion and conclusion

In Ghana, the government has formulated and implemented national policies aimed at
tackling the pressing effects of climate change. Among these pivotal frameworks are
the National Climate Change Policy (NCCP), the National Climate Change Adaptation
Strategy (NCCAS) and the National Climate Change Master Plan. These documents are
crafted with the intent of guiding the nation’s action against climate vulnerabilities. They
are put into operation through a governance structure that involves various stakeholders,
each with their distinct roles and responsibilities woven into the climate action tapestry.

While Ghana has made commendable progress on the national level, a significant
hurdle persists: the lack of dedicated and effective local climate policies.?® This gap
restricts the ability of local authorities to autonomously manage climate challenges,
compelling municipalities to seek external funding for most of their initiatives. However,
this dependence on national resources creates further complications, especially for long-
term projects that require sustainable financing and commitment.

Who are the stakeholders involved?

Given that the effects of climate change are most acutely felt at the local level, municipalities
are crucial players in adaptation strategies. Yet, the extent of responsibility and the scope
of actions assigned to local authorities differ dramatically from one country to another and
even within diverse communities in Ghana itself.

At the heart of Ghana’s climate governance framework is the Ministry of Environment,
Science, Technology and Innovation (MESTI), headquartered in Accra. MESTI is
responsible for formulating and executing the NCCP, benefiting from the technical support
provided by the Environmental Protection Agency (EPA). The EPA plays a crucial role
in coordinating Ghana’s participation in international climate agreements. Although the
EPA has its main office in the capital, its reach spans several regional and district offices
across the country. Notably, these regional and district offices often lack dedicated climate

20 BoateNG 2023a; 2023b.
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change units, which raises pressing concerns regarding their capacity to effectively
address the unique climate issues inherent in local settings.

Beyond MESTT and the EPA, a myriad of ministries, departments and agencies (MDASs)
have established their climate change units. For instance, the Forestry Commission
boasts a Climate Change Unit, while the Energy Commission has divisions dedicated to
renewable energy, energy efficiency and climate change matters. Despite these essential
roles, there remains a contrast between the levels of engagement and capacity between
national and local governments, often leaving local authorities out of crucial climate-
related conversations.

Yet, a pattern of institutional fragmentation complicates the landscape of climate
governance in Ghana’s local government. The absence of a cohesive framework to
facilitate inter-agency collaboration exacerbates this issue, forcing governmental bodies to
operate in isolation rather than forming synergistic partnerships that could bolster climate
resilience. Efficient governance mandates a comprehensive approach, where multiple
layers of government and stakeholders cohesively devise and execute climate strategies.

The predominant emphasis on national-level initiatives often overshadows the essential
functions of local administrations. The Ministry of Local Government has a role to play in
climate issues via the Metropolitan, Municipal and District Assemblies (MMDAS5), yet their
active participation in the formulation and execution of climate change policies has been
markedly limited. Research by Musah-Surugu et al. (2018) underscores the fragmented
nature of sub-national governments, which frequently grapple with insufficient leadership
and an absence of proactive measures. Many local governments typically engage with
climate change projects only when initiated by central government directives, lacking the
initiative to spearhead their localised initiatives.

While subnational actors possess vital insights and capacities, their involvement in
formulating national policies remains minimal. This reality presents a troubling top-down
approach that overlooks the valuable contributions that district-level representatives can
offer to national debates. Such restricted participation signifies that local governments may
not adequately tackle the unique climate challenges affecting their communities. A more
equitable distribution of responsibilities and resources between the national and local
spheres could significantly enhance the efficacy of climate response measures throughout
Ghana, enabling all stakeholders to play a meaningful role in the nation’s climate agenda.

The assumption that local representatives will adequately consult their communities
before attending national workshops further amplifies the disconnect between various
governance levels. The lines separating national, regional and municipal governance
appear increasingly blurred, reflecting a crowded yet ambiguous governance landscape.
This ambiguity, paired with overlapping authorities and roles, engenders confusion and,
ultimately, hampers effective urban climate action.*

Additionally, the findings illuminate a conflict between national policies and indigenous
knowledge systems. This tension underscores a broader struggle to harmonise modern
scientific methodologies with time-honoured local traditions, which can result in missed

2L MitLIN—-DopMmAN 2015.
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opportunities for incorporating effective climate adaptation strategies.?? Local chiefs,
as traditional custodians of natural resources, play an indispensable role in upholding
sustainable practices.?® However, their knowledge and expertise must be better integrated
into formal climate governance frameworks to maximise their potential to foster resilience
and sustainability within their communities.

In summary, the case of Cape Coast offers an illustrative example of how effective
climate governance can arise from a thoughtful blend of educational initiatives, active
community engagement and the meaningful integration of local knowledge. In this context,
a deeper and ongoing engagement with stakeholders emerges as a pivotal strategy, essential
for refining existing policies and for innovatively addressing the unique challenges that
climate change poses to the region.

This narrative points out the perception that while formal top-down policies play
a critical role in tackling the complexities of climate change, the power of informal
practices deeply rooted in local culture cannot be overlooked. These cultural practices not
only complement formal strategies but also enhance their effectiveness, making them vital
components of a comprehensive response to climate issues. For cities in developing nations
that face similar climate-related adversities, the insights derived from the experience of
Cape Coast offer a valuable roadmap for fostering resilience. They encourage a more
holistic approach to climate adaptation that is both practical and culturally sensitive.

As we look to the future, local administrations must embrace the institutionalisation
of these adaptive tools. Doing so will enhance their capabilities in effectively managing
climate risks, ultimately strengthening the community’s resilience against the ongoing
impacts of climate change. Furthermore, the study accentuates the importance of ensuring
that these tools are not only implemented but also sustained in the long term.

As cities like Cape Coast navigate the enduring challenges presented by climate
change, the adoption of a pluralistic governance framework becomes increasingly crucial.
This framework should encompass a diverse range of methods and perspectives, fostering
a more inclusive approach that empowers communities and leverages local knowledge. By
doing so, Cape Coast and similar cities can cultivate a robust response to climate change
that is both adaptive and sustainable, ensuring a better future for their residents and the
environment alike.
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Hacktivists, Proxy Groups,
Cyber Volunteers

The Future of Non-State Actors’ Involvement

in Military Cyber Operations’
Csaba KRASZNAY?

This paper explores the involvement of hacktivists, cyber volunteers and proxy
groups in military cyber operations, with a particular focus on their roles
in the ongoing Russian—Ukrainian war. The research aims to analyse the
participation of these non-state actors, their legal implications, and how their
involvement could influence the strategic, operational and tactical practices
of small and medium-sized NATO member states, such as Hungary. Drawing
from case studies, literature review and in-depth interviews with Hungarian
military intelligence and public administration leaders, the paper formulates two
hypotheses: 1. Hacktivist groups, unless integrated into a state’s cyber strategy,
hinder tactical objectives and raise significant international legal concerns;
and 2. Such groups pose a strategic threat to small NATO countries, including
Hungary. The findings emphasise the necessity for NATO states to consider how
to engage and regulate cyber volunteers effectively, while minimising the risks
posed by hacktivist and proxy groups. Additionally, the research underscores
the lack of a unified legal framework governing the use of these non-state actors,
which complicates their regulation and control in cyberspace conflicts. The
paper concludes with recommendations for how NATO states can leverage the
openness of civilians to participate in cyber defence while maintaining legal and
operational oversight, supporting the involvement of various cyber groups within
the framework of international law.
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Introduction

One of the key issues of the Russian—Ukrainian war from the point of view of military
science is the use of cyberspace as the fifth operational domain by the warring parties.
At the time of the outbreak of the war, a significant number of military experts
believed that cyber operations would be crucial to achieving success, given that Russia
had been building its capabilities in this direction since the early 2000s and that the
operational objectives were to bring Ukraine to its knees as quickly as possible with
as little physical destruction as possible. The procedural methods developed in hybrid
operations in cyberspace would have served this objective perfectly. However, the
successful military defence of Ukraine has set a different direction for this war, and the
focus of military research has shifted to the analysis of events in physical space. But
this does not mean that cyberspace operations are not present in less spectacular ways
in the course of the confrontations and that elements of operations that had not been
encountered in practice before are not present.

Since the early 2000s, the literature has addressed the question of how hackers in
a war situation can participate in the defence of their country or in offensive operations
against other countries, even if they are citizens of a non-belligerent party. This research
topic became particularly topical in 2007, when a cyberspace operation was launched
against Estonia. The state-of-the-art of the findings on non-belligerent parties, with
the contribution of eminent scholars of international law, was the Tallinn Manual 2.0,
published in 2017, the relevant points of which will be quoted below. Since the outbreak
of the Russian—Ukrainian war in 2022, however, there are a number of events that can
be analysed in practice, which are referred to in the Tallinn Manual 2.0 in theory. After
the creation of the Ukrainian IT Army, Healey and Grinberg (2022) warned that support
for such irregular groups was both contrary to international law and to the practices
issued by the UN and accepted by all member states. While this research attitude persists,
a number of questions have been raised about the detail. It is worth mentioning, for
example, the study of Thggersen (2023) examining how hackers supporting the Ukrainian
IT Army who do not live in Ukraine should be viewed by the countries from which they
conduct their operations. She concludes that the relevant points of international law are
quite controversial, and that their interpretation requires that as many states as possible
express their views on them. A similar conclusion is reached by Chan and Khaw (2024),
who examine nation-state behaviour in cyberspace from the perspective of customary
international law. The conclusion of their study is that international law needs to become
more interdisciplinary, less nation-state-centred and more adaptable to the challenges of
the modern age. Smith and Dean (2023) analyse the activities of irregular cyberspace
participants, and their findings are very similar. They also raise the research question of
whether these groups are automatically considered enemy combatants by virtue of their
participation, and how should the use of commercial IT products and services in conflict
be classified? Ashdown (2024) analyses how military and civilian cooperation in sharing
cyber intelligence can be achieved. In his view, this will happen organically, as it has
happened in other operational domains. The conclusion of many articles on the subject
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is therefore typically that, until nation states clearly state their views on the involvement
of non-belligerent groups, there is a theoretical framework and high-level positions, but
no legal consensus on the details.

The high-level objective of this research is to monitor and analyse the cyber operations
of Russia and Ukraine, as well as their supporting external parties, and to draw lessons
that can be usefully incorporated into the strategic, operational and tactical practices of
a small or medium-sized NATO member state. In this particular research, it is examined
how belligerents and their supporters in the Russian—Ukrainian war have involved cyber
volunteers, hacktivists and other proxy groups in the conduct of military cyber operations
and the feasibility of this approach in Hungary as a NATO member state, considering
the possibilities offered by national and international law. The paper’s aim is not to give
a legal analysis, but rather to make proposals from an organisational, cooperative point
of view for military and civilian cooperation in the chosen field. For motivation, the last
sentences of Ashdown (2024: 323) can be quoted: “However, the value of historical study
may be as much in examining the process by which multiple actors collectively (but not
always cooperatively) defined those new domains and their roles within them. In doing
so, those actors redefined themselves — they ‘bent themselves out of shape together’. It is
precisely such a process of redefinition that will play out as militaries and private sector
actors learn how to collaborate in the production, sharing, and use of cyber intelligence.
The choice facing these organizations is whether to pursue coherence and bend, or cling
to unity and break.”

The first hypothesis is that the involvement of hacktivist groups in offensive military
operations hinders rather than helps to achieve tactical objectives, besides raising serious
international legal issues, unless they are tasked and directed by military leadership as
cyber volunteers. The second hypothesis is that hacktivist groups pose a strategic threat to
all small and medium-sized NATO member states like Hungary, even though they have so
far been little perceived as such. To support the first hypothesis, case studies are presented,
that are available in open sources in addition to a literature review. In selecting the case
studies, those cases were chosen that are representative of the activities of the selected
groups. The use of open sources is necessary because the “fog of war” is very significant in
an active conflict, making it very difficult to find scientifically credible sources. Therefore,
the study will rely on sources that are considered trusted in the cybersecurity and military
fields, and are considered primary sources. In support of the second hypothesis, in-depth
interviews were conducted with Hungarian military, intelligence, public administration
and critical infrastructure defence leaders and commanders whose primary responsibility
is to lead and coordinate the national cyber defence. In selecting the interviewees, the
primary criterion was to interview experts who, by virtue of their position, are primarily
responsible for the military and civilian cyber defence of Hungary, as well as for the
cyber defence of critical infrastructures that are crucial for the Hungarian economy.
In total, 14 interviews were conducted, online, between December 2023 and February
2024. The anonymity of the respondents is important due to their position. This research
was supervised by senior researchers from the Institute for Cybersecurity at the Ludovika
University of Public Service, and they confirmed that the selected pool of interviewees is
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representative. The questionnaire included a number of questions that will be published in
other papers, but some of them were specifically designed to gauge respondents’ attitudes
towards non-state cyberspace actors.

Conceptual and legal background

Clarifying the conceptual background is essential for the implementation of the research.
In this paper, those persons and groups are mentioned that are identified as non-state
actors in the Tallinn Manual 2.0. According to Rule 33: “International law regulates cyber
operations by non-State actors only in limited cases.”® In this context, the category of
Civilians under Rule 91 includes the subjects listed in the study, saying that “civilians are
not prohibited from directly participating in cyber operations amounting to hostilities,
but forfeit their protection from attacks for such time as they so participate”.* For ease of
identification, the groups referred to in the study are classified according to the criteria
proposed by Jason Healey in 2012 and refined by Healey and Grinberg (2022). The author
has set up the following relationship between state and non-state actors:
1. State-prohibited: The national government will help stop the third-party attack.
2. State-prohibited-but-inadequate: The national government is cooperative but unable
to stop the third-party attack.
3. State-ignored: The national government knows about the third-party attacks but is
unwilling to take any official action.
4. State-encouraged: Third parties control and conduct the attack, but the national
government encourages them as a matter of policy.
5. State-shaped: Third parties control and conduct the attack, but the state provides
some support.
6. State-coordinated: The national government coordinates third-party attackers such
as by “suggesting” operational details.
7. State-ordered: The national government directs third-party proxies to conduct the
attack on its behalf.
8. State-rogue-conducted: Out-of-control elements of cyber forces of the national
government conduct the attack.
9. State-executed: The national government conducts the attack using cyber forces
under its direct control.
10. State-integrated: The national government attacks using integrated third-party
proxies and government cyber forces.

In this study, some key terms are used. First of all, the role of proxy groups is examined.
According to Michael N. Schmitt and Liis Vihul, proxy groups in cyberspace are defined
as non-state actors acting under the instructions of a state or controlling or directing the
actions of a non-state actor, unless the state actor oversteps its authority and influences the

3 Scumirr 2017: 174.
4 Scumirt 2017: 413.
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non-state actors. Thus, if a state intelligence service influences a hacker, cybercriminal
group, loose, informal group, corporation, or even a terrorist, or insurgent group, we can
speak of a proxy operation. The point is that while all of this needs to be judged on a case-
by-case basis, there should be a clear governance link between the state and the non-state
actor.® They belong to the State-coordinated and the State-ordered categories.

Moreover, the work hacktivism is also appearing in the paper. There are many sources
to explain this term, but it is worth going back to the source, which defines hacktivism as
the empowerment of people to make the world aware of injustices and violations of human
rights. In other words, to organise the flow of information worldwide, without restrictions
or censorship. The word hacktivism comes from Omega and the concept was described
by Count Zero. Oxblood Ruffin (2010) added: “Using technology to improve human rights
across electronic media.” All three were members of the hacker group Cult of the Dead
Cow (cDc), and the term itself emerged in the mid-1990s when cDc was also very active
in public life.

Hacktivism is made by hacktivists who engage in hacktivism. However, since the
1990s we have seen so many different forms of hacktivism that it is worthwhile to think
more broadly about the participants! This is how Tim Jordan and Paul Taylor describe the
phenomenon in their book on hacktivism:

“Hacktivism is the emergence of popular political action, of the self-activity of groups of
people, in cyberspace. It is a combination of grassroots political protest with computer hacking.
Hacktivists operate within the fabric of cyberspace, struggling over what is technologically
possible in virtual lives, and reaching out of cyberspace utilising virtual powers to mould
offline life. Social movements and popular protest are integral parts of twenty-first-century
societies. Hacktivism is activism gone electronic.”®

A hacktivist is therefore someone who takes part in a cyberspace action organised around
a political ideology that has an impact on the physical world. Hacktivist groups belong to
the State-prohibited-but-inadequate and State-ignored categories in this study.

As a subgroup, patriotic hackers are a very important group of hacktivists for military
cyber operations. In her book on hacktivism, Athina Karatzogianni describes patriotic
hackers as those who fight for the purity of their nation through the clever use of online
media. Paradoxically, nationalism as a political ideology appears behind classic hacktivist
actions, exploiting the internet as a global media.” They belong to the State-encouraged
and the State-coordinated categories.

When patriotic hackers officially carry out their activities under state control, they
become cyber volunteers. They can be either in the State-executed or the State-integrated
categories. Rain Ottis defines this term this way:

5 ScumiTr—ViHuL 2014.
6 JorDAN-TAYLOR 2014: 1.
7 KARATZOGIANNI 2015: 22.
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“People who participate in the cyber militia of their own free will. They do not get paid for their
activities, nor do they have a contractual obligation to the militia. They have the right to choose
their level of commitment and to leave the militia, if and when they wish. Therefore, volunteer
soldiers who join a government-run cyber attack unit are not considered a cyber militia.”®

The toolbox of hacktivist actions is not nearly as complex as what a state actor with
excellent operational planning skills could execute. Moreover, the strength of hacktivist
groups lies in their visibility, so they have no interest in keeping the operation hidden, and
they typically carry out the act in groups, often not knowing each other, even from very
different geographical locations. Conspiracy is therefore not necessarily the goal. Thus,
as summarised by Marco Romagna, a hacktivist attack is typically limited to distributed
denial of service attacks (DDoS), website defacement and data theft. Occasionally,
malicious code may be used, but this has a rather negative resonance in the community.®

Itis alsoimportant to understand the international legislation to the background of this
study. Since hacktivists, proxy groups and cyber volunteers have long been present in the
academic discourse, there have been numerous studies on how to judge their activities,
including in armed conflicts. Perhaps the most important guidance is the clear prohibition
of the use of proxy groups in cyberspace operations, as set out in the final report of the
United Nations (UN) Group of Governmental Experts (GGE) 2012-2013. The GGE is
tasked with reaching a consensus among member states on certain basic cyberspace rules
and standards. Paragraph 23 of UN Resolution A/68/98 makes this clear: “States must
meet their international obligations regarding internationally wrongful acts attributable
to them. States must not use proxies to commit internationally wrongful acts. States
should seek to ensure that their territories are not used by non-State actors for unlawful
use of ICTs.”

The Tallinn Manual, which takes up the international legal interpretation of the use of
cyberspace in war, attempts to clarify the rules for the use of proxy groups, hacktivists and
cyber volunteers. Rule 17 sets out this requirement most precisely. According to this rule,
the activities of non-state actors carrying out cyber operations are attributable to a state
when they are acting under the direction of, or under the direction and control of, a state
actor and the state actor is aware of and uses the operation for its own purposes.!!

Rule 69 attempts to define where the boundary of acts that violate international law
begins. According to this rule, cyber operations constitute an act of violence if their scale
and effect are comparable to non-cyber operations that constitute an act of violence. It is
explained that, for example, the mere financing of a hacktivist group does not constitute
an act of violence if that group is part of an insurgency against another country.!? This
explains why it can be useful to support in-country hacktivist groups such as Cyberberkut,

8 Orris 2011: 34.

9  RoMAGNA 2019.

10 United Nations General Assembly 2013: 8.
1 Scumitt 2017: 94.

2 ScumitT 2017: 330.
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a pro-Russian group within Ukraine that was actively involved in the cyberspace part of
the armed conflict in eastern Ukraine before the outbreak of the war in 2022.13

Rule 82 further clarifies when a cyberspace operation constitutes an armed conflict and
the place of hacktivist groups in it. Armed conflict is defined as hostilities between two
states, including actions that involve mere cyber operations. The rule explains that a cyber
operation against Estonia in 2007, for example, does not constitute an armed act because
there is no evidence that the persons involved were acting under the instructions of a state
or that the operation was organised or approved by a state. In addition, it is questionable
whether there was any use of weapons at all, i.e. whether the means used constitute
cyber weapons. It is therefore clear from the explanation that, although there are many
indications of a coordinated operation by intelligence services, the lack of evidence did not
allow for an escalation of the response under international law.'* However, an analysis of
the actions carried out during the Russian—Ukrainian war could lead to exact examples of
cyber operations that could be interpreted as an armed conflict.

According to Rule 95, in an armed conflict, a person should be considered a civilian
until it is clearly established that he or she is not a civilian. In the case of a hacktivist, it
is therefore particularly difficult to take any countermeasures as long as he or she is not
directly engaged in hostilities.”> Under Rule 97, however, direct participation deprives him
of civilian status. It is explained that if, for example, a hacktivist tries to attack a military
command and control system several times in a row, he remains targetable as long as he
continues to attack, not only during the specific attack but also between attacks. In fact, if
there is a possibility that he or she will continue attacks after a long pause, the hacktivist
may remain a target as long as his or her operational capability is maintained. These rules
clearly distinguish the activities of cyber volunteers from those of hacktivists.!®

Cyber volunteers, hacktivists and proxy groups in the Russian—
Ukrainian war

Several members of the open-source intelligence community have been actively following
the activities of groups emerging from the Russian—Ukrainian war. Perhaps the best-
known such collection can be found at Cyberknow. The CyberTracker’s update, released
on the second anniversary of the war, identified a total of 125 groups, of which 44 groups
supported Ukraine and 81 groups supported Russia. Since the beginning of the war, a total
of 380 hacktivist groups have appeared on Cyberknow’s lists, but a significant number
of these have become inactive over the years."” In an analysis also published in February
2024, SecAlliance’s Riam Kim-McLeod identifies 34 pro-Russian hacktivist groups that
have undertaken more than 4,000 attacks in 2023, often with questionable success. This

13 KovaAL 2015.

“ ScumitT 2017: 379.
5 ScumitT 2017: 424,
6 ScumitT 2017: 428.
7 Cyberknow 2024.
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information comes mainly from the groups’ Telegram channels.’® By analysing open
sources, it is possible to identify groups that are genuinely hacktivist, that act as proxies
and that fit into the category of cyber volunteers.

The hacktivists

Hacktivist groups are independent of the control of state organisations, or at least have
no conscious connection with any military or intelligence services. This does not mean, of
course, that their operations and actions are not influenced by, or at least not known to, law
enforcement agencies, but this indirect link does not cross the boundaries of Rule 17 of the
Tallinn Manual. Typical examples include groups operating outside Russia or Ukraine, the
best known of which is Anonymous. Anonymous is a decentralised group with a common
name and visual elements, but each group defines its own operational objectives. Cyberknow’s
list includes several groups that define themselves as Anonymous, some of which were active
long before the war and some of which were created at the outbreak of the war. Anonymous
Romania and AnonGhost are older, Anonymous Italia and AltroAnon are newer. None of
the analyses link these groups to either the Ukrainian or their own governments, so it is
reasonable to assume that they operate along traditional hacktivist lines.

One of the best examples of Anonymous activity is the March 2022 attack on the servers
of the Russian media authority Roskomnadzor. As a result, more than 800 gigabytes
of data, including 340,000 files, were uploaded to the Distributed Denial of Secrets
(DDoSecrets) site. Although details of the operation are not available, the plot is very
typical of Anonymous. After hacking into the Internet server of a politically symbolic
organisation (the Russian Internet censorship authority), a lot of data is being uploaded
in bulk to a non-governmental leak site, which has previously published information
that is embarrassing to the U.S. Government.'® The target does not seem to be relevant
from a military point of view, it may be useful from an intelligence point of view, but
it is primarily of political use. A review of collection of the tools Anonymous deployed
in 2022 shows that they are not necessarily valuable in supporting military operations,
and may even be clearly harmful to countries supporting Ukraine.? The list includes the
following targets:

* hacking printers

+ using Conti Ransomware code

* hijacking Russian servers

* hacking the news

« attacking exposed data

* targeting companies who still do business in Russia

* RoboDial, SMS and email spam

 hacks on key Russian holidays and important date hacks

8 KimM-McLeop 2024.
19 BREWSTER 2022.
0 FowLER 2022.
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However, an interesting anomaly in this series is Anonymous Sudan. This group emerged
in early 2023 and its activities coincide to a significant extent with the targets of Russian
hybrid operations. In addition, the group has publicly aligned itself with several well-
known Russian actors, including Killnet. Statements posted on Telegram also openly
support Russian activities. Cyberint’s analysis has hypothesised, based on several other
small indications, that this group is either a covert counterpart of a Russian intelligence
service or part of a well-known Russian cybercriminal group.? If this hypothesis is
correct, the activity of this group goes beyond hacktivism and should be classified as
a proxy group.

The proxies

The category of proxies typically includes groups operating within Russia. The link
between Russian intelligence services and patriotic hacker groups is not new. Already
during the cyberattack against Estonia, the international press and politics almost
immediately identified Russia as the state behind the attack, but the Russian Government
then and since then has consistently denied its involvement in the operation. Rain Ottis put
the available facts like this in 2008:

“The Russian government has consistently denied any directinvolvement in the cyber attacks that
hit Estonia in the spring of 2007. To the author’s knowledge, this claim is true. It is remarkable,
however, that neither is there any proof of measures taken by the Russian government to
mitigate the situation. The lack of cooperation in the Estonian investigation indicates that the
Russian government is not interested in identifying the attackers and is therefore, in essence,
protecting them. In other words, hostile rhetoric from the political elite motivated people to
attack Estonia while nothing was done to stop the attacks. This silent consent, however, can be
interpreted as implicit state support because, without fear of retribution, the attackers were free
to target Estonian systems.”*

Ottis adds that information about the execution of the attack was shared among the
participants in Russian-language forums. The target, the timing, the method of execution
and the ideological motivation were precisely defined. In the end, the attack was carried
out by the Nashi (“Ours”) youth movement led by Konstantin Goloskokov, who denied
having received any instructions from Russian officials.?® Interestingly, in 2016, Ukrainian
security agencies referred to Goloskokov as an officer of the Russian military intelligence
service, the GRU, the Main Directorate of the General Staff of the Armed Forces of the
Russian Federation.*

2 Cyberint Research Team 2023.
2 Orris 2008.

% Lowe 2009.

2 UCMC 2016.
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A report by the Russian investigative portal Meduza names Pyotr Levashov as the
coordinator of the attack, who “full-time” ran one of the largest unsolicited mail services,
Kelihos, until he was arrested in Barcelona in 2017 following an FBI investigation.
According to Medusa’s sources, Levashov had been cooperating with Russian state
agencies since at least 2005 and actively supported some of their operations using
Kelihos’s infrastructure.? In return, he was untouchable, so although the U.S. investigative
authorities had already indicted him in 2007, it was impossible to catch him for 10 years.?

This operation is very similar to the one performed by the team NoName057(16). An
analysis by SecAlliance cited earlier highlights that this team alone was responsible for
more than half of the pro-Russian hacktivist attacks in 2023. According to the analysis, its
operations are significantly different from those of all other groups, as their operations are
continuous, pre-planned, preceded by serious reconnaissance, in an almost military-like
order. They engage a wide range of participants through their Telegram channel, whose
work is paid for in cryptocurrency, but their source of funding is unknown. Meanwhile,
there is not a single person who publicly claims to run the group.?”” The attacks are
carried out using a proprietary service DDoSia.?® One of the group’s recognised attacks
was launched against the website of the Finnish Parliament when the country announced
its accession to NATO. The DDoS attack only caused problems for a short time. This
model is very reminiscent of the Nashi story, so although at the time of writing it is not
yet possible to prove that it is a proxy group, it is worth watching for new information
about the group in the coming years. There is no information on data theft, which is more
typical of ransomware groups that are also likely to be collaborating with Russian state
agencies. Due to space constraints, the functioning and role of ransomware groups will not
be discussed in this paper.

The cyber volunteers

The most obvious cyber volunteer organisation of the groups that have emerged in the war
is the Ukrainian IT Army. Unlike other similar organisations, this group was declared to
have been created at the call of the Ukrainian Government on 26 February 2022, when
the Minister for Digital Transformation, Mykhailo Fedorov called on professionals who
wanted to support the Ukrainian cause to join the I'T Army, according to Soesanto (2022).
The idea itself came from a Ukrainian digital entrepreneur, Yegor Aushev. Telegram, the
main communication platform, has hundreds of thousands of subscribers. Based on Smith
and Dean’s research, a total of 9,547 domain names have been identified as targets in the
Telegram channel as of 1 November 2022.%° The group has been active during the second
anniversary of the war, including the successful attack on the Russian Troika system, the
fare payment system for public transport in several Russian cities. The successful attack

% Turovsky 2018; U.S. Department of Justice 2018.

% United States District Court for the District of Alaska 2017.
%7 ANTONIUK 2023.

% Sekoia TDR et al. 2024.

% SmiTH—-DEAN 2023.
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was announced by the Ministry of Digital Transformation, which clearly indicates that the
IT Army is under the control of the Ukrainian Government.*

The IT Army is neither part of the Ukrainian army nor the secret service, nevertheless,
it is under their control. Its participants support Ukraine’s fight but are not under the
command of the superiors of the armed organisations, can participate in any operation and
can leave the group at any time. No security checks are carried out on members, and the
level of operational security during the execution of attacks is nowhere near as high as it
would be for a military or intelligence operation. For this reason, operations are designed
to be as spectacular as possible, in line with classic hacktivist attacks. While the Estonian
Defence League’s cyber unit was the forerunner of the I'T Army, which is a classic military
volunteer reserve unit with the appropriate status and command, the Ukrainian group is
an ad hoc organisation that could in time form the nucleus of an Estonian-style solution
but is not at that level at present.

Both Soesanto and Smith and Dean point out, however, that the IT Army’s operation
raises several legal problems. The legal status of cyber volunteers is clear under the Tallinn
Manual rules already quoted, as long as they are working in Ukraine. However, it raises
several questions if they are carrying out their activities against Russia from the territory of
a country that is not a belligerent in this war. In this case, their activities are likely to violate
the law of their own country constituting a criminal offence, but there are no reports of
active prosecution by the law enforcement agencies of the countries concerned. So unlike
the Russian groups, where the state does not assume any apparent association with its
own proxy groups, therefore it is very difficult to attribute them, although if it is possible
to do so, then a clear violation of international law can be established, the use of cyber
volunteers is clarified in international law. They can be considered an insurgent group
with all the consequences that entails, except for those who join from other countries,
because in their case cybercriminal is the appropriate term, who should be prosecuted ex
officio by the authorities of their own country.

Lessons learned for NATO member countries

The experience of the Russian—Ukrainian war has made it necessary for all NATO members
to consider what to do with civilians who want to get involved in possible future conflicts.
The primary objective is obviously to recruit as many of the best experts as possible into the
professional armed forces who can carry out the necessary cyber operations professionally
and under appropriate control. The secondary objective is to recruit as many people as
possible into the voluntary reserve system who can be available in a trained and controlled
manner, in the Estonian model, in the event of a conflict. However, the groups analysed in
this study should be handled with care.

Hacktivists, and patriotic hackers within them, are typically difficult to control, their
activities often falling under the categories of computer crimes in the national criminal code,
following their emotions rather than instructions. It is easy to imagine that their worldview

30 Fornusek 2024.
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is unacceptable to their governments. They cannot be trusted; therefore, it is difficult to
share the necessary operational information with them. Typically, they are involved in
offensive operations from several countries, which can cause serious international legal
and diplomatic problems. It is easy to imagine that their offensive activities could disrupt
covert operations conducted by professional intelligence organisations. For this reason,
formal contact with hacktivist groups is not recommended. In the meantime, however, it is
advisable to exploit the potential of information operations and to influence the activities
of these groups in support of the strategic objectives, as long as this does not constitute
direct control and does not violate international law.

The use of proxy groups in warfare is clearly prohibited by international law if they
carry out acts of violence. In addition, many NATO governments support the Paris Call for
Trust and Security in Cyberspace initiative of the French Government, including Principle
8 which explicitly seeks to prevent non-state actors from participating in offensive
operations.®! While there is nothing to prohibit a state from acting as an organising force
behind a hacktivist group and thus using it as a proxy, whether in peacetime, hybrid
operations, or in war, to the extent that they do not carry out acts of violence, there would
be a serious political dilemma and risk in supporting a proxy group alongside existing
commitments. For this reason, it is not advisable to pursue this course.

However, based on the Ukrainian experience, supporting cyber volunteers could
be an appropriate direction for NATO member states, given that such groups could be
a precursor to the voluntary reserve system and then to professional status. In Hungary,
discussions have been ongoing since the early 2010s on how to involve civilian professionals
in the country’s cyber defence. In 2011, the Voluntary Cyber Defence Coalition was
founded to bring together interested parties, following the Estonian model. However, in
the period since then, it has not been possible to find a legal way for the Hungarian Defence
Forces and volunteers to work together. The main obstacle was the creation of a trust-
based legal framework, as there was no possibility of establishing a legal relationship with
the volunteers that would include the appropriate guarantees for the Hungarian Defence
Forces, while the volunteer reserve status was not considered acceptable by the applicants.
Since the establishment of the Hungarian Cyber Command within the Hungarian Defence
Forces in 2019 and the possibility to recruit professionals even for offensive cyber
operations, the involvement of volunteers has become redundant.

However, the experience of the Russian—Ukrainian war shows that a cyber militia
outside the organisation and hierarchy of the army, but under the direction and control
of the state, may be necessary. For this reason, it is advisable to examine carefully the
national regulations relating to the IT Army and to transpose them into the national legal
systems of NATO member states. Indeed, surveys in Hungary show that cybersecurity
experts are open to participate in military operations. Back in 2010, the openness of young
people to become cyber volunteers was assessed. Although the survey is not representative,
its respondents were selected from among the attendees of Hungary’s most important
hacker conference, Hacktivity, so it is indicative of the willingness to cooperate. Of the
187 respondents, 59% said that if their country needed help, they would be available. 55%

31 Government of France 2018.
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of them, meanwhile, had an explicitly negative opinion of the Hungarian Defence Forces.*
The survey was repeated in 2024 at the University of Pécs, led by Gdbor Gyurdk, among
students who are studying cybersecurity as part of their curricula. Although 14 years have
passed between the two surveys, the willingness to support is very similar. 51.6% of the
219 respondents would support Hungarian cyber operations as volunteers. However, the
perception of the Hungarian Defence Forces has improved dramatically in the intervening
period, with 72.1% of respondents in the new survey having a positive opinion of the
military, up from 26% in the previous survey, suggesting that cyber volunteering may, in
fact, be the gateway to systemic engagement.®

The threat posed by hacktivist groups

So, cooperation with cyber volunteers can be beneficial for military defence, but the question
is how big a threat to national security the hacktivist groups pose. The cited SecAlliance
research clearly shows that the activity of attack groups in 2023 was primarily directed
against countries that are active participants and supporters of the Russian—Ukrainian
war. Ukraine is of course in first place with 718 attacks, followed by the Czech Republic
with 300, Poland with 298, Sweden with 245 and Germany with 234. At the bottom of the
list are Ireland with 2 attacks, Hungary with 5 and Portugal with 6. The low number of
attacks may be explained by the lack of interest due to geographical distance, as the two
Western countries have small numbers even though Portugal supports Ukraine with tanks
and Ireland with trainers, but also by the more sympathetic attitude towards Russia, which
is well known in the case of Hungary. This does not mean that the exposure to hacktivist
groups in these countries could not change at any time!

Hungary, for example, specifically identifies such groups as a threat to national security
in its 2020 National Security Strategy:

“Technological development and the availability of new technologies are also leading to
an increase in the influence of non-state actors that endanger security and are difficult to control
within international security policy. They include organised crime syndicates, international
terrorist organisations, cybercrime groups, extremist religious communities, private security
contractors, certain non-governmental organisations, and other transnational networks. The
possible interests and groups behind these organisations may be difficult to identify and could
easily serve covert state intentions. This reshapes the security situation of certain regions and
makes it confusing and difficult to assess, also representing a challenge for Hungary.”3

The same is confirmed by a longer series of research launched in 2023 by the cybersecurity
research group of the Ludovika University of Public Service, with the aim of providing
the scientific basis for the new Hungarian National Cybersecurity Strategy. As part of the

32 KovAcs—Krasznay 2010.
3 GYURAK 2024.
3 Government of Hungary 2020.
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research series, interviews were conducted with several leaders and commanders who lead
cyber defence units in law enforcement and military organisations and are responsible
for the cyber defence of critical infrastructures. In total, 8 commanders in national cyber
defence and 6 critical infrastructure chief information security officers were interviewed,
including some questions on the threat posed by hacktivist groups. The final and detailed
results of this research are planned to be published later; however, the original data set is
available for further study at the Institute of Cybersecurity of the Ludovika University of
Public Service. According to the senior research panel of the Institute, the selection of the
subjects represents the focus area in Hungary.

One question of the questionnaire asked respondents to rate Hungary’s overall
cyberspace exposure on a scale of 1 to 5. The average response was 3.19, i.e. medium
exposure, with most respondents explaining that Hungary is currently of little geopolitical
interest, with a significant proportion of attacks stemming from its membership of the
EU and NATO. The next question asked respondents to name the three most serious
threats that Hungary faces from cyberspace. A total of three respondents mentioned
the Russian—Ukrainian war as a threat that should be considered from a strategic cyber
defence perspective. One respondent directly mentioned the risk of hacktivist groups.
Later, they were asked whether they considered hacktivist groups to be a strategic threat
to Hungary’s cybersecurity. All but one respondent agreed that the new Hungarian
cybersecurity strategy should also address the threats posed by such groups. There was
also broad agreement that, in general, geopolitical conflicts such as the war between
Russia and Ukraine, plus the tension between Israel-Iran or U.S.—China have an impact
on the country’s cybersecurity.

As the vast majority of respondents have an ex officio right to comment on Hungarian
cybersecurity regulations, their unanimous opinion supports my hypothesis that despite
the country’s apparent less exposure to hacktivist activity, the threat should be taken
seriously. The same is true for other NATO member states, e.g. the Irish National Cyber
Security Strategy mentions the threat posed by hacktivists to critical infrastructure and
public systems, and the Portuguese strategy lists hacktivists among the strategic threats.*
So, despite the momentary calm, countries’ cyber defence organisations need to be ready
for situations where large-scale distributed denial of service (DDoS) attacks or data thefts
are suddenly launched. As these actions are prepared less covertly, it is not too difficult to
obtain information about the attacks, sometimes from open-source intelligence, but this
requires conscious monitoring of the hundreds of specific channels.

Conclusions

The two hypotheses of this research were confirmed in the present study. First, hacktivists
and proxy groups have become irrevocably involved in armed conflicts. NATO member
state adversaries routinely use these groups in their hybrid operations, even in ways that
violate international law and are willing to use these groups in wartime as well. NATO

% Government of Ireland 2019; Government of Portugal 2019.
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member states, including Hungary, see this as a strategic threat, even if they are little
affected by the activities of these groups. On the other hand, it was also demonstrated that
Western countries and democracies cannot afford to use hacktivists and proxies for several
reasons, but learning from the example of Ukraine, it would be a big mistake to waste the
openness and ability of thousands of people to participate in the defence of their country.
As Sun Tzu wrote in The Art of War, “Thus the energy developed by good fighting men
is as the momentum of a round stone rolled down a mountain thousands of feet in height.
So much on the subject of energy.”*® The organised use of cyber volunteers can show
tremendous energy in cyberspace operations without disrupting real covert operations.

Interviews with Hungarian cyber defence leaders have shown that even in Hungary,
a NATO member state that is not under attack, hacktivists are taken seriously, and their
activities are seen as a strategic threat. In two surveys repeated 14 years apart, we also
saw that young non-professional cybersecurity experts are open to participating in cyber
volunteering. While neither survey was representative, it is certainly indicative of the
responsible leaders in military cyber defence. Further research could be conducted with
a similar survey in other countries and a representative survey in Hungary to gauge the
views of the roughly 10,000 cybersecurity professionals working in the field. As one of
the results of this research, the author and his colleagues will come up with a legislative
proposal that would allow the launch of a cyber volunteering scheme in the Hungarian
legal environment, within the framework of the forthcoming Hungarian National
Cybersecurity Strategy. As Ferenc Kolcsey, the author of Hungary’s national anthem,
wrote: “Homeland before all else!”

References

Asapown, Neil (2024): Unity or Coherence: Shaping Future Civil-Military Intelligence
Collaboration in the Cyber Domain. In Kwan, Claire — LinpsTROM, Lauri — GIOVANELLI,
Davide — Popiys, Karlis — Struct, Damjan (eds.): CyCon 2024: Over the Horizon. 16"
International Conference on Cyber Conflict. Tallinn: NATO CCDCoE, 311-325. Online:
https://doi.org/10.23919/CyCon62501.2024.10685631

AnToNIUK, Daryna (2023): What’s in a NoName? Researchers See a Lone-wolf DDoS Group.
The Record, 4 September 2023. Online: https://therecord.media/noname-hacking-group-
targets-ukraine-and-allies

BREWsTER, Thomas (2022): An ‘Unhappy American’ in the Russia—Ukraine Information War
Promises a Huge Leak of Data Stolen from the Kremlin’s Internet Censor. Forbes,

10 March 2022. Online: www.forbes.com/sites/thomasbrewster/2022/03/10/dddosecrets-
in-the-russia-ukraine-information-war-promises-a-huge-leak-of-data-stolen-from-the-
kremlins-internet-censor/

CHaN, Kristy — Knaw, Joseph (2024): Not All Those Who Wander (Over the Horizon) Are
Lost: The Applicability of Existing Paradigms of International Law to Cyberspace
and the Interpretation of Customary International Law. In Kwan, Claire — LINDSTROM,

3% Sun Tzu 2006.

AARMS (23) 3 (2024) 121


https://doi.org/10.23919/CyCon62501.2024.10685631
https://therecord.media/noname-hacking-group-targets-ukraine-and-allies
https://therecord.media/noname-hacking-group-targets-ukraine-and-allies
https://www.forbes.com/sites/thomasbrewster/2022/03/10/dddosecrets-in-the-russia-ukraine-information-war-promises-a-huge-leak-of-data-stolen-from-the-kremlins-internet-censor/
https://www.forbes.com/sites/thomasbrewster/2022/03/10/dddosecrets-in-the-russia-ukraine-information-war-promises-a-huge-leak-of-data-stolen-from-the-kremlins-internet-censor/
https://www.forbes.com/sites/thomasbrewster/2022/03/10/dddosecrets-in-the-russia-ukraine-information-war-promises-a-huge-leak-of-data-stolen-from-the-kremlins-internet-censor/

Csaba KRASZNAY: Hacktivists, Proxy Groups, Cyber Volunteers

Lauri — GiovangLL1, Davide — Popiys, Karlis — Struct, Damjan (eds.): CyCon 2024: Over
the Horizon. 16" International Conference on Cyber Conflict. Tallinn: NATO CCDCoE,
177-190. Online: https://doi.org/10.23919/CyCon62501.2024.10685595

Cyberint Research Team (2023): Behind the Mask of Anonymous Sudan: An Analysis. Online:
https://cyberint.com/blog/research/anonymous-sudan-an-analysis/

Cyberknow (2024): CyberTracker Update 26. Russia—Ukraine War. Online: https://cyberknow.
substack.com/p/cybertracker-update-26-russia-ukraine

Fornusek, Martin (2024): Ministry: Ukrainian Hackers Disrupt Transport Services in Russian
Cities. The Kyiv Independent, 13 March 2024. Online: https://kyivindependent.com/
ministry-ukrainian-hackers-disrupt-payment-system-in-moscow-subway/

FowLER, Jeremiah (2022): Is Anonymous Rewriting the Rules of Cyberwarfare? Timeline of
Their Attacks against the Russian Government. Online: www.websiteplanet.com/blog/
anonymous-cyberwarfare-report/

Government of France (2018): Paris Call for Trust and Security in Cyberspace. Online: https://
pariscall.international/en/principles

Government of Hungary (2020): Government Resolution 1163/2020 (IV. 21.) on Hungary’s
National Security Strategy. Online: https://honvedelem.hu/hirek/government-resolution-
1163-2020-21st-april.html

Government of Ireland (2019): National Cyber Security Strategy. Online: www.ncsc.gov.ie/pdfs/
National_Cyber_Security_Strategy.pdf

Government of Portugal (2019): Estratégia Nacional de Sequranca do Ciberespago
2019-2023. Online: https://files.diariodarepublica.pt/1s/2019/06/10800/0288802895.
pdf?lang=EN

GYURAK, Gébor (2024): A katonai kibertér miiveletek lehetséges kapcsoldddsi pontjai a Pécsi
Tudomdnyegyetem kibertérrel kapcsolatos kutatdsaihoz. Nemzetkozi Katonai Kibertér
Miiveleti Konferencia, Szentendre, 7 March 2024.

HeALEY, Jason — GRINBERG, Olivia (2022): ‘Patriotic Hacking’Is No Exception. Online: www.
lawfaremedia.org/article/patriotic-hacking-no-exception

JorpAN, Tim — TAYLOR, Paul A. (2004): Hacktivism and Cyberwars. Rebels with a Cause?
London — New York: Routledge. Online: https://doi.org/10.4324/9780203490037

Kararzocianni, Athina (2015): Firebrand Waves of Digital Activism 1994-2014. The Rise and
Spread of Hacktivism and Cyberconflict. London: Palgrave Macmillan. Online: https://doi.
org/10.1057/9781137317933

KmmM-McLeop, Riam (2024): Russia—Ukraine War: Telegram-based Hacktivism in
2023. SecAlliance, 27 February 2024. Online: www.secalliance.com/blog/russia-ukraine-
war-telegram-based-hacktivism-in-2023

KovaAcs, Laszl6 — Krasznay, Csaba (2010): A Digital Mohacs. A Cyber Attack Scenario against
Hungary. Nemzet és Biztonsdg: Biztonsdgpolitikai Szemle, 3(Special Issue), 49-59.

Kovar, Nikolay (2015): Cyber War in Perspective: Russian Aggression against Ukraine. In
Gekrs, Kenneth (ed.): Cyber War in Perspective: Russian Aggression against Ukraine.
Tallinn: NATO CCDCoE, 55-58.

122 AARMS (23) 3 (2024)


https://doi.org/10.23919/CyCon62501.2024.10685595
https://cyberint.com/blog/research/anonymous-sudan-an-analysis/
https://cyberknow.substack.com/p/cybertracker-update-26-russia-ukraine
https://cyberknow.substack.com/p/cybertracker-update-26-russia-ukraine
https://kyivindependent.com/ministry-ukrainian-hackers-disrupt-payment-system-in-moscow-subway/
https://kyivindependent.com/ministry-ukrainian-hackers-disrupt-payment-system-in-moscow-subway/
https://www.websiteplanet.com/blog/anonymous-cyberwarfare-report/
https://www.websiteplanet.com/blog/anonymous-cyberwarfare-report/
https://pariscall.international/en/principles
https://pariscall.international/en/principles
https://honvedelem.hu/hirek/government-resolution-1163-2020-21st-april.html
https://honvedelem.hu/hirek/government-resolution-1163-2020-21st-april.html
https://www.ncsc.gov.ie/pdfs/National_Cyber_Security_Strategy.pdf
https://www.ncsc.gov.ie/pdfs/National_Cyber_Security_Strategy.pdf
https://files.diariodarepublica.pt/1s/2019/06/10800/0288802895.pdf?lang=EN
https://files.diariodarepublica.pt/1s/2019/06/10800/0288802895.pdf?lang=EN
https://www.lawfaremedia.org/article/patriotic-hacking-no-exception
https://www.lawfaremedia.org/article/patriotic-hacking-no-exception
https://doi.org/10.4324/9780203490037
https://doi.org/10.1057/9781137317933
https://doi.org/10.1057/9781137317933
https://www.secalliance.com/blog/russia-ukraine-war-telegram-based-hacktivism-in-2023
https://www.secalliance.com/blog/russia-ukraine-war-telegram-based-hacktivism-in-2023

Csaba KRASZNAY: Hacktivists, Proxy Groups, Cyber Volunteers

Lowge, Christian (2009): Kremlin Loyalist Says Launched Estonia Cyber-Attack. Reuters,

13 March 2009. Online: www.reuters.com/article/us-russia-estonia-cyberspace-
idUSTRES52B4D820090313/

OrTis, Rain (2008): Analysis of the 2007 Cyber Attacks Against Estonia from the
Information Warfare Perspective. Tallinn: NATO CCDCoE. Online: https://ccdcoe.org/
uploads/2018/10/Ottis2008_AnalysisOf2007FromTheInformationWarfarePerspective.pdf

OrTis, Rain (2011): A Systematic Approach to Offensive Volunteer Cyber Militia. Tallinn: TUT
Press.

RomacnNa, Marco (2019): Hacktivism: Conceptualization, Techniques, and Historical
View. In Horr, Thomas J. — BossLer, Adam M. (eds.): The Palgrave Handbook of
International Cybercrime and Cyberdeviance. Cham: Springer, 1-27. Online: https://doi.
org/10.1007/978-3-319-90307-1_34-1

RurriN, Oxblood (2010): Hacktivism: From Here to There. Threat Post, 9 December
2010. Online: https://threatpost.com/hacktivism-here-there-120910/74759/

Sekoia TDR — Amaury G. — Maxime A. (2024): NoName057(16)’s DDoSia Project:

2024 Updates and Behavioural Shifts. Sekoia, 1 March 2024. Online: https://blog.sekoia.
io/noname05716-ddosia-project-2024-updates-and-behavioural-shifts/

Scumirt, Michael N. ed. (2017): Tallinn Manual 2.0 on the International Law Applicable
to Cyber Operations. Cambridge: Cambridge University Press. Online: https://doi.
org/10.1017/9781316822524

Scumrirt, Michael N. — Vinut, Liis (2014): Proxy Wars in Cyber Space: The Evolving
International Law of Attribution. Fletcher Security Review, 1(2), 54-73.

Swmrth, Margaret W. — Dean, Thomas (2023): The Irregulars: Third-Party Cyber Actors and
Digital Resistance Movements in the Ukraine Conflict. In 2023 15" International
Conference on Cyber Conflict: Meeting Reality (CyCon). Tallinn: IEEE, 103—119. Online:
https://doi.org/10.23919/CyCon58705.2023.10182061

SoesanTo, Stefan (2022): The IT Army of Ukraine: Structure, Tasking, and Eco-System. CSS
Cyberdefense Reports, June 2022. Online: https://doi.org/10.3929/ETHZ-B-000552293

Sun Tzu (2006): The Art of War. Minneapolis: Filiquarian Publishing.

THOGERSEN, Marie (2023): Obligations of Non-participating States When Hackers on Their
Territory Engage in Armed Conflicts. In 2023 15" International Conference on Cyber
Conflict: Meeting Reality (CyCon). Tallinn: IEEE, 39-54. Online: https://doi.org/10.23919/
CyCon58705.2023.10182021

Turovsky, Daniil (2018): “It’s Our Time to Serve the Motherland” How Russia’s War in
Georgia Sparked Moscow’s Modern-day Recruitment of Criminal Hackers. Meduza,

7 August 2018. Online: https://meduza.io/en/feature/2018/08/07/it-s-our-time-to-serve-the-
motherland

UCMC (2016): Security Service of Ukraine Possesses Audio Records of Krasnov’s
Conversations with his Russian Supervisor. Ukraine Crisis Media Center, 3 March
2016. Online: https://uacrisis.org/en/40837-sbu-3

AARMS (23) 3 (2024) 123


https://www.reuters.com/article/us-russia-estonia-cyberspace-idUSTRE52B4D820090313/
https://www.reuters.com/article/us-russia-estonia-cyberspace-idUSTRE52B4D820090313/
https://ccdcoe.org/uploads/2018/10/Ottis2008_AnalysisOf2007FromTheInformationWarfarePerspective.pdf
https://ccdcoe.org/uploads/2018/10/Ottis2008_AnalysisOf2007FromTheInformationWarfarePerspective.pdf
https://doi.org/10.1007/978-3-319-90307-1_34-1
https://doi.org/10.1007/978-3-319-90307-1_34-1
https://threatpost.com/hacktivism-here-there-120910/74759/
https://blog.sekoia.io/noname05716-ddosia-project-2024-updates-and-behavioural-shifts/
https://blog.sekoia.io/noname05716-ddosia-project-2024-updates-and-behavioural-shifts/
https://doi.org/10.1017/9781316822524
https://doi.org/10.1017/9781316822524
https://doi.org/10.23919/CyCon58705.2023.10182061
https://doi.org/10.3929/ETHZ-B-000552293
https://doi.org/10.23919/CyCon58705.2023.10182021
https://doi.org/10.23919/CyCon58705.2023.10182021
https://meduza.io/en/feature/2018/08/07/it-s-our-time-to-serve-the-motherland
https://meduza.io/en/feature/2018/08/07/it-s-our-time-to-serve-the-motherland
https://uacrisis.org/en/40837-sbu-3

Csaba KRASZNAY: Hacktivists, Proxy Groups, Cyber Volunteers

United Nations General Assembly (2013): Group of Governmental Experts on Developments in
the Field of Information and Telecommunications in the Context of International Security.
A/68/98. New York: United Nations. Online: https://documents.un.org/doc/undoc/gen/
n13/371/66/pdf/n1337166.pdf?token=j2rtp8zdWwLTUkk6bu&fe=true

United States District Court for the District of Alaska (2017): United States Versus Peter
Yuryevich Levashov. Online: www.justice.gov/opa/press-release/file/956511/dl

U.S. Department of Justice (2018): Russian National Who Operated Kelihos Botnet Pleads
Guilty to Fraud, Conspiracy, Computer Crime and Identity Theft Offenses. Office of
Public Affairs, 12 September 2018. Online: www.justice.gov/opa/pr/russian-national-who-
operated-kelihos-botnet-pleads-guilty-fraud-conspiracy-computer-crime

124 AARMS (23) 3 (2024)


https://documents.un.org/doc/undoc/gen/n13/371/66/pdf/n1337166.pdf?token=j2rtp8zdWwLTUkk6bu&fe=true
https://documents.un.org/doc/undoc/gen/n13/371/66/pdf/n1337166.pdf?token=j2rtp8zdWwLTUkk6bu&fe=true
https://www.justice.gov/opa/press-release/file/956511/dl
https://www.justice.gov/opa/pr/russian-national-who-operated-kelihos-botnet-pleads-guilty-fraud-conspiracy-computer-crime
https://www.justice.gov/opa/pr/russian-national-who-operated-kelihos-botnet-pleads-guilty-fraud-conspiracy-computer-crime

AARMS Vol. 23, No. 3 (2024) 125-136.

10.32565/aarms.2024.3.7

Competing Forums for Global Security
Dialogue: The Munich Security
Conference and the Minsk Conference
post 2022
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This paper examines the evolution of competing international security dialogue
platforms through a comparative analysis of the Munich Security Conference
(MSC) and the Minsk Conference (MC) during 2023—2024. Using Emanuel Adler
and Michael Barnett’s Security Communities framework and Charles Tilly’s
network configurations concept, it analyses how these forums represent distinct
approaches to organising international security dialogue. The study demonstrates
how the established MSC and the emerging Minsk Conference develop different
institutional practices, governance structures and engagement patterns. While
Munich emphasises multilateral engagement within a rules-based framework,
Minsk promotes an alternative model centred on state sovereignty and Eurasian
integration. This comparison reveals an emerging divide between Western and
Eurasian approaches to international security dialogue, indicating a broader
transformation in global security relations.

Keywords: international security, security communities, Munich Security
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multilateral dialogue, global security architecture, security forums, international
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Introduction

The global security environment has undergone significant changes in recent years, notably
marked by the emergence of competing international security discussion forums. This
evolution reflects broader transformations in the global power dynamics, where traditional
Western-led frameworks increasingly face alternative structures and perspectives.

The coexistence and parallel development of the Munich Security Conference and the
Minsk Conference exemplify this shift, illustrating a growing institutional competition in
how international security dialogue is structured and conducted.
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This paper analyses these forums through the lens of institutional competition,
examining how they operate as parallel dialogue-based security platforms. Both the
Munich Security Conference and the Minsk Conference function as structured international
dialogue mechanisms, though they represent competing visions for organising security
discussions. This institutional competition manifests in their different approaches to
multilateral engagement, regional focus and conceptualisation of international order.

As dialogue-based security platforms, both forums share key institutional characteristics:
they function as recurring high-level meetings that facilitate multilateral security discussions,
engage diverse international stakeholders and aim to shape global security discourse. This
common institutional format enables a comparative analysis of how they develop competing
approaches to international security dialogue.

These platforms represent an evolving form of multilateral cooperation that follows
what Charles Tilly calls “network configurations” — distinct patterns of how international
actors connect and interact.? Tilly’s framework helps us understand how these forums
create distinct patterns of interaction: Munich develops complex multilateral networks
with multiple connecting points, while the Minsk builds more hierarchical relationships
centred on state-to-state connections.

While traditional institutions rely on fixed structures, these security forums create
more flexible networks of relationships. This networked approach, where participants can
form various types of connections “across boundaries”, may indicate how international
cooperation could develop in the future. These forum-based interactions may increasingly
supplement (or perhaps replace) traditional institutional structures.

The Security Communities framework provides the analytical structure for examining
how these forums develop distinct governance patterns and shape security practices. This
theoretical lens helps analyse how dialogue platforms establish shared understandings,
build trust networks and develop collective identities. Through this framework, we
can observe how network-based cooperation patterns emerge in international security
dialogue, potentially indicating new forms of multilateral engagement.

In addition, these forums explicitly position themselves as actors shaping world order.
The Munich Security Conference, founded in 1963, emphasises its global role through
a Euro-Atlantic perspective, while the Minsk Conference, established in 2023, presents
itself as a regional Eurasian platform. Their institutional philosophies reflect distinct
cultural-historical traditions: Munich embodies Western multilateral traditions, while
Minsk represents Eurasian approaches to international cooperation. Both platforms
increasingly engage with Global South perspectives, indicating evolving dynamics in
international security dialogue.

The present study examines how the Munich Security Conference and the Minsk
Conference function as platforms that shape international security discourse and practices.
Drawing on Emanuel Adler and Michael Barnett’s (1998) framework for analysing
security communities, this paper explores how these forums, while distinct from formal
international institutions, serve as venues for the articulation and contestation of competing
security perspectives.

2 ApLeEr-BARNETT 1998: 403.
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Specifically, it examines how the Munich Security Conference and the Minsk
Conference represent and promote different views on global security architecture and
what their development in the course of 2023 and 2024 indicates about changing dynamics
in global security discussions.

This study identifies three key aspects to address this question:

First, the Munich Security Conference and the Minsk Conference demonstrate distinct
security concepts and different approaches to international security. These forums operate
similarly to what Adler and Barnett call “loosely coupled security communities” — platforms
where participants develop shared understandings about security through regular dialogue
and interaction.?

Second, the distinct formats of the Munich and Minsk conferences reflect fundamental
differences in how they build what the security communities literature identifies as “many-
sided and direct relations”,* with Munich representing established Western frameworks
while Minsk offers an alternative Eurasian-centred viewpoint.

Third, the development of the two parallel conferences reflects what Adler and Barnett
describe as different “governance structures” that rely on “shared goals and intersubjective
meanings” rather than formal enforcement mechanisms.®

These observations enable a multi-dimensional analysis of “institutional competition”
among these forums. The Munich Security Conference prioritises transatlantic partnerships
and the defence of a rules-based international order (RIO) increasingly with the ambition
to engage with stakeholders globally. In contrast, the Minsk Conference emphasises
Eurasian integration and advocates for an alternative security framework that directly
challenges Western paradigms.

Importantly, as Adler and Barnett note, such communities can exist “in the absence of
well-developed strategic ties or a formal alliance”, but they develop through “tacit and/
or formal normative prohibitions against states settling their disputes through military
means”.®

This study employs a comparative analysis of conference materials from 2023-2024,
scrutinising both ex-ante materials (pre-conference reports) and ex-post documents
(conference outcomes and summaries). This technique seeks to evaluate how different
forums recognise security issues, engage participants and promote their unique
perspectives on international order.

As global security challenges grow increasingly complex and interrelated, this
analysis of rival institutional frameworks provides insights into the future direction of
global security discussions and their implications for international order.

ApLER—BARNETT 1998: 30.
ADpLER—BARNETT 1998: 31.
ADLER—BARNETT 1998: 35-36.
ApLER—BARNETT 1998: 35.
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Historical context and evolution

The historical development of these forums illustrates how security dialogue platforms
evolve through what Adler and Barnett term “phases of development”” — from nascent to
mature stages of institutional formation.

Development of the Munich Security Conference

The Munich Security Conference was first held in 1963. In its early stages, the Conference
served as a platform for Western defence officials and analysts. The primary aim was to
align NATO members’ defence policies and enhance transatlantic collaboration. During
its six-decade span, the MSC has experienced a considerable evolution. It has evolved
from a relatively small assembly of defence experts (often dubbed a “transatlantic family
meeting”) to the prime forum for dialogue on global security policy. The organisational
framework of the MSC has become increasingly complex. Currently, it operates through
an annual principal conference in February, as well as year-round initiatives like regional
conferences, working groups and research initiatives. The conference functions as
an independent organisation, adopting a public—private partnership framework, which has
considerably expanded the range of its initiatives. Initially, the conference featured close
to 60 attendees, primarily from NATO states, but it has now broadened its scope to nearly
1,000 participants from more than 100 countries.

The MSC’s framework integrates a variety of stakeholders, bringing together
viewpoints from both the private sector and civil society. While maintaining its core
mission of strengthening the transatlantic alliance, the MSC has significantly expanded
its objectives to include facilitating broader international security dialogues, promoting
the rules-based global order and addressing global security challenges.?

The Munich Security Conference’s evolution from 1963 to the present demonstrates
the transformation of a security dialogue platform. Initially a small assembly of NATO
defence experts, it has developed into the premier forum for global security policy
discussions, expanding from 60 to nearly 1,000 participants from over 100 countries. This
evolution reflects what Adler and Barnett identify as the development of “many-sided and
direct relations” through increasingly complex institutional frameworks.

Emergence of the Minsk Conference
While the MSC represents the evolution of established Western security frameworks, the

Minsk Conference emerged post-2014 as an alternative platform, illustrating how new
security dialogue venues can develop in response to changing global dynamics.

7 ApLeEr-BARNETT 1998: 30.
8 IscHINGER et al. 2014.
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The Minsk International Security Conference was established in October 2023 to
provide a Eurasian forum for security dialogue. While Belarus had previously hosted various
international meetings since 2014, this conference marked a formal institutionalisation of
its role in regional security discussions. The development has progressed through several
critical phases: it transitioned from an emphasis on European security discussions to
a more expansive Eurasian security framework, ultimately serving as a counter-platform
to Western forums. The conference has further evolved from an initial dialogue platform
to a more structured forum for developing alternative security architectures, as evidenced
by its formalisation into an annual event with expanding participation from 30 countries
in 2023 to over 40 countries and regions in 2024.

The Minsk Conference has its unique institutional characteristics, in particular, its
annual high-level conference fundamentally reflects a state-centric approach. It sustains
substantial connections with regional security groups, including the Collective Security
Treaty Organisation (CSTO), the Shanghai Cooperation Organisation (SCO) and the
Eurasian Economic Union (EAEU), while also participating in broader Eurasian projects.

The conference has also demonstrated growing alignment with wider non-Western
initiatives, particularly China’s Global Security Initiative (GSI), reinforcing its role in
shaping alternative security frameworks.

The participation designs exhibit a distinctive orientation: attendees predominantly
come from the Commonwealth of Independent States (CIS). Nonetheless, there
has been a significant rise in both the size and scope of participation, including
greater representation of Asian states and the Global South, along with selected
engagement — from the geographic standpoint of Belarus — of Western countries such as
Hungary. This broadened scope underscores a significant emphasis on “Global Majority”
representation and comprehensive security, which includes military, political, economic
and informational dimensions.

The strategic aims of the Minsk Conference present a divergent perspective from its
Western counterpart. It advocates for a multipolar international order, contests Western
security structures and fosters Eurasian integration. Furthermore, it establishes alternative
security narratives, cultivates non-Western alliances and advocates viewpoints of the
“Global Majority™.

Parallel evolution 2023-2024

The timeframe of 2023-2024 represents an important phase in the development of both
forums. The MSC has broadened its global engagement while maintaining a robust
emphasis on transatlantic unity. Simultaneously, it has increased its focus on Global South
perspectives. The Minsk Conference has at the same time reinforced its alternative security
narrative, increased its emphasis on regional collaboration, expanded its participation
base and solidified its anti-Western position. The Minsk Conference’s transformation from
a regional dialogue platform to a structured forum for alternative security architectures
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demonstrates how dialogue platforms can develop distinct “governance structures” based
on different sets of “shared goals and intersubjective meanings”.’

This comparative historical analysis illustrates the evolution of these forums from
basic discussion platforms to a more structured manifestation of different perspectives on
international security architecture. Their parallel development suggests broader changes
in the global system and a growing challenge to Western-centric security frameworks.

Comparative analysis

While the historical context provides background understanding, this study focused
specifically on 2023-2024, as this period offers the clearest evidence of dialogue
competition between these forums. This timeframe captures both the Minsk Conference’s
emergence and Munich’s strategic adaptation, providing rich comparative material for
analysing competing approaches to security dialogue.

Institutional positioning and core narratives

The fundamental contrast between these forums emerged clearly in their self-positioning.
The Minsk Conference established itself as an explicit “Eurasian alternative to the Munich
Security Conference”, as articulated by the CSTO Secretary General,'® while Munich
maintained its role as “the world’s leading forum for debating international security
policy”.!" This positioning reflects more than institutional rivalry — it demonstrates
contrasting perspectives on how international security should be discussed and managed.

These contrasting institutional positions manifested in their different approaches to
dialogue format.

Evolution of dialogue formats

Munich’s Approach. The 2023 Munich Conference demonstrated its established multilateral
format through unprecedented attendance and extensive bilateral engagement.

The conference facilitated 2,750 official bilateral meetings and hosted the largest
bipartisan U.S. Congressional delegation in its history,'? exemplifying its inclusive
multilateral strategy.

The conference’s focus on Western unity was evidenced by the first “G7 Foreign
Ministers meeting in Munich under Japanese presidency”.!* This approach highlights

9 ApLErR-BARNETT 1998: 35.
10 TASS 2024a.

- MSC 2023: 24.

2. MSC 2023: 5, 19.

3 MSC 2023: 5.
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an “inclusive multilateral” strategy, aimed at enhancing current European security
frameworks through comprehensive stakeholder participation.

Minsk’s Alternative Model. In contrast, the Minsk Conference developed a more
selective, state-centric approach.

The Minsk Conference convened over 150 international attendees from 30 nations
who participated in the discussions and approximately 300 delegates from Belarusian
and foreign think tanks, and governmental bodies took part in the conference. Its format
emphasised governmental participation and regional frameworks, with the Belarusian
Foreign Minister, the conference host, articulating a direct challenge to Western
frameworks: “West-centricity is a thing of the past, its place is taken by multipolarity.”**
This argument not only challenges Western frameworks but also indicates the rise of
alternative security frameworks, highlighting a profound structural divide in global
security dialogue mechanisms. This position sharply challenges the assertions made by
numerous participants at the Munich 2023 Conference, who consistently emphasised
a rules-based international order grounded in transatlantic cooperation and liberal
democratic principles.

The different dialogue formats reflect what Tilly identifies as contrasting network
configurations: Munich’s approach creates multiple interconnected relationships (triadic
connections), while Minsk’s state-centric model emphasises bilateral relationships (chain
configurations).

The forums’ distinct formats evolved further as they adapted to changing global
conditions.

Adaptation to global changes

Munich’s Strategic Evolution. Munich’s adaptation shows how established security forums
can evolve their practices while maintaining their fundamental principles. Following
Adler and Barnett’s concept of maturing security communities, the MSC demonstrates
how security platforms can adjust to global changes while preserving their core values
and expectations.

The 60" anniversary of the Munich Security Conference in 2024 featured significant
developments in scale and scope, gathering nearly 1,000 participants, including 45 heads
of state or government, from 109 nations across 60 sessions in the main program. Over
half of the speakers were female, and more than a quarter were from the Global South.'

The conference theme “Lose—Lose?”, derived from the title of the event’s “scene-
setter” report, reflected growing concerns about global fragmentation. Nonetheless, it also
cultivated a sense of optimism for achieving outcomes, “seizing silver linings” among
“dark clouds”, concentrating on pragmatic crisis management and inclusive dialogue.!
This illustrates efforts to preserve the consistency of established European security

4 Belarus MFA 2023a.
15 Carr—KOENIG 2024: 1.
16 CaRrR—KOENIG 2024: 4.
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frameworks while recognising new threats to the current system. The revised strategy
was apparent in the immediate response to significant incidents during the summit, such
as Navalny’s death and the taking of Avdiivka by Russian forces, which prompted urgent
discussions and enabled the G7 Foreign Ministers to reiterate their “unwavering resolve to
continue to support Ukraine”."” The Conference also aimed at achieving concrete results,
exemplified by “twenty technology firms signing an agreement to jointly prevent deceptive
Artificial Intelligence content from interfering with global elections”.!®

Minsk’s Alternative Vision. Minsk’s emphasis on state sovereignty and regional
frameworks illustrates what Adler and Barnett describe as the development of alternative
“shared understandings” in security communities. Its approach represents the formation
of distinct institutional practices that challenge established security dialogue norms.

The Second Minsk Conference reinforced its distinct approach through emphasis
on state sovereignty and regional frameworks. Hungarian Foreign Minister Szijjart6’s
emphasis on “sovereignty as the key word today” exemplified the forum’s alternative
narrative approach to security dialogue.'®

This attitude, demonstrated by various speakers in Minsk, which emphasises state-
centric dialogue and regional frameworks, directly contests the post-Cold War European
security architecture. This indicates not merely different formats but also conflicting
perspectives on the conduct of European security discussions.

The Second Minsk Conference was remarkable for the presentation of divergent
viewpoints, exemplified by Serbian Deputy Prime Minister Vulin’s assertion that “the
absolute lack of international law is the biggest problem in modern conditions”.?°

This sentiment was further reinforced in December 2024, when Russian Foreign
Minister Lavrov announced that certain EU countries had expressed interest in the new
Eurasian security framework proposed at the Minsk Conference. Lavrov emphasised that
“the process of building a new architecture of security is moving forward full steam, and
is already based not on the Euro-Atlantic concept”. He attributed the need for this new
architecture to what he described as the destruction of “indivisible security” proclaimed
in the OSCE, “first and foremost, thanks to NATO’s reckless eastward expansion”.?!

These divergent adaptations reflected each forum’s broader approach to establishing
their role in international security dialogue.

Institutional competition and legitimacy building

Both forums developed distinct strategies for building legitimacy. Munich expanded its
scope while maintaining focus on European security frameworks, addressing “major
challenges that disproportionately affect the Global South”. Minsk built legitimacy through
institutional coordination with regional organisations and direct challenges to Western

7 CARR—KOENIG 2024: 2.
8 Carr—KOENIG 2024: 4.
9 Radio Svaboda 2024.

2 Belarus Segodnya 2024.
2L TASS 2024b.
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paradigms, that is the rules-based international order and multilateral engagement model
traditionally promoted by Western institutions.

This contrast is evident in their specific approaches to legitimacy-building. The
“institutional rivalry” among the forums was evident in Munich’s approach of increasing
the range of involvement in the security dialogue, tackling what its organisers recognised
as “the superlative number and breadth of crises and challenges”.?> This broadened scope,
while keeping the focus on European security frameworks, illustrates Munich’s effort to
modify its established dialogue structure in response to growing global challenges, all the
while preserving the core principles of the post-Cold War security order. This encompassed,
among other topics, concentrated discussions on climate, water and food security, and
technological problems, emphasising that “major challenges that disproportionately affect
the Global South must be tackled”.?

Minsk’s strategy for dialogue and legitimacy is characterised by a focus on state-
centric coordination and purposeful selective engagement. This emphasis underscores
an important challenge to the Western security dialogue model, as it proposes an alternative
framework that prioritises state sovereignty and regional power dynamics over multilateral
cooperation. This is illustrated by the forum’s organisational composition which underlines
the need for governmental involvement, as noted by the Belarusian Foreign Minister who
stressed the need for “holding a serious summit of heads of state of the Eurasian countries
to discuss the future architecture of Eurasian security”.?*

The legitimacy of the Minsk forum has been supported by institutional coordination,
demonstrated by the involvement of other regional organisations, including the CSTO,
CICA and SCO. Furthermore, Serbian Deputy Prime Minister Vulin’s assertion
regarding the “complete absence of international law” and the necessity for “a new moral
consensus”? further illustrates Minsk’s strategy to establish legitimacy by directly
challenging Western paradigms.

These different institutional practices demonstrate how Tilly’s network configurations
manifest in practice: Munich’s “multilateral engagement” creates dense networks of
interconnected relationships, while Minsk’s “selective sovereign” approach builds more
structured and hierarchical relationships between participants.

Narrative development and strategic positioning

The institutional competition between these forums manifested not only in their
legitimacy-building approaches but also in their evolving narratives from 2023 to 2024.
The narrative development of the forums from 2023 to 2024 demonstrates their
differing paths. In 2023, the dialogue in Munich predominantly emphasised robust
Western solidarity, exemplified by the expression “as long as it takes” in its backing

2 CARR—KOENIG 2024: 1.
3 CARR—KOENIG 2024: 3.
2 Belarus MFA 2023b.

% Belarus Segodnya 2024.
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of Ukraine. This previous position showed a consensus-driven approach to European
security, based on transatlantic cooperation and shared democratic principles. In 2024,
Munich’s discourse transitioned to facing uncertainties and various crises, as illustrated
in its debrief paper about Western support for Ukraine amid “symptoms of fatigue and
an increasing politicization of military and financial assistance”.?® This change implies
not just practical issues but also fundamental questions regarding the sustainability of
established European security arrangements in an increasingly multipolar world.

Meanwhile, Minsk changed its narrative focus from regional integration toward
a more distinct alternative vision to RIO and a sharpened anti-Western sentiment, also
with an increased adoption of the “Global Majority” viewpoints. This is exemplified by
the statement of Sergei Lavrov, who explained that the current trend of the formation
of a multipolar world order “promotes the democratization of international relations, in
which there should be no hegemony of anyone and where the principles of the UN Charter
should be observed in a comprehensive and not selective manner [...], [and] that Russia’s
vision of Eurasian security corresponds to the [China’s] GSI”.%

The move from aregional platform to an alternative global dialogue forum, as illustrated
by the CSTO Secretary General’s clear view of Minsk as an alternative to Munich, poses
a significant challenge to established European security frameworks and institutions.

The simultaneous development of these forums exemplifies not only competing
institutional structures but also fundamentally divergent concepts of European and global
security architecture. Munich aims to preserve and improve current global structures to
address emerging challenges, whereas Minsk promotes a different model centred on state
sovereignty and regional power relations. This increasing disparity indicates a significant
structural divide in the conceptualisation, organisation and governance of international
security, with substantial implications for the future of global security dialogue.

Conclusions

This analysis confirms our three key observations regarding the evolution of security
dialogue platforms. The contrasting security concepts and approaches of Munich and Minsk
demonstrate what Adler and Barnett describe as different types of “governance structures”.?®
Munich’s structure builds on multilateral engagement and Western institutional norms,
guiding participants to work within a rules-based international framework. In contrast,
Minsk’s structure emphasises state sovereignty and regional power dynamics, encouraging
participants to prioritise national interests and Eurasian integration.

The contrast between Munich’s promotion of a “rules-based international order”
and Minsk’s support for “multipolarity” and “Global Majority” perspectives indicates
fundamentally differing opinions on the organisation and governance of international
security. In addition, they represent more than competing platforms — they exemplify

% CARR—KOENIG 2024: 4.
%7 Xinhua 2024.
% ApLeEr—BARNETT 1998: 30.
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different ways of constructing what Adler and Barnett term “shared identities, values, and
meanings” in international security.

The forums’ distinct approaches to security dialogue, particularly regarding
European security, reflect fundamental differences in how they build — what the security
communities literature identifies as — “many-sided and direct relations”.?® Munich’s
“inclusive multilateral” model emphasises extensive stakeholder engagement and
transnational networks, while Minsk’s “selective sovereign” approach prioritises state-
level discussions and regional frameworks. This distinction goes beyond format and
reflects competing visions of how European security discussions should be structured and
maintained.

The parallel evolution of the conferences from 2023 to 2024 demonstrates how they
developed different foundational principles to security dialogue. Munich’s transformation
from Western solidarity to acknowledging diverse global threats, alongside Minsk’s
development from a regional platform to an alternative global forum, shows how security
dialogue platforms develop different sets of “shared goals and intersubjective meanings”.>
This competition between Munich and Minsk reveals how fundamentally different their
visions are for organising and conducting international security dialogue.

This study points to emerging research directions regarding Global South/Global
Majority influence in international security dialogue. While current demographics show
numerical dominance of these regions, complex factors like China’s declining fertility
rates and aging population suggest future shifts in Global Majority dynamics.* The
contrasting approaches of Munich and Minsk to Global South engagement reflect broader
questions about evolving power distributions in international security discussions.
Demographic transitions in key Global Majority countries may significantly impact future
security dialogue configurations.
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