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Hybrid War: Theory and Ethics
Mih&ly BODA'

Terrorist attacks against the United States and some European states, and the war
against terrorism characterised the end of the 20" century from the perspective
of international relations. In harmony with this, military theoretical and ethical
research aimed at terrorism, insurgency war in general and counterterrorism in
this period. Some years later, however, at the beginning of the 21 century, some
further questions joined these problems, like the theoretical and ethical issues of
hybrid war. This essay deals with the theoretical and philosophical features
of hybrid war in order to develop an ethical theory for it.

Keywords: hybrid war, just war theory, cold war

Introduction

One significant military ethical approach to analyse the phenomena of war is just war
theory. This ethical theory includes several formal categories, which have been developing
from the Middle Ages on, and a content which is specified by the features of the age, the
society and the nature of war. The features of a particular form of war have particular
relevance to the ethical content of the ethical theory of that war. This is because any ethical
theory is logically permitted to articulate such prescriptions and values that are possible
to be respected and honoured for the people addressed by the theory. As the philosophical
slogan says, ‘ought implies can’, so an agent has an obligation to perform a certain action
only if it is possible for him or her to perform it. So, although at first sight one can hold
an ethical theory which prohibits any killing, injuring and even harming in war, this sort
of ethical theory is not valid, because the concept of war includes killing, hurting and
harming the enemies by definition. In sum, the nature of a specific sort of war has impacts
on the content of the ethical theory of that sort of war.

In this way, others previously made attempts to extend or interpret just war theory to
nuclear war, low intensity war, peacekeeping, proxy war and cyberattack. Concerning
nuclear strategy, James P. Sterba argued for a just nuclear strategy despite the worries
based on the disproportionate and indiscriminate nature of nuclear strategies. He claimed
that: “Under present conditions, it is morally justified to possess a survivable nuclear
force in order to be able to quickly threaten or bluff nuclear retaliation should conditions
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change for the worse.”? In connection to low intensity war, James Turner Johnson claimed
it had a relevance contrary to the ‘world’s policemen’ counterargument. As Johnson put it:
“In the post-Cold War world, however, there is a greater possibility of achieving substantial
international agreement on the kind of activities that warrant an unconventional response,
extending, if necessary, to the use of force across national borders. [...] We may be able to
attack systematic human rights violations, State-sponsored terrorism, regional aggression,
and the global traffic in narcotics — not as a lonely paladin — but with the approval and
support of the community of nations.” Tony Pfaff demanded in regard to peacekeeping:
“What has been suggested is that as an area of operations transitions from a state of nature
to a state of peace, what it means morally to apply force also changes. This means when such
a distinction can be made, soldiers are afforded a powerful and practical conceptual tool for
resolving the inherent conflict between the due care they owe civilians and the due risk they
are obligated to take to achieve their objectives.™ Pfaff also noted in connection to proxy
war that: “While the bi-polar Cold War world certainly had its fair share of proxy wars, the
emerging polyarchic order proliferates not only the number and kind of actors that can serve
as benefactors and proxies, but most importantly, it increases the need for such relationships.
[...] Thus proxy relationships can make apparently just wars more likely and messier. Given
that the purpose of the Just War Tradition is to prevent war or limit the suffering it causes,
the proxy relationship risks undermining that tradition even as it conforms to it.”® Regarding
cyberattack, Steven P. Lee analysed the new cyber technologies’ impact on just war theory
and claimed: “Cyber war is not a new kind of war, in the sense that it requires different
moral rules about how it is fought. A similar judgment seems appropriate for the criteria
of jus ad bellum, with one important exception. For the entire ad bellum criteria save one,
the difficulties we have considered that arise when they are applied to cyberattacks are
not sufficient to find that the technology threatens to make just war theory irrelevant. The
one exception is the criterion of last resort.”® Finally, David Whetham articulated the same
position in general terms in connection with cyberattack which is supposed to be not war
from the classical point of view: “To assume that the Just War Tradition cannot apply because
the situation is not war as we understand it is to confuse what the purpose of the tradition is
in the first place. While historically the moral reasoning invoked was applied casuistically to
war (hence resulting in and evolving into what we call today the ‘Just War Tradition’), that
reasoning contained in the tradition could be (and often was) applied in a variety of other
situations as well where one is seeking to do something that is, under normal circumstances,
prohibited, i.e., deliberately cause harm to others.””

In a similar vein, this essay presents an extended or interpreted form of just war theory.
It extends the theory from direct war to hybrid war by interpreting its ethical categories
to hybrid war. The ground of the extension and interpretation is military philosophy of
hybrid war, and hence that philosophical question: ‘What is the definition of hybrid war?’

STERBA 1987: 169.
Jonnson 1995: 168.
Prarr 2000: 23.
Prarr 2017: 350-351.
Lee 2014: 117.
WHETHAM 2016b: 62.
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Theory of hybrid war

In one of his articles, George R. Lucas, Jr. attempted to uncover the moral rules of cyber
war by examining some historical examples of cyberattacks and developing the definition
of the effected moral rules.® In this essay, I follow a similar method, because I strive to
define the rules of hybrid war by examining the concept and theoretical definition of hybrid
war. For this reason, in what follows, I first develop a philosophical theory of hybrid war,
and then I conclude with the ethics of hybrid war based on this theory.

Defining the hybrid form of war

Several research directions characterise the examination of hybrid war from the perspective
of military philosophy at the beginning of the 21° century.® Hybrid war, according to some
researchers, is not really a new phenomenon, but it has already occurred previously in the
military history,'® perhaps already in the works of Sun Tzu."! From this perspective hybrid
war was and is a combination of the direct warfare of regular forces with the indirect
warfare of irregular and other types of forces. What is new in the contemporary form
of hybrid war is that while these different forces were deployed at the same time and
separately in the past, nowadays their application is more integrated. Frank G. Hoffman
defines hybrid war in this spirit: “Hybrid threats incorporate a full range of different modes
of warfare including conventional capabilities, irregular tactics and formations, terrorist
acts including indiscriminate violence and coercion, criminal disorder.”*?

Besides the military historical aspects of hybrid war, one should pay attention to
the recent history of hybrid warfare. At the turn of the 20" and 21% centuries, terrorist
organisations, counterterrorist agencies and military units of the Western states attained
serious success with their asymmetric tactic. The success of this tactic was the consequence
of its autonomous and indirect nature, that it was not joint direct tactics. For the reason of
its successfulness, after the war on terror, states applied the same or similar indirect
forms of hybrid aggression (meaning: violence) against other states. Hence hybrid warfare
became an indirect, autonomous and symmetrical conflict between states.

Further, the applied means and methods of hybrid war, like social destabilisation,
informational attack, espionage, targeted attack against individuals and objects are non-
military or at least non-traditionally military means. Because of the nature of these means
and methods, waging hybrid war appeared as the primary ability to manage a conflict with
another state without waging direct war. From this perspective, hybrid war is very similar
to the other types of indirect wars of the 20" and 21 centuries, like the low intensity

8 Lucas 2015: 252-256.

9 WIirHER 2016: 74-77.

10 MURRAY—MANSOOR 2012.
T WitHER 2016: 74.

2 Horrman 2007: 8.
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war and the fourth-generation war of the U.S., the unrestricted war of China and the
Gerasimov’s doctrine of Russia.'®

Hence there are similarities and differences between hybrid war and the other types of
indirect wars. One of the main similarities was already mentioned, another is that states
attempt to satisfy their interest by deception in hybrid war and in all other forms of indirect
wars." In contrast to direct war, which is in general an open conflict between states (like field
battles), indirect conflict applies violence secretly, deceiving the enemy. Hence, small wars of
the 17" to 19" centuries, light infantry wars from the Second World War, and guerrilla wars
of the second half of the 20" century all focused mainly on indirect tactics like deception,
surprise and ambush. Hybrid war is just a 21 century form of indirect wars.

The difference between hybrid war and other types of indirect wars can be identified
in the applied means and tactics. First, states in a hybrid war apply potentially any means
and tactics to satisfy their interest, as Hoffman put it, hybrid wars “incorporate a full range
of different modes of warfare”.!> On the other hand, states in a hybrid war strive to involve
such means and methods, which were not (essential) parts of direct and indirect wars of
the past. Some of these means and methods, such as deploying national secret services,
launching informational attack and the application of autonomous weapon systems, have
greater significance.'

Hence, hybrid war can be defined as one form of indirect wars in which states are in
conflict with each other by applying non-military or non-traditionally military means and
methods. The nature of the aim of hybrid war is the implication of this definition. Because
of the deceptive means and methods applied in hybrid war, the aim of hybrid war has
relatively low significance, which is not worth starting a direct war to reach it. This aim,
however, is the satisfaction of some state interest, which in case of hybrid war, should be
attained by the deception of the enemy. The deception-based means and methods and the
relatively low significant aims of hybrid war limit the level and intensity of the applied
aggression. In hybrid war the applied aggression is at a low level.

Hybrid aggression or hybrid war?

One can draw a clear distinction between direct and hybrid wars if we suppose that the
analysis of the nature of hybrid war given above is correct and that in direct war there is
a very serious cause (the casus belli) and a satisfiable state interest, which can be attained
mainly by the mutually and clearly undertaken victorious field battle. At the same time,
however, we generally understand the expression ‘war’ as direct war, so it seems to be
a meaningful question whether ‘hybrid aggression can be considered war at all or just
a form of aggression’.

13 WiTHER 2016: 77-79; BILBAN—GRININGER 2020: 211-237.
4 For deception see JoHnson 1995: 166-167.

5 Horrman 2007: 8.

6 Bopa 2022: 100-106.
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According to Carl von Clausewitz (direct) war is necessarily a state-organised and
violent phenomenon which has its own logic. War is so prone to escalating and developing
extremely, since it is waged by deploying the most effective weapons of the army of the
state, by mobilising all the resources of the state, and by aiming at fully destroying the army
of the enemy state.”” Although hybrid war is a conflict between states, it is not a violent
phenomenon in the Clausewitzian sense. This is because in hybrid war, states do not seek
to fully destroy the army of the enemy state, they do not mobilise all their resources,
and do not apply the most useful means and methods to satisfy state interest. Quite the
contrary, hybrid war was led to reach low significant aims, and it adapts the suitable
means and methods to this sort of aims. For this reason, hybrid conflict is a different form
of aggression in which the applied aggression is less intensive than in direct war. This
implies that one can call hybrid conflict “‘war’ only in a loose sense, but it is worth bearing
in mind that it differs fundamentally from direct war.

Can hybrid war still be considered a war? Why? What is the common nature of direct
war and hybrid war, by which both forms of aggressions can be called ‘war’? According
to Clausewitz, all wars in military history were so violent that they were potentially
devastating enterprises in order to enforce the will of the state. Because this definition has
two parts, the (extreme) violence part and the enforcing part, therefore, we can call this
definition the violence-based definition of war after its first part.

The definition of hybrid war does not meet the violence part, but it fits the enforcing
part. However, one can give a new definition of war that will suit direct conflict and hybrid
conflict as well, grounding it on the enforcing part of Clausewitz’s definition. According
to Christopher J. Finlay, the new definition of war includes references to three intentions
of the offensive state and to the realisation of these intentions. The first intention implies
that state interests should be achieved by violence; according to the second intention,
the interests of the attacked state should be harmed proportionally to the satisfaction
of the interests of the offensive state; and finally, the third intention includes applying
the proper means to cause harm to the attacked state and to satisfy the interests of the
offensive state.’® According to this definition, war is the realisation of the political will
if the realisation intentionally includes harming the interests of another state by harming
and even destroying those defensive mechanisms of the attacked state, which serve to
protect its state interests. This definition can be called the intention-based definition of
war, which wholly lacks reference to the potentially destructive nature of (direct) war.
From the perspective of the intention-based definition, direct war is one in which ..., for
example, the attacker captures a previously disputed territory by destroying the army of
the attacked state; and hybrid war is one in which, for example, the attacker intervenes in
the political elections of the attacked state by cyberattacks.

7 Crausewitz 2007: 13—44.
8 FiNLAY 2018: 367-372.

AARMS (23) 1 (2024) 9



Mihaly BODA: Hybrid War: Theory and Ethics

Hybrid war: between positive peace and direct war

Due to the relatively low intensity aggression applied in hybrid war, it is not a form of
direct war, but it is not a clear form of peace either, because at peace states are not in
conflict.” This feature of hybrid war can be understood in two ways. According to the first,
the concept of hybrid war is philosophically vague, which means that whether a state is at
peace or at war cannot be told from the objective (outsider) point of view. This question
can be decided only by the state involved. For the reason of the involvement of the state,
however, its decision is not objective but influenced by its interests.2’ The decision of the
state is itself constitutive in answering the question whether the state is at war or peace.

The other approach claims that the in-between condition of hybrid war is clearly
definable. I take this second stance, and I contend that hybrid war is very similar to the
cold war of the second half of the 20" century.

During the cold war, states conflicted with each other, partly via their national security
services.?! In cold war the services’ activity was the continuation of the political will of
the two great powers by other means, for the purpose of getting the satisfaction of the
interests of one great power by harming the interests of the other great power. In cold war,
at the same time, two other characteristic types of aggression appeared, proxy war and
potential nuclear war (deterrence).?? Proxy wars were conflicts between the allies of the
great powers, potential nuclear war in turn was conflict mainly between the great powers.
In cold war international relations bipolarised between the United States of America and
the Soviet Union. International relations at the beginning of the 21% century, however, are
featured by multipolarity (and not bipolarity) in which proxy wars have less significance,
and nuclear war plays an even more negligible role. There have been some proxy wars, like
the war in Syria and in Yemen, and perhaps the one in Ukraine, but — at least before the
Ukrainian war — proxy war was not the main form of hostilities between the U.S., Russia,
China and the European Union. For this reason, I believe hybrid war is similar to cold war
with respect to the role played by the national security services.

This is proved by the name of cold war and its middle position between peace and
direct (hot) war. This position was the consequence of the main forms of conflicts of
cold war, the conflicts of the security services, proxy wars and nuclear deterrence. The
application of such means, which features these forms of conflict did not reach the
threshold of direct war because the intensity of aggression of these forms of conflict is
too low. Similarly, in hybrid war national security services have outstanding significance.
According to several authors, one paradigmatic form of hybrid conflict, information attack
is nothing but “sabotage, espionage, and subversion”,”® which is a “new form of cover
political action”.>* With respect to another important means of hybrid war, the application

¥ Rip 2013: 9-10; WreTHAM 2016a: 85-86.
20 ALMANG 2019: 196.

21 Brum 2003; CALLANAN 2010.

2 MoLLoy 2001.

# Rip 2013: xiv.

2 MiLLER 2016: 228.
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of an autonomous weapon system, one author notes that they “reinforced that which cover
operations began: the possibility of endless war, temporally and spatially”* in the neither
friendly, nor hostile states.

Besides the similarity between hybrid war and cold war (applying security services),
there are differences between them in terms of applying proxy war and nuclear deterrence.
This difference implies that hybrid war should be understood as being closer to peace
than cold war and direct war, and it can be called ‘hot peace’. There are at least two types
of peace, positive and negative.”® In positive peace the interests of the different states are
in harmony, hence they are not in conflict either in their actions, or in their intentions.
Instead, they cooperate with each other, and they put the abilities of their security services
transparent to each other.?” Contrary to this, negative or hot peace, implies conflicts of
interests of the states and thus their intentions, which, however, do not necessary lead to
direct conflict on the level of their actions. This excludes direct and proxy wars as forms
of enforcement of state interests in hot peace. Conflicts on the level of intentions permit
the application of only covert and deceptive operations. Since in negative peace security
services do not have a guaranteed possibility to observe the abilities of the services of the
other states, this sort of peace intensifies the activity of security services.

In sum, the different sorts of conflicts between the states can be presented on a spectrum
with direct war and positive peace at the two extreme ends, and cold war and hot peace
in-between. Cold war is closer to direct war, hot peace is closer to positive peace. Hybrid
war is the characteristic conflict of hot peace.

The ethics of hybrid war

The concept of hybrid war can be defined as a politically determined, low intensity and
deception-based use of aggression. These features are essential not only in themselves, in the
philosophical theory of hybrid war, but also in connection to its ethics. To outline the ethics
of hybrid war I briefly present the categories of just war theory and their application to direct
war, then I develop the just hybrid war theory by comparing hybrid and direct war ethics.

Just (direct) war theory

I take the just war theory as the abbreviation of the just direct war theory. Although there
is no consensus on the details of the just war theory, but I think one can find a common
ground for presenting the main categories and their content without scrutinising them.
I take Helen Frowe’s book The Ethics of War and Peace. An Introduction as one that
presents the common ground.?

% SteeLE—HEINZE 2014: 103.
% Bopa 2020: 72.

%7 Birrron 2014: 1021-1027.
% Frowk 2011.
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Just war theory consists of several rules. Whether these rules are respected or
disrespected defines the justice and injustice of war. Some of the rules are deontological
rules, like rule of just cause, legitimate authority, right intention, public declaration
and discrimination. Some others are consequentialist rules: like the rule of last resort,
reasonable chance of success and proportionality. All these rules are relevant and should
be respected in the just war theory.

In direct war, conventional weapons (like armoured vehicles and warplanes) are
deployed in field battles and operations, and the level of the applied aggression and the
harm caused is high. The character of direct war has a restricting impact on the possible
just causes of such wars. Just causes of direct war include the violation of the state rights
like the right for political sovereignty (the autonomous working of the internal political
institutions) and the right for territorial sovereignty. The aim of just war is to protect these
rights and to prevent their violation. These two state rights are analogous with two rights
of human individuals (the rights for productive agency and private property),* and exactly
for a reason they can be called rights.*

Just direct war is a war of self-defence. Starting self-defence war is just if the state
protects their rights against an actual violation of these rights, or if there is no actual
attack on the rights but another state threatens the rights with an imminent attack on the
rights (potential right violation). The latter form of self-defence is pre-emptive attack,
which is an offensive operation from a military perspective but is a defensive form of war
from an ethical point of view. A just pre-emptive attack is different from a preventive
attack, which is unjust. In case of preventive attack no threat and potential right violation
occurs and hence the aim of the attack is not to protect rights, but to prevent the threat
itself from coming into existence. For example, if a neighbouring state is in a hostile
mood, has weapons capable of causing serious harm, and its army is mobilised, then
the threatened state can use its force justly and pre-emptively against it. However, if the
neighbouring state does not have these weapons but is constantly attempting to develop
them, then a preventive war against it can only be deemed unjust. In the latter case, the
occurrence of the threat is basically uncertain because the successful development of these
weapons cannot be ascertained. Hence, the preventive intense use of aggression is unjust
as a protection against a basically uncertain threat.

In the just war theory, legitimate authority belongs to one of the particular and high-
level state institutions, like parliament. This institution is entitled to judge the situation
and start the war. The rule of right intention prescribes that the entitled institution should
listen to moral facts of the violations of the state rights only and not to the pure interests of
the state in its decision about whether to start a war. The role of public declaration in the
just war theory is to restrict state interests. The entitled institution can justify its decision
to the citizens and other states about starting the war and can offer motivation to soldiers
and citizens of the state to fight and remain steadfast by publicly declaring the just cause
of the war.

% GEewIrTH 1996: 106-213.
30 WaLzer 1992: 58.
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After judging the violations of state right(s), the entitled institution should examine the
violation of rights and other morally relevant facts of the war. Some of these are future
consequences. First, what needs to be considered is whether the violation of right can be
avoided or eliminated with more peaceful means than direct war. Apart from nuclear war,
any other means counts as more peaceful, such as diplomatic or economic sanctions, or the
deployment of national security services. Respecting this point of view is to respect the rule
of last resort, which claims to honour peace as long as possible. If the entitled institution
finds that more peaceful means cannot be applied, then it should consider whether the
aim of just war can be achieved by direct war. Respecting this point of view is to respect
the rule of reasonable chance of success. Its function is to rule out self-sacrificing wars
and sacrificing the lives of soldiers and citizens. Finally, if there is a reasonable chance to
win the direct war and protect the rights of the state, then the entitled institution should
consider whether the expected measure of the harm of the whole war is in proportion
with the aim of the war, with the protection of the state rights. In calculating the measure
of the harm, it should take into account the harm suffered by both warring parties. This
approach concerns the rule of proportionality, which proposes the sparing of human life
on both sides.

If the result of the whole consideration is a decision to start the war, then the rule of
discrimination plays a part during the war. It discriminates those people who are morally
permitted to be targeted and killed in war from those who are not, and by this at the same
time, define who can take part in war. In the just war theory, the ground of discrimination
is whether an action of a person presents an actual or possible threat to the state rights
and so whether one should protect state rights against them. In direct war, in principle,
professional soldiers have moral permission to take part in war and to target and kill
anybody who presents a threat to the rights of the state. Also, they are the ones who are
morally permitted to be targeted and killed in case of war.

The just hybrid war theory

The theory of just war and its elements serve as a starting point in the development of
the just hybrid war theory. The elements of just war theory should be changed insomuch
as direct war differs from hybrid war. I approached this problem in a former article by
applying the categories of just war theory to the application of the specific means of
hybrid war, like the deployment of national security services, informational attack, or
the deployment of autonomous weapon systems.* Now, in this article, I focus on the
definitional traits of hybrid war and with the help of those, I change just war theory. The
definitional traits of hybrid war consist of its political nature, its deceptive nature and the
low intensity of its applied aggression.

The level of the applied aggression and the harm caused is much lower in hybrid war
than in direct war, hence the range of just causes of hybrid war is much broader than that
of direct war. The just causes of hybrid war include the violation of three forms of state

31 Boba 2022: 95-108.
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sovereignty: the violation of territorial sovereignty, the violation of broadly understood
political sovereignty including the violation of the strategic and economic interests of the
state, and finally the violation of cultural sovereignty.>? These forms of state sovereignties
are not analogous with individual rights, so they cannot be called state rights, only state
interests.

These state interests cannot be satisfied by a clearly offensive operation but by self-
defensive hybrid war only. Self-defence should be understood broadly including actual
protection against actual injury of state interests, pre-emptive protection against possible
injury and even preventive protection against possible threat.

Preventive self-defence is more offensive than actual self-defence or pre-emptive self-
defence, but it is still not an obviously offensive war. The paradigm of obviously offensive
war is when one state attacks a neutral other state with the intention of conquest. Contrary
to this, if there is a long-standing quasi-hostile relationship between two states, then it
can be presupposed without clear evidence that one state makes an attempt to injure the
interest of the other state. This presupposed injury, in turn, serves as a just cause for a just
preventive hybrid war. Preventive hybrid war in this sense is also a just war of self-defence.

Just causes and just methods of self-defence multiply in just hybrid war theory, but
this does not turn hybrid war into an obviously offensive war. Hybrid war is a sort of
self-defensive war, which is situated between obviously self-defensive war (like actual
self-defence) and offensive (conquering) wars from a theoretical point of view. The reason
for the extension of just causes and methods for self-defending state interest in hybrid war
is the low intensity nature of hybrid aggression.

The second deontological rule of just hybrid war theory is the rule of legitimate
authority (the first one was the rule of just cause). Legitimate authority can be interpreted
in two ways here. The first sense is the same as was in the just war theory: the entitlement
for starting a war. The entitlement for starting a hybrid war belongs to state institutions,
but presumably to higher- and lower-level institutions as well. The second sense of
legitimate authority is accountability, which is typical of direct war but not of a hybrid
one. Accountability is about showing oneself as belonging to one or the other warring
party in order that others can observe who is responsible for the deeds done. Because of
the deceptive nature of hybrid war, the accountability sense of legitimate authority does
not feature in hybrid war.

The rule of right intention is equally important in just direct and hybrid war theories,
but for different reasons. In just direct war the function of right intention is to restrict state
interest, but in just hybrid war, its role is to constrain private interests of the entitled state
officeholders. Finally, the rule of public declaration does not have any role in just hybrid
war. The change in the content of both rules is due to the deceptive nature of hybrid war.

The second set of rules is consequentialist in nature. These rules have weight in the
consideration of legitimate authority of just direct war, however, they have little relevance
or no relevance at all in just hybrid war. The rules of last resort, the reasonable chance of

3 These types of state interests stem from outstanding theoreticians of state sovereignty like Jean Bodin
(territorial sovereignty), Thomas Hobbes (civic, economic and strategic sovereignty) and Jean-Jacques
Rousseau (cultural sovereignty).
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success and proportionality lose their significance due to the low intensity and deceptive
nature of hybrid war. Because of its low intensity, hybrid war should not be a last resort,
but it is listed among the more peaceful methods. If we take intelligence as part of hybrid
war, as I think we should, then hybrid war is not the last resort but the first one in managing
a conflict. The low intensity nature of hybrid war combined with its deceptive nature are
the reasons why the rules of reasonable chance of success and proportionality are not taken
so seriously. Situations in hybrid conflicts are not so transparent and hence only a certain
level of probability of success is valid. The unsuccessful missions, in turn, do not mean an
excessive loss, and they are not recognised by the public. All in all, consequentialist rules
do not play a significant role in just hybrid war.

Finally, I come to the last rule, the rule of discrimination. In just hybrid war legitimate
authority to cause harm to the enemy belongs not only to professional soldiers, but also to
many different people in harmony with the compound nature of hybrid war. So, the agents
of national security services are responsible for lone missions and general organisation of
the whole hybrid war, the information technology team is responsible for informational
and propaganda attacks, and to a certain degree, the manipulated people are responsible
for causing harm as well. They all present a threat to state interests, so they are all liable
to be targeted and attacked. The basic concept of discrimination here is threat, like in the
case of just war theory, but the scope of people who present (this) threat is extended.

Summary and conclusion

In general, philosophical explanations are the most general and most abstract explanations,
and this is true for the analysis of war given by military philosophy and military ethics.
This essay attempted to give an analysis of war from the perspective of military philosophy.
It distinguished between direct and indirect war, as well as hybrid war as one form of
indirect wars and took hybrid war as a separate and characteristic phenomenon of conflict
between states at the beginning of the 21% century. The main distinguishing features of
hybrid war are that it is a conflict between states (political nature), it proposes political
aims by covered actions and deceptions (deceptive nature), and finally it is aggression on
a low level of intensity, which causes only low-level harm (low intensity nature).

The just hybrid war theory can be developed partly by building on these features and
partly by comparing direct war with hybrid war. Based on this, I made the necessary
changes in the just war theory to outline a just hybrid war theory. The considerable
differences of the just hybrid war theory are the total lack of the rules of the accountability
version of legitimate authority, public declaration and last resort. Minor divergencies of
the just hybrid war theory are the extension of the range of just causes including just
methods, and the extension of the range of people who are morally permitted to be targeted
and killed. The reason for all these changes is the low intensity and deceptive nature of
hybrid war. On the whole, just hybrid war theory is morally more permissible than just war
theory, which is an implication of the conceptual definition of hybrid war.
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Domestic Lawfare in South America
Ferenc PETRUSKA'

Domestic lawfare, using legal measures or their potential utilisation as strategic
tools in political or ideological disputes within a nation, is a prevalent phenomenon
in South America. Such measures may include lawsuits, investigations, and other
legal mechanisms aimed at eradicating, intimidating, penalising, or undermining
rivals to achieve specific political or policy objectives. This practice can be
identified as domestic lawfare by prioritising legal technicalities over substantive
matters. Its impact is of particular concern, as it is employed to suppress
dissenting voices and curtail essential liberties, such as freedom of speech. This
article sheds light on the significant challenge that constitutional democracies in
South America currently face due to the rise of lawfare. This does not mean that it
is an exclusively South American phenomenon. Influential individuals or entities
around the world equipped with ample resources, financial means, influence, or
political clout could deploy these assets to target individuals or organisations
they perceive as threats to their interests. By examining the potential legal
ramifications that may arise from rigid adherence to legal requirements, this
study aims to underscore the crucial importance of legal protection as a topic
requiring meticulous deliberation. Lawfare presents formidable challenges in
theory and practice, making it essential to comprehend its implications fully.
Understanding and addressing this issue can safeguard democratic values and
protect fundamental rights.

Keywords: lawfare, threat, lawsuits, democracy, risk

Introduction

In dealing with the instruments of war, the work of Carl von Clausewitz is indispensable.
In his classic monograph On War,®> he explains the concept of attrition.> On closer
examination, lawfare can also be understood as the equivalent of attrition. Legal warfare
is lawfare in a country’s political or ideological conflict. It can include using judicial and
other official procedures, investigations and other legal means to oust, threaten, punish
or humiliate opposition, opponents or competitors and achieve political or policy goals.
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Domestic legislation may also be characterised by a focus on legal techniques rather than
on substantive issues. In South America, lawfare is often used to silence critics and restrict
freedom of speech and other fundamental rights. Those with significant resources, finances,
influence or political power usually use their capabilities to target individuals or groups
that they perceive as threatening their interests. This article aims to clarify that protecting
rights is a vital issue that requires careful consideration. Naturally, it should be noted that
the methods outlined above are not exhaustive in encompassing all kinds of tactics, nor
are they universally applicable to all South American countries. Instead, the focus lies on
presenting strategies that pertain to distinct domains within law enforcement.*

Effective battlefield selection in legal warfare

Battlefields are carefully chosen in every war after considering strategic advantages and
disadvantages.® In legal conflict, selecting an appropriate strategy and tactics is essential.
In this context, “battlefield” refers to the preferred international or national platform,
administrative entity, or governing body tasked with enforcing legal regulations or to which
the involved parties willingly opt or acquiesce to be subject. The selection of a particular
governing body can significantly impact the effectiveness of lawfare strategies.®

Equally significant is the selection of appropriate legal mechanisms, which, drawing
an analogy from kinetic conflict, might be likened to weaponry. The application of the
law is intricately linked to the selection of the forum, as the law and the chosen forum
are mutually binding. Insufficiently heavy legal action may result in ineffectiveness,
underscoring the critical significance of selecting appropriate legal tools. The following
list comprises the ten most significant legal tools in the context of lawfare.”

Legislative machination

Legislative manipulation refers to the deliberate act of enacting or modifying laws in
a manner that is detrimental to an individual.® As an example, it is pertinent to note
that a legislative approach employed against Brazilian President Luiz Indcio Lula da Silva
(re-elected in 2022) was the deliberate utilisation of the Clean Records Act as a means
to impede his candidature in the 2018 presidential elections. The majority decision of
the Supreme Electoral Tribunal, led by Minister Edson Fachin, resulted in the rejection
of Lula’s candidature registration. This occurred after implementing a precautionary
measure by the U.N. Human Rights Committee aimed at prohibiting the former president
from participating in the electoral process. Hence, it may be inferred that the strategic use
of the Ficha Limpa legislation has the potential to impede an adversary’s participation in
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electoral processes. The strategic use of the legislation of impeachment has the potential to
lead to the removal of an elected political adversary from their position of authority. These
practices can also be categorised as lawfare. Legal rules were first created with seemingly
legitimate intentions. However, eventually wielded as tools to target specific adversaries.®

Forum non conveniens: The principle against abusive forum shopping

In the field of law, we come across the term forum shopping, i.e. the choice of the law
or jurisdiction where the claim is brought. The European Parliament has pointed
out in a special report'® that “[the] courts will only accept jurisdiction if the case has
a satisfactory, substantial or significant connection with the country where the action is
brought, as this makes it easier to achieve a balance of interests, in particular between the
right to freedom of expression and the right to reputation and privacy”. In this exercise, the
aim is to choose the most favourable law (“weapon”) and jurisdiction (“battlefield”). The
objective of this exercise is to select the most advantageous legal framework (“weapon”)
and jurisdiction (“battlefield”). In light of the availability of many platforms, it is inherent
that the customer would opt for the one that appears to offer the most safeguarding of
their interests.!! Lawfare occurs when the exercise of a legal right is incompatible with
good faith and is accompanied by a distinct aim to inflict harm, such as destruction,
impairment, or delegitimisation.'? Furthermore, the necessity of a jurisdictional shift is
frequently imperative in the context of defensive enforcement. Strategically withdrawing
from a geographical region in which the outcome is predetermined due to the presence of
a prejudiced adjudicator is a viable manoeuvre that can effectively counteract an offensive
action. The practice of forum shopping does not fall within the scope of the exemption
from the prohibition of abuse of rights, whether in the context of offensive or defensive
lawfare.l?

The principle preventing abusive forum shopping is forum non conveniens. According
to this principle, a judge may decline jurisdiction based on various criteria, some too
subjective. More precisely, forum non conveniens means the court’s discretion to refuse to
exercise jurisdiction if another court or forum is more appropriate to hear the case.'* The
dismissal of a case based on forum non conveniens does not constitute a bar to res judicata
and therefore does not prevent the plaintiff from restarting his criminal case in a more
appropriate forum. The defendant or the court may also invoke this doctrine. Courts will
not uphold a refusal of forum non conveniens if the alternative forum’s system of justice
is seriously inadequate. For example, a court in a State governed by the rule of law would
not uphold a refusal of forum non conveniens if the alternative forum were a court in
a state that does not respect fundamental rights. Courts generally apply a two-part test

9 MaRTINs et al. 2021: 45-46.

10 Zwierka 2010.

' Brock-Lies 2018: 1-52.

2 RiNGE 2020: 1-19.

13 Jones 2016: 221-239; GoLpenzieL 2020: 1085-1171.
4 Suri 2018: 54-55.

AARMS (23) 1 (2024) 21



Ferenc PETRUSKA: Domestic Lawfare in South America

to decide whether to grant a defendant’s application for forum non conveniens. The first
part is a balancing of private and public law factors, and the second part is an assessment
of the availability of appropriate alternative courts.® First and foremost, it is imperative
to establish an alternative venue, distinct from the one where the legal proceedings are
initiated, with the authority to adjudicate the matter at hand. Ensuring that this forum
is designed to maximise convenience and comfort for all involved parties is imperative.
To evaluate the aspect of “convenience”, it is necessary to investigate the private interests
associated with the lawsuit. The pertinent private interests of the parties encompass
various factors, such as the ability to get evidence, the impartiality of the court, the origin
of witnesses, the execution of the judgement and the expenses associated with the legal
proceedings.'® In the event that the party or defendant’s private interests are not fulfilled,
the court will assess the theory of forum non conveniens concerning the pertinent public
interest. In this context, it is possible that the court may lack knowledge of the relevant
legal principles pertaining to the case. Ultimately, the forum conveniens, the most suitable
legal forum, should handle claims that fall within its jurisdiction. This entails imposing
sanctions that align with the forum’s jurisdiction, ensuring that the individual seeking
justice will not be deprived of their rights in a foreign jurisdiction.!” Regrettably, despite
the diligent and unbiased implementation of the theory of forum non conveniens, litigants
have a proclivity to depart from the jurisdictions and forums they first selected. This
phenomenon might be especially evident during legal warfare, wherein the selection of
jurisdiction by strategists is deliberately upheld artificially.

Lawfare strategists are more likely to succeed when they engage in legal battles inside
a certain jurisdiction where there is a favourable probability of achieving their objectives.
In pursuit of this objective, they demonstrate a willingness to manipulate the jurisdiction.
Instances where individuals misuse legal norms and principles sometimes involve the
manipulation of jurisdictional regulations as well. When considering the manipulation of
jurisdiction, several aspects are taken into consideration. Various variables can influence
the administration of justice, such as the potential bias of the judge and prosecutor, the
jurisdiction’s historical, cultural and socio-economic environment, or the personal ties
among the authority members. In instances of this nature, unlawful prosecutions may be
initiated, resulting in the potential conviction of judges who have demonstrated personal
prejudice or lack the requisite jurisdiction or competence of the court. According to some
Brazilian lawyers,'® Sergio Fernando Moro, a Brazilian lawyer, former federal judge,
university professor and politician, serves as a prominent illustration.' Moro concurrently
served as the Minister of Justice and Public Security under the administration of President
Jair Bolsonaro from 2019 to 2020. In April 2020, Moro tendered his resignation from
the administration, asserting that the president had engaged in unwarranted interference
in the Ministry of Justice and Public Security operations. In 2022, a panel established
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by the United Nations determined that Sergio Moro had exhibited prejudice in all of his
interactions with Brazilian President Luiz Inacio Lula da Silva. Moro’s conviction was
rooted in his belief that he could hold the strong, including President Lula, accountable
and pronounce judgement upon them. It involves strategically selecting a jurisdiction most
conducive to achieving the objective of incapacitating the adversary. By carefully choosing
the appropriate legal arena, one can secure a conviction, even on a weak or unsubstantiated
accusation, due to the advantageous conditions prevailing in that jurisdiction.? In order to
destroy the enemy, the right ‘battlefield’ is chosen where, under favourable circumstances,
one can be convicted with finality, even on a flimsy charge.

Another tactic related to geography, which is included in the concept of forum shopping,
is the practice of so-called “libel tourism”. This means choosing a country that is biased
against the accused, thus presumably accepting the accusation and not demanding detailed
evidence. This is a case of manipulation of this jurisdiction, where a state is sought not in
a specific forum but under universal jurisdiction in general.* In this case, international law
is therefore applied in national fora, but in the hope that the state’s involvement in question
will lead its courts or authorities to take a more stringent decision or a more favourable
decision to the initiator. In this way, because of the universal jurisdiction of the courts
in cases of international law and specific crimes, criminal proceedings are not brought
before the International Criminal Court but before the court of a deliberately chosen State
on the pretext of alleged war crimes. Universal jurisdiction is a legal principle that enables
states to assert criminal jurisdiction over individuals suspected of committing crimes,
irrespective of the location where the alleged offence took place or the nationality of the
accused. Suppose the accusations are manifestly unfounded and are deliberately brought
against the suspect by the authorities of a hostile country. There are also examples of
the reverse, where international legal protection can be invoked before domestic courts.??
In jurisdictions where defamation tourism occurs frequently, it is common for the defendant
to bear the burden of establishing their own innocence.

The legal challenges of doxing: Domestic criminal law implications

Doxing is the deliberate disclosure of personally identifying information about an
individual or organisation, commonly executed via online platforms. The process entails
consolidating and disseminating confidential data acquired from diverse origins or by
unauthorised or illegal techniques. The term doxing has a terrible reputation because it
aims to invade privacy and harm by exposing the personal data of individuals or groups
without their consent.?® Those who engage in doxing may use strategies such as variants of
harassment, extortion, deceptive online registration, unauthorised access to email or dating
app accounts, or the delivery of an unsolicited food. Doxing is a widely seen strategy in
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the realm of online harassment, which has been utilised in contentious circumstances such
as the Covid-19 vaccine debates. This practice significantly harms individuals’ privacy,
safety and overall welfare. Efforts should be undertaken to mitigate and proactively deter
deleterious internet behaviours.*

As individuals increasingly disclose more significant and intimate portions of personal
information on the internet and certain governments gain extensive authority over online
platforms, doxing may be employed to identify and target specific groups. The legal
prohibition of expressive actions presents a vague structure for addressing the practice
of doxing, which entails the targeted online harassment of non-public figures, perhaps
resulting in actual physical damage. This reflects the field of domestic criminal law, as
well as surrounding the topic of domestic terrorism.*

The prevalence of states engaging in doxing is relatively low, albeit not entirely
absent. The most appropriate remedy would be to criminalise doxing to incite war crimes.
However, it seems likely that individual criminal responsibility can only be established
when the incited crimes are committed. A government stands accused of engaging in the
practice of doxing, which involves the public disclosure of personal information about
individuals.?

Baseless accusations and unfounded lawsuits

In contemporary times, lawfare strategies encompass the utilisation of unfounded and
forceful legal actions, such as defamation and hate speech lawsuits, targeting individuals
such as authors, politicians, media figures and even cartoonists who exhibit courage in
expressing their views or employing satire pertaining to matters of national security or
public concern. Lawfare includes legal actions, such as workplace harassment lawsuits,
directed towards counterterrorism professionals who engage in discussions regarding
radical Islam, aiming to suppress individuals who express critical views on Islam. These
legal proceedings may also encompass private legal connections, diminishing one of the
defining attributes of lawfare, namely its distinctiveness in public international law.?” The
prevailing standard also in Brazil necessitates that, apart from the essential explication
of the act that constitutes the offence, a legal fact must encompass the circumstances that
substantiate the accusation brought forth by the prosecution. In compliance with legal
requirements, the indictment serves the purpose of substantiating a criminal accusation by
providing evidence to establish the occurrence of the alleged crime. In order to establish
the veracity of the charges outlined in the indictment, it is imperative that the indictment
is accompanied by precise elements that substantiate the defendant’s real commission of
the alleged offences. This is commonly referred to as establishing probable cause in legal
terminology. The absence of a criminal offence in the circumstances of the indictment or
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the non-involvement of the accused in its commission is deemed to be in violation of the
law.? Several critics have described the handling of the Covid-19 pandemic in Brazil as
deeply catastrophic. During the pandemic, the combination of neoliberal authoritarianism,
scientific denial, and reliance on our purported abilities has resulted in a terrible situation
for Brazil. Allegedly, the government has tried to discredit experts and professional
critics.?

Inspecting pre-trial detention: Targeting accused individuals

Unjustified pre-trial detention refers to incarcerating individuals before they have been
convicted of a crime without sufficient legal grounds or justification. Pre-trial detention
can be seen as a legal measure that involves restricting an individual’s freedom by the
judiciary, specifically targeting individuals who have been accused of a crime but have not
yet undergone a trial. Pre-trial confinement may alone be mandated according to explicitly
delineated criteria. The order can only be requested when its implementation would render
the case more challenging or unfeasible to establish or when it represents the sole means
to avert the recurrence of an offence. The individual facing charges may be subjected
to various restrictive measures that curtail personal liberty, such as physical restriction,
criminal supervision, arrest and mandatory temporary treatment. If an offence is
penalised by deprivation of liberty, coercive measures may be implemented when a person
is suspected or charged. These measures are necessary to achieve the intended objective
and cannot be accomplished through alternative methods. The general condition for the
imposition, prolongation and maintenance of a coercive measure involving personal liberty
with a judicial authorisation is that the presence of the suspect can only be ensured in this
way because the suspect has absconded, attempted to abscond or is hiding from the court,
prosecution or investigating authority (1), or there exist legitimate reasons to assert that
he or she would abscond, hiding (2), the suspect has intimidated, unlawfully influenced,
or destroyed, tampered with or concealed material evidence, electronic data or confiscated
property in order to prevent the production of evidence (3), there exist legitimate reasons
to assert that the suspect would compromise the production of evidence, in particular, to
intimidate, unlawfully influence, destroy, falsify or conceal material evidence, electronic
data or confiscated property (4), the suspect has continued to commit the offence in question
after being questioned, or has been questioned as a suspect for a new intentional offence
punishable by imprisonment committed after the suspect was questioned (5), there exist
legitimate reasons for arguing that the suspect would commit the attempted or prepared
offence, would continue the offence which is the subject of the proceedings or would
commit a new offence punishable by imprisonment (6). In cases where these components
are lacking, the objective of interim detention might be to impose punitive measures or
compel cooperation from the detained individual. Excessive confinement can potentially
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be regarded as a manifestation of torture. Furthermore, the utilisation of torture not only
compromises the reliability of any evidence derived from “confessions”, but it has been
widely acknowledged for ages that individuals exposed to torture are inclined to provide
false information to halt the torment inflicted upon them. A noteworthy indication arises
when an individual, after pre-trial imprisonment, is promptly released once more. The
expeditious dissolution of the grounds for pre-trial detention is challenging to conceive.
In certain countries, the unique purpose of incarceration is disregarded, leading to its
use to infringe upon the rights of defendants and coerce them into cooperation and the
extraction of confessions.

Overcharging as a tool of coercion: Forcing guilty pleas

In the majority of criminal cases, the public prosecutor’s office conducts the prosecution
since it assumes the role of the prosecuting entity. In certain instances, the aggrieved
party may assume the role of the prosecuting entity, as exemplified by private prosecution
and private surrogate prosecution. Following the initiation of legal proceedings, the case
proceeds to the trial phase. The initial step taken by the court is to arrange a preparatory
hearing, wherein the prosecution, the accused and the defence are all asked to attend.
During the preparatory hearing, the accused can provide a confession and forgo additional
evidence, potentially resulting in immediate sentencing. In the event that this occurrence
does not transpire, the court will proceed to schedule a trial, whereby the presentation and
examination of evidence will occur.*

In criminal proceedings, the prosecution may use overcharging, known as
“overcharging”, to ensure that the accused is pressured. Criminal law doctrine defines
overcharging in two ways: vertically and horizontally. Vertical overcharging is when the
charge is more severe than what happened. For example, when the accused is asked to
pay a penalty that is so severe that the offence does not justify it. Horizontal overcharge,
on the other hand, refers to when an offence is charged for several offences. This can
be the case when one offence is charged with corruption, money laundering, negligence,
misappropriation and embezzlement. Prosecutors then play on the fear of excessive
punishment. Overcharging becomes the prosecutors’ primary tactic to force the accused to
confess to the less threatening crime in the criminal proceedings. Prosecutors set the bar by
overcharging and then prosecuting the defendant in court for a correct or lenient sentence,
giving the defence the impression that they have achieved victory.** This can also result in
the accused pleading guilty to crimes he did not commit in exchange for benefits. Under this
logic, the defendant accepts a predetermined, supposedly less severe plea bargain to escape
punishment that corresponds to the facts initially alleged in the indictment. Some criminal
lawyers describe what might happen to informants and defendants when a criminal case

30 MarTins et al. 2021: 47-52.
31 Henze-Fyre 2019: 343-388; GoLovko 2020: 98—-106.
32 Liepke 2011: 31.
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pressures them.?®* Sometimes, a businessman of public standing is accused in a criminal
case, and the situation is emotionally distressing. He is afraid of prison, he is threatened
without a plea and with coercive measures, he is pressured to lose his assets. His close
friends fear his complicity and treat him with reservations. The media already presume his
guilt and refer to him as a criminal. In the context of criminal prosecutions, instances of
unwarranted accusations and excessive actions are more often than commonly perceived.
It is imperative to bear in mind that instances of legal misconduct, which may transpire
concerning those in the public eye, can similarly manifest in the lives of those who find
themselves in more precarious circumstances. Consequently, the defence attorney must
address instances of legal abuses and misapplications. The proper functioning of justice
within democratic states necessitates this aspect.®*

Negotiating with the prosecution: The role of self-denouncement

The objective of this approach is to enable companies to voluntarily disclose and report
specific violations before the authorities become aware of any misconduct committed
by their employees through alternative channels. By engaging in voluntary reporting,
companies may have the opportunity to negotiate an agreement with the prosecution,
potentially resulting in a reduced sentence. The self-denouncement approach serves as
a mechanism to mitigate legal action against firms in cases where they proactively reveal
their transgressions, demonstrate complete cooperation, and take appropriate efforts to
rectify these violations. This strategy entails the implementation of reduced penalties for
entities that willingly confess the offence, exhibit complete cooperation and acknowledge
accountability for their actions.®

Indeed, self-denouncement and collaboration among corporations serve various
purposes and mutually benefit both the private sector and prosecuting entities. Law
enforcement authorities promote such conduct as it reduces their operational expenses.®
One prominent issue pertains to the lack of ongoing judicial scrutiny that should be
applied to this technique. Establishing transparency within the legitimate judicial process,
accompanied by the presentation of counterarguments and a comprehensive defence, is
of utmost importance in ensuring effective oversight of prosecutions. Applying judicial
scrutiny is especially warranted in cases where a heavy penalty is deemed acceptable. This
phenomenon can result in convictions without the requirement of stringent evidentiary
standards.®

3 Fracoso 2018.

3 Migalhas s. a.

% ScHORMAIR—GERLACH 2020: 475-493.
% Migalhas s. a.

37 KeNTON 2023.
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Lawfare and obstruction of legal protection: Frightening legal
professionals

Lawfare might be employed as a means to frighten legal professionals. Specifically, it is
employed by autocratic governments who perceive lawyers as simply hired collaborators.
One illustrative instance of employing the lawfare strategy is evident in the precarious
and susceptible circumstances endured by the inmates held at Guantdnamo. Individuals
are occasionally apprehended without the presence of substantiating evidence of their
involvement in criminal activities, afterwards enduring instances of torture and inhumane
treatment. Government policies have regularly imposed barriers to hinder the provision of
legal representation for detainees, thereby demonstrating a deliberate effort to undermine
their entitlement to legal safeguards. This objective was accomplished by implementing
arestriction that prohibits solicitors from engaging in “disclosing confidential information”
to their clients. Indeed, this material was not clandestine but rather vital for the defence,
namely as to the rationale behind the apprehension. The lack of presence failed to develop
a foundation of confidence between the legal representatives and the individuals under
suspicion. Furthermore, the inmates were deprived of the opportunity to use telephones,
and the authorities frequently intercepted any local mail that experienced significant delays.
Hence, the preparation of the accused’s case was hindered by practical challenges and the
client’s lack of confidence, thereby impeding the attainment of a successful defence.?

Based on the 2016 comprehensive report by the United Nations Special Rapporteur on
the Independence of Judges and Lawyers, there is a pressing need for a renewed dedication
to upholding the fundamental tenets of independent and impartial justice. To realise these
promises, it is imperative that all relevant parties, including political figures, judicial
members, prosecutors and civil society leaders, maintain a comprehensive understanding
of the significance of attorneys within a democratic framework. For legal practitioners to
fulfil their professional responsibilities with efficacy, they must be safeguarded by the due
process rights ensured by domestic and international norms. Additionally, they must be
able to operate without undue influence from the judges, prosecutors and the media. In order
to ensure the equitable and efficient dispensation of justice, legal practitioners must be able
to do their duties without coercion or intimidation. Individuals must uphold and protect
their autonomy, recognising their pivotal responsibility in ensuring the preservation of the
fundamental rights of the populace.®

Strategic lawsuits against public participation

This behaviour encompasses detrimental instances of using the privilege to initiate legal
proceedings. Strategic lawsuits against public participation (SLAPP) refer to legal actions
initiated by organisations and people to curb fundamental rights. These lawsuits are
characterised by their protracted nature, lack of merit and substantial financial burden,

38 HaNDMAKER 2020; Bot 2019: 421-445.
3 KEertH et al. 2009: 644-660; GARCiA-SAYAN 2017.
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primarily in the civil and criminal domains. Their ultimate objective is to stifle the voices
of journalists, critics and professionals. One issue with this litigation is its potential to
impede the enjoyment of fundamental rights, undermining its underlying principles and
operations.*°

In South America, judiciary members have brought several legal actions against social
networks, journalists and bloggers who have expressed their opposition to the law. They
have seized assets or imposed heavy fines, severely violating freedom of expression. The
semiotic definition of lawfare also highlights the importance of media involvement. In the
semiotic interpretation, lawfare is a weapon aimed at destroying the enemy through the
use and abuse of law and the media to incite and mislead public opinion.* The weapon
used is the rule of law, which was not initially created to silence the innocent but to restrain
authoritarians and criminals. Ironically, it is precisely this rule of law in which the law can
even be used to restrict fundamental rights.*

Media, corruption and public perception: Analysing scandal-mongering

Throughout history, using war propaganda to advocate for the annihilation of the adversary
has been a longstanding occurrence in times of armed conflict. During periods of peace,
the efficacy of war propaganda is in its ability to substitute the concept of a destructive
adversary with an alternative entity that can captivate the attention of the populace
and media, eliciting a sense of outrage. During periods of peace, corruption emerges as
a prevalent phenomenon.*

The criminal proceedings involving those engaged in corrupt activities exert
a significant influence and possess a remarkable ability to garner support from both the
media and the general populace. The enactment and subsequent scrutiny of anti-corruption
legislation can give rise to significant media spectacles, potentially eroding the accused
individuals’ social reputation, privacy and financial stability.*

Corruption is brought to public attention and becomes a subject of scandal through
media coverage, specifically through the programming conducted by media outlets.
The media disseminates information regarding a corruption case, transforming it into
a theatrical production complete with narratives, main characters and supporting cast
members. This is the genesis of the scandal. A scandal is a phenomenon constructed by
the media, characterised by a singular narrative, accompanied by a distinctive label, and
encompassing much information, statements, anecdotes, documents and legal actions.*

40 MirocHA 2019: 76-93; PETRUSKA 2022a: 1-12; PETRUSKA 2022b: 1-16.
4 TiereNBRUN 2010: 29.

42 VEGH WEIs 2023: 909-933.

4 Forest 2021: 13-33; Murtonyi 2021: 3001-3010.

4“4 BreiT 2010: 619-635.

4 Jan 2001: 71-121; Scuurtz—S@reIpE 2008: 516-536.
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The role of the media in public perception: A key aspect of legal
warfare

The media and the internet significantly support legal warfare beyond their traditional
function as mediators. This refers to the assistance offered by the media or specific segments
of the media using diverse, sophisticated communication methods.*® The objective is to
optimise the tactical utilisation of legal mechanisms in order to exert influence over the
adversary. The media has the potential to establish a context that validates the utilisation
of lawfare by displaying a predisposition towards the guilt of the adversary, rather than
their innocence. Lawfare can potentially lead to the unjust condemnation of individuals
without substantial proof, as well as the mobilisation of public opinion to seek official
intervention from society.*” The media has the potential to augment the efficacy of legal
instruments by serving as a conduit for various functions such as shaping public opinion
and gauging public sentiment.*?

Conclusions

The primary objective of this article was to demonstrate how, within the framework
of promoting the elimination of war, terrorism, corruption, crime and numerous other
unpleasant phenomena, individuals can inadvertently face persecution and experience
limitations on their rights through the utilisation of legal mechanisms.

It is evident from the present study that lawfare is a matter of considerable importance,
thus warranting substantial and meticulous consideration. The author expresses their
anticipation that this study would make a valuable contribution towards exposing the
alarming phenomenon wherein the law transforms from being a tool for democracy and
the rule of law to an adversary of these principles. Many legal professionals typically
associate the term “lawfare” with its use in international law and defence, overlooking its
relevance to private law disputes as a form of legal warfare. There are other grounds for the
author’s rejection of this method. Lawfare refers to a defined set of practices encompassing
a strategic use of the law, either directly or indirectly, to undermine, inflict harm against,
or dismantle an opposing party to delegitimise their position.* It can be applied in public
law and, as shown in this article, already in private and criminal law.*°

4 CALED-SILvA 2022: 123-159.

47 CALED-SILVA 2022: 123-159.

4 CALED-SILVA 2022: 123-159; Breir 2010: 619-635.
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The Israeli Way of War: How Israel Would
Wage a ‘War for Existence’ against
a Peer Competitor

Zsolt CSEPREGI"

The study demonstrates the difference between contemporary Israeli military and
national security operations under the ‘Campaign between Wars’ framework
and the way Israel would wage a ‘war for existence’. The paper first outlines
Israeli military strategy and theory regarding an existential war, while aiming
to show how Israel would use its military capabilities. The paper explains the
most plausible scenario of a war between Israel and a peer competitor, namely
Iran and its proxy network, and the question of using nuclear weapons. Finally,
the study presents the potential effects of such war on Israel, its enemies and the
region. The paper argues that the most important aspect of Israeli conventional
and nuclear warfighting capabilities is that they provide such a robust deterrent
that they make war extremely unlikely. However, Israeli deterrence is based on
the firm belief that the preparation for the war for existence is the most significant
national goal, thereby establishing Israel as a linchpin to the regional balance
of power, as a regional great military power itself is incapable of becoming
a regional hegemon while assertively balancing against any such contender.

Keywords: Israel, military strategy, Middle East, Iran, balance of power

Introduction

The Middle East has emerged in the post-Cold War order as one of the most instable
regions, plagued with various security challenges. While terrorism, proxy conflicts and
civil wars are constant factors, albeit to various degrees in all Middle Eastern states,
conventional wars between regional states have not erupted since 1990, when Iraq
attempted to integrate Kuwait through forceful annexation. Israel is one of the countries
that is characterised by persistent security challenges, first and foremost terrorism,
while it is also an active participant of an asymmetric conflict against Iran and its
regional allies. The current situation of Israel cannot be directly compared to the historic
examples of conventional warfighting against various coalitions of the surrounding Arab
states. Israel, which is a regional military great power, has not waged a conventional war
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since 1973.? The paradox lies in the Israeli narrative of assuming a constant existential
danger for which the state is planning and preparing, and the reality of the ongoing low
intensity conflict fought against Iran and its proxy network, the so-called Campaign
between Wars (CBW).

This paper aims at analysing the hypothetical Israeli ‘war for existence’, the ways in
which Israel would use its weapon systems, conventional and non-conventional military
capabilities against a peer-competitor, an emerging regional hegemon. This we will
distinguish from CBW and describe as “the Israeli way of war”, as it stands in 2023. What
we can claim for certain is that the contemporary Israeli way of waging war against a peer
competitor would be very different from the last such event in 1973, and it would be also
different from the current military operations under the framework of the CBW. We must
underline that the possibility of a war does not mean that it is inevitable. On the contrary,
the lingering threat of Israeli warfighting capabilities create such deterrent power that,
as we will demonstrate in this paper, no hostile party can rationally believe that there
would be net benefits from directly challenging Israel’s existence. However, the eruption
of war is not always rational, miscalculations can occur on both sides, which can lead to
Israel engaging in a military conflict perceived as a war for its existence. At that point,
fighting an all-out war with Israel might be seen by the enemy a less costly endeavour than
unilaterally backing down. That is why analysing the Israeli way of war is a vital research
question to understand the balance of power and regional security dynamics in the Middle
East. The paper does not directly analyse the Israel-Hamas War which has erupted as
a result of the mass terrorist attack committed by Hamas on 7 October 2023, as Hamas is
not itself a peer-competitor to Israel. While Israel has declared a state of war, it has done so
mostly in a preventive manner and Israel is not fighting a war for existence as of 1 January
2024. Regardless, a short analysis will be provided in the section on war scenarios arguing
why the 2023 war does not negate the reasoning of this paper.

The paper will first detail the relevant Israeli military and national security strategy
on how Israel might wage a war for existence. It will briefly demonstrate that Israeli
threat perception has a key role in its regional security role and deterrent power. The
study identifies the main factors where aggravating threats might be perceived to tip over
to endanger Israel’s fundamental security, triggering war. The paper will list the most
relevant weapon systems and abilities which would be utilised in a war for existence, both
conventional and non-conventional. It will then outline the Israeli threat environment,
focusing on the Iran-led “Axis of Resistance”. Thirdly, the paper will present the likely
scenario of Israel mobilising for an existential war against Iran and its proxies on multiple
fronts, while also pondering the question of at what point Israel would consider using its
nuclear armaments. Finally, the paper will analyse the potential effects of a war erupting
between Israel and Iran, using it as a hypothetical case study for any war between Israel
and a potential regional hegemon. It will also demonstrate that the effects would hinder
any potential enemy in the Middle Eastern power competition to such a degree it makes

2 The paper has been written before 7 October 2023 and revised on 1 January 2024. I will briefly argue that what
we call the Israel-Hamas War is a significant armed conflict, but it is well short of a conventional war or a war
for existence which is the topic of this paper.
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the eruption of an all-out war a case of fatal miscalculation. The paper concludes with the
point that the Israeli way of war is itself a key anchor of the regional balance of power,
that of regional stability, which, however, due to its nature as a systemic and all-out threat
of armed force, can get out of hand and lead to grave destabilisation and damage to the
Middle East and all surrounding regions.

The Israeli war for existence: Doctrine, capabilities and weapon
systems

In order to understand how Israel would be engaged in conventional warfare, we must first
analyse the relevant indications in its national security strategy. Doctrinal considerations
are also indicative of the type of military operations that Israel would employ against
a peer competitor, which can be an individual state, or more probably a coalition of states
and/or non-state actors, including terrorist organisations. The most important distinction
in the Israeli national security strategy is the triad of routine security situation, emergency
and fundamental security.® Routine security encompasses a state of relative calm, while
emergency means a situation in which the IDF needs to operate above routine levels, but
short of a war, without the need for war mobilisation. These stages encompass all military
and national security operations which aim at reducing disturbances between wars, while
the level of fundamental security is triggered by a direct military challenge against the
existence of the state, and, according to the IDF Strategy, it remains the “guiding compass”
of IDF preparation.* A state of war can erupt through the initiation of a conventional
war, mass ballistic missile strikes, or a nuclear strike. Israel would not wage war when
it believes that the level of security challenges stays at the routine security level. If it,
however, perceived that its fundamental security might be challenged, it would create
a tipping point where Israel would unleash its warfighting capabilities under the concept of
the ‘war for existence’. It is important to highlight the vital role that the notion of fighting
for existence plays in the Israeli society, as well as political and military thinking. Israeli
decision makers operate under the assumption that Israel is a constantly threatened state,
informed by the tragedies of the millennia of Jewish history and the threats that modern
Israel has had to face since its independence.® This unique threat perception means that,
once fundamental security considerations are triggered, the Israeli military stance and
their guiding political considerations would focus on the sole requirement of cancelling
the existential threat.

Israeli military strategy is based on three plus one pillars; that is, early warning,
deterrence, decisive victory and defence.® The logic behind this is that Israel, as a small
state, intends to delay war through deterrence, while constantly monitoring the threat
environment to receive as early indication as possible of an upcoming armed aggression.

IDF Strategy 2018: 12-13.
IDF Strategy 2018: 13.
BARAK—SHEFFER 2013: 1.
Eizenkor—SiBont 2019: 33-38.
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Once this indication arrives, Israel aims at pre-emptive strikes to disable the enemy and
move the fighting to enemy territory,” to safeguard its home front. Israel cannot wage
conventional war for a long time without exhausting its resources. Rapid decisive victory
is pursued to conclude the fighting on terms favourable to Israel. This entails taking away
the enemy’s ability and the will to threaten Israel, and return to a relative calm, back to
the routine security stage. Defence, as a fourth pillar, has been enshrined in Israel military
doctrine as a response to the growing threat of ballistic missiles and recently unmanned
aerial vehicles striking the home front. Unlike the conventional wars of Israel’s early
decades, the enemy can indeed circumvent the Israeli armed forces without breakthrough
or achieving air superiority. In addition, it can wage direct attacks on the Israeli population
to a greater degree than before. These four basic considerations will be re-examined in
detail during the war scenario analysis of this paper. Here, it is sufficient to underline
that the traditional military doctrine of Israel is a defensive strategy built on offensive
execution.

After signing a peace treaty with Egypt in 1979, conventional methods of achieving
decisive victory by the Israeli armed forces against their remaining enemies have become
an elusive option. The age of mass armoured pushes into enemy territory, surrounding
their forces and using occupied territory to negotiate armistice, or even peace, fell out
of favour as non-state entities and hybrid terrorist organisations (Hamas and Hezbollah)
became the main threats to Israel. In the emerging age of asymmetric conflicts, the Israeli
armed forces became wary of capturing territory on the scale that it did in the Arab—Israeli
wars, and it was instead utilising precision fire to destroy enemy forces and equipment
in order to negate their ability to present a threat.® This shift has been highly criticised
by many in the Israeli security sector, and finding a new balance has been an issue at
least since the nineties. This, however, has been hypothetical, as there was no state in
the Middle East that had the will and the capability to present a fundamental security
challenge to Israel against which ground manoeuvre warfare was needed. This is gradually
changing with Iran’s ongoing nuclear programme. Israel fears that Teheran will eventually
possess nuclear weapons, and in combination with its proxy network and substantial state
capabilities it can emerge as a regional hegemon. The threat was already identified by
the Meridor Commission that aimed to revise Israeli national security strategy in 2008,
calling for a new balance between captioning territory through manoeuvre warfare and
achieving decisive victory, precision fire and defensive capabilities.’

While new military capabilities were under development guided by the 2018 IDF
Strategy and the various army development programs, Israel has been engaged in delaying
the rise of Iran and its proxies through waging the Campaign between Wars (CBW).!
CBW involves, on the one hand kinetic, precision strikes against Iranian, Syrian and
Hezbollah assets. These include launch sites, missile depots, and other weapon systems
and bases. It also involves targeted killings and cyberattacks mainly against the Iranian

7 IDF Strategy 2018: 20.

8 Eiam 2023: 1.

9 MERIDOR—ELDADI 2019: 52.
10 FreiLicH 2018: 225.
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nuclear program. The goal of CBW is not to defeat Iran but to delay any threat to Israel’s
fundamental security, deter its enemies and to create more favourable conditions for any
eventual armed conflict. CBW is a gradual, methodical way of a series of strikes and it
presents certain aspects of where Israeli warfighting capabilities are currently at; however,
it does not provide an accurate picture of how Israel would fight a war for existence. Most
importantly the CBW does not have any intention of achieving decisive victory, the
fundamental aspect of overall Israeli military strategy. It does directly contribute to early
warning through monitoring enemy assets and buildup and it also supports deterrence
and defence through the kinetic strikes and cyberattacks. We must therefore look for the
Israeli way of war where CBW does not extend, namely the intention of achieving decisive
victory and the role of manoeuvre warfare, capturing territory, the role of mass application
of precise firepower and nuclear weapons.

Table 1: Roads to war: Israeli security stance and types of threats

Israel security stance Triggering action
Fundamental security threatened — “War for Mass missile barrage / mass and incursion /
existence’ nuclear strike/threat against Israel
Emergency situation — ‘Rounds of conflict’ Limited missile barrage / limited incursion
against Israel

Routine security situation — ‘Relative calm’ Baseline situation in the conflict countered by
Israel through the Campaign between Wars
(CBW) and counterterror operations

Source: Compiled by the author.

Before turning to these issues, we will shortly detail the assets Israel can rely on in an
eventual war for existence. Again, some weapon systems are already employed regularly
during the CBW, but as we pointed out, contemporary military operations are just the tip
of the iceberg of Israeli military capabilities. In case of a war, Israel can rely on substantial
conventional forces in all domains and nuclear armaments as well. The Israel Defense
Forces (IDF) is built on a three-tier structure, a strong, but relatively small professional
core, the male and female conscripts serving on duty, and a large group of reservist
forces. A theoretical fourth tier can also be imagined in case of a total war, as the former
conscripts already exempt from reservist service. The standing Israeli peacetime army
of 169,000 soldiers can be supplemented by 465,000 reservists and another hundreds
of thousands to defend the home front in case the regular army would be defeated and
breached. Due to the asymmetry in the available manpower of Israel and its enemies, the
Israeli leadership has traditionally viewed its fight as a “war of the few against the many”
and aimed to counter this asymmetry with an advantage in quality, including training,
strategy, weaponry and advanced technology.!! Without going into details regarding
all military equipment of the IDF, just to demonstrate its conventional capabilities, it is
worthwhile to note that it possesses 400 Merkava IV main battle tanks, with an additional
900 Merkava IIT and IV in storage, also approximately 7,500 armoured personnel carriers

1 FINKEL—FRIEDMAN 2021: 47.
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are available to the land forces.”” These enable mechanised warfare on a grand scale,
especially compared to the relatively limited ground territory the war would be waged
upon which we will detail in the chapter regarding the war scenarios. Alongside the land
forces, the war would be greatly supported by aerial, naval and ballistic missile forces,
relying on the more than 300 advanced fighters and fighter-bombers, including a F-35I
fleet working in a networked tandem with the F-15 and F-16 fleet, and the German-made
navy assets of frigates and submarines, enabling control of the Mediterranean (unless that
enemy would be Turkey) and denying access to the Red Sea by its enemies.

Here we have only listed capabilities possessed and, in many cases, indigenously built
by Israel, we will mention potential involvement of partner nations and non-state actors
during the scenarios part. The reason for this is that while other actors might aid Israel
in a war for existence, Israel will plan with the possibility of fighting for its survival
alone.'® The upper tier of escalation in the case of Israel is based on the understanding
of the international community that Israel possesses nuclear weapons, and it is able to
deliver them through surface-to-surface, air-to-surface missiles and also from its modified
Dolphin submarines.' This nuclear triad and Israel’s estimated 80 nuclear warheads enable
it to launch a first strike in case of a conventional military defeat and in effect destroy any
state apart from the U.S., Russia, China and India. The submarine fleet believed to be
capable to launch nuclear strikes on an enemy state also means that Israel possesses the
limited means to deliver a second strike after the country is destroyed in a hypothetical
nuclear strike by an enemy. All the above means that Israel possesses the capabilities on
the one hand to wage mechanised warfare on its enemies, has multiple advanced methods
of employing precise firepower both close and far from its borders, while maintaining the
threat of using nuclear weapons if these conventional capabilities would prove insufficient
in a war for existence.

Threat landscape of Israel

While contemplating an Israeli war for existence against a peer competitor might seem
like a hypothetical exercise, it is undoubtable that the first twenty-five years of the history
of modern Israel was full of such challenges. From the Israeli War of Independence
through the Six Day War and the Yom Kippur War, all had the potential to end the
Israeli state, not to speak of all the potential wars Israeli (and U.S.) deterrence has pre-
empted. During the Arab—Israeli wars, with the leadership of Egypt, various coalitions of
neighbouring states aimed at ejecting the young Jewish state from the heart of the Middle
East. These conventional wars were supplemented by asymmetric challenges, exemplified
by the Palestinian fedayeen militias and Egypt’s War on Attrition against Israeli forces
occupying the Sinai. However, the age of Arab coalitions against Israel came to an end
with the peace treaty with Egypt in 1979 and nor Iraq nor Syria was able and/or willing

12 The International Institute for Strategic Studies 2022: 347.
3 AMIDROR 2021: 25.
4 SIPRI 2020: 375-377.
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to take over the mantle of leading the fight against Israel, at least not in conventional
terms. After 1991 and the collapse of the Soviet Union, the former Arab Socialist regimes
lacked the necessary support to pose a credible existential threat to Israel.’® The threat of
terrorism and asymmetric conflict became the focus of Israeli national security strategy
as it seemed that mechanised warfare against coalition of states is if not impossible, but
surely implausible in the near and mid-term.

The significant change in the Middle Eastern balance of power (or rather the undoing
of it) came with the U.S. invasions on Afghanistan (2001) and Iraq (2003), which promised
a new, democratic, more secure region. The Iranian regime however first feared that it
would be the target of the West’s regime change aspirations, in line with neoconservative
stream of U.S. foreign policy. Instead of a democratic Middle East both nation building
projects turned out to be transformative in a different sense, as they indeed transformed
the U.S. will to engage in such an undertaking in the future and contributed to its (relative)
disengagement from the Middle East. Iran gained both a motivating reason and a way to
extend its influence westwards to the Mediterranean after Saddam Hussein’s Iraq was not
an obstacle anymore.'® Teheran could rely on Shia forces in Iraq, the Assad regime in Syria
and Hezbollah in Lebanon. This “Axis of Resistance” was supplemented in the south with
the Houthis in Yemen, creating a revisionist camp of state and non-state forces, against the
status quo states partnering with the U.S.'” In 2010, another upheaval further complicated
Middle Eastern fault lines by elevating political Islam to leadership position in various
countries, and initiating civil wars in other, leading to power vacuum and instability. The
civil wars in Yemen, Syria and Libya also enabled greater regional competition between
the great powers, both regional and global and the emergence of a radical violent form
of Jihadism, the Islamic State. While after more than a decade of upheaval, the regional
players achieved a degree of détente by 2023, the Middle East is still a highly fractured
and contested environment, with an Iran-led revisionist bloc competing against status quo
powers, including Israel, and a conservative Sunni camp fighting off the challenge of
various versions of political Islam, ranging from the Muslim Brotherhood aligned groups
to the extremes of Jihadism.

All these changes had significant consequences on the Israeli security environment
raising the possibility of the need to fight a war for existence. Israel is a steady member
of the status quo camp of countries, in strong partnership with the U.S., which as an
offshore balancer utilises Israeli abilities and deterrence to contribute to the balance of
power in the Middle East. Israel is one of the “four plus one” great powers in the region,
alongside Iran, Turkey, Saudi Arabia and Egypt as a slumbering giant.'* However, Israel
is the only great power which is not a potential regional hegemon, due to its relatively
small territory and population and most importantly its dominant Jewish ethnoreligious
character setting it apart from the predominantly Muslim neighbours. This dual nature,
however, does not give it a pass on the regional competition, as it is the prime object of

5 IDF Strategy 2018: 6.

16 Harrison 2018: 10.

7 STEINBERG 2021: 5-6.
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revisionist ambitions both from the Iranian camp and the Sunni Jihadist groups. There are
four main, interlinked reasons for this. The first is that Israel exemplifies the grievances of
those groups which aim at disbanding the U.S.-led Middle Eastern order and its regional
allies. Secondly, Israel is also the sole non-Muslim majority state in the Middle East,
and its Jewish character makes it a natural enemy to radical Islam. Thirdly the Israeli—
Palestinian conflict creates both a real grievance for many and a useful propaganda tool
for revisionist powers to mask their hegemonic aspirations. Fourthly, Israel as a military
great power can deter its enemies from conventional attacks and defend itself, enforce the
balance of power its enemies so much detest, which adds insult to injury, making it one of
the keys of unlocking the current status quo.

According to the Israeli political and military leadership and the security sector, the
main and currently only potential threat to Israel’s existence is presented by Iran and the
members of its axis.!” This threat is unlike the former, conventional threat of Egyptian,
Syrian and Iraqgi mechanised brigades storming through Israel’s borders and destroying
the country, killing and expulsing its population. Iran possesses a set of symmetric and
mostly asymmetric capabilities, either by itself or through its regional allies, which in
combination provide it a near-peer set of power to Israel.?” We must also note that Israel
and Iran themselves are also similar in terms of defence expenditure.? Iran can rely on
three main categories of sources of military power. The first is its own armed forces, its
army which is focusing on the defence of Iranian territory and the Islamic Republican
Guard Corps (IRGC) with a much larger set of responsibilities, which include ballistic
missile development, expeditionary forces and the Iranian nuclear program.? Iran’s
proxies include the Assad regime, which, although much weakened by more than a decade
of the Syrian Civil War, still possesses the capabilities of a regular armed state. Down in
the hierarchy Iran can rely on the Hezbollah, which is the strongest in presenting a threat
of missiles on Israel and possesses significant irregular warfare capabilities.”> We must
note, however, that a large percentage of Hezbollah’s forces are bogged down in the Syrian
Civil War. Iran also has Shia militias operating in Iraq and Syria, based on the Hezbollah
model; however, these organisations are in much earlier stages in their development, and
serve local roles in maintaining Iranian influence across the Shia Arch. Finally, there are
several terrorist organisations which received support from Teheran and are expected to
coordinate with it in case of an armed conflict against Israel, including the Palestinian
Islamic Jihad in the Gaza Strip and Hamas, which is of doubtful usefulness to Iran. As
with Hamas, apart from the Iranian army and the IRGC, Teheran cannot be sure that its
proxies would join it in case of Israel waging a war for existence as these organisations
have several options across a spectrum in case war erupts.

The Israeli security sector is also monitoring other challenges which might emerge
in the future as a threat to Israel’s existence; however, only Iran has the necessary
combination of capabilities and the will to mount an attack on Israel. Countries such as

19 IDF Strategy 2018: 16.
20 McKEenzie 2023: 2.
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Turkey have the capability theoretically but have not manifested any such intentions to
present an existential risk, other lesser parties might have the intention but do not have
the resources to challenge Israel. It is worthwhile to point out that it is often debated how
credible are on the one hand Iranian threats to Israel and on the other what would Iranian
capabilities amount to during a war. These are important factors to consider; however, the
basic argument is not affected by these, the Israeli security sector will take any threats from
a near-peer competitor on face value, and it will operate under the assumption that Iran
can efficiently employ the maximum amount of armed force, symmetric and asymmetric
in a hypothetical war situation with Israel. The key here is that Israeli threat perception
and realities of the Middle East do not permit any naive assumptions. Therefore, Israel is
operating under the assumption that a war for existence might be forthcoming regardless
of any delaying military operations under the CBW and it must be ready for it.

Scenarios for warfighting

To analyse the hypothetical war between Israel and a peer power, we are going to use the
most plausible scenario which is a war erupting between Israel and Iran with all or some
of its proxies. It is implausible that Iran could wage any significant kind of armed conflict
against Israel without the support and integrated action of its proxies as the two countries
are separated by more than 900 kilometres. Furthermore, in case for some reason Iran
could not rely on the backing of its proxies through Iraq, Syria, Lebanon, that would mean
that its western security buffer area has collapsed, and it would have much graver security
concerns than waging a war against Israel and aiming at regional hegemony. Therefore
we (and the Israeli high command) must assume that Iran and its proxy network are going
to wage a coordinated war against Israel. We will analyse this war in three stages, the
conditions of its possible eruption, the main factors in its conduct on both sides and finally
the potential outcomes in the political and security spheres.

As we have seen in the previous conflicts Israel has participated in, the escalation
can happen very rapidly, in mere hours, but the situation can also fluctuate through days.
However, as we have only witnessed rounds of conflict, reaching the level of an ‘emergency
situation’ involving Israel and Hezbollah or Hamas and the Palestinian Islamic Jihad we
do not have evidence of the ‘final step’ of engaging in a war with a peer power, this aspect
we will need to theorise. The baseline security situation is not peace, but a sporadic cycle
of violence, with terrorist, mortar and rocket attacks on Israel and Israeli counterterrorist
operations, targeted killings and missile strikes as part of the CBW on targets mostly
in Syria.** Therefore, the shift to a war would occur when a ‘usual’ military operation
on any side would trigger such a response on the other side which would trigger a rapid
escalation and the stepping in of more actors on the Iranian side. The eruption of a war
can occur through four paths, which are 1. a significant land based aggression; 2. mass
missile attack against Israel; 3. Israeli pre-emptive attack on Iranian nuclear installations;
4. a hypothetical nuclear exchange. Apart from the last one, neither would immediately

2 Kapuri 2023.
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lead to Israel shifting to a war for existence stance, the question would be the scope of the
initial aggression and how the other types of military operations and actors would step into
the escalation cycle. As a massive land-based attack on Israel seems highly improbable,
the two most plausible triggers would be either a multifront missile barrage on Israel or
Israel pre-emptively launching a war based on assuming such a barrage most probably
in parallel of a strike against Iranian nuclear installations. It is unlikely that Israel would
react to a series of missile attacks immediately with launching a nuclear attack on its
enemies, unless it is attacked by nuclear weapons, or such an attack is imminent.

An Israeli war for existence would therefore most probably start with a massive missile
attack from multiple directions, including Lebanon, the Gaza Strip, Syria, and potentially
Iran and Iraq as well.” Israel would need first cope with the first hours of hundreds if not
thousands of different types of rockets, missiles and artillery strikes, and it would not
have a chance to destroy them completely before impact on its territory.?® The attack can
be supplemented by limited incursion into Israeli territory, again from multiple directions.
These enemy troops would have very different capabilities, on a spectrum from Hamas
or Palestinian Islamic Jihad guerrillas through Hezbollah and other Shia militia forces to
potentially Syrian regular army and Iranian Islamic Republican Guard Corps expeditionary
forces. I argue that similarly to the eruption causes, land-based warfare against Israel
would not be the focus of the enemy’s efforts. It would need to defeat the well-equipped
and trained Israeli ground forces on its fortified home territory with all the backing of
Israeli armour and artillery. Land-based incursion would have the utility, however, to draw
away Israeli forces from destroying missile launch sites in the neighbouring states, which
would decide the outcome of the war.

While the 2023 Israel-Hamas War will need extensive analysis once the war is over,
based on the initial outcomes, the above logic has been proven on and after 7 October
2023. On the one hand, the Hamas attack has been traumatic to the Israeli public, political
and security leadership, and it can be argued that the existing Israeli security doctrine
has collapsed.?”’” However, the attack on the ground has not extended to more than an
incursion-type terrorist attack on a massive scale, which in the end did not manage to
threaten Israeli population centers like Beer-Sheva or Ashkelon. This means that it has
fallen well short of an existential threat on its own and most of the Hamas and Palestinian
Islamic Jihad troops were deployed not to attack Israel but in preparation for the eventual
Israeli counterattack and invasion of the Gaza Strip. Israel also did not need to shift to a war
for existence strategy because of a coordinated mass assault by the Axis of Resistance
on multiple fronts. Hezbollah and its other enemies in the north did not launch a mass
barrage of projectiles and missiles on Israel in coordination with Hamas keeping their
involvement in the conflict well short of the war threshold.?® Israel, however, calculated
with a possible coordinated onslaught from the other members of the Axis of Resistance
after the initial Hamas attack and did keep a large amount of its forces on standby for
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focusing on the theoretical main, northern theatre of its war for existence, Lebanon and
Syria. The members of the Axis of Resistance are maintaining a sporadic fire on Israel
and U.S. troops in the region, thereby raising the cost of the war for Israel and its patron
great power, but they have opted not to risk and commit the bulk of their military assets.
This kind of pressure strategy is highly disrupting, and it can draw away Israeli forces
and present the threat of a war for existence limiting Israeli freedom to wage its conflict
against Gaza as it wishes. Therefore, while Israel did need to mobilise its reserves and
maintain troops ready for a war erupting in the north as well, alongside its counterinvasion
of Gaza, Israel is not fighting a war for existence as of 1 January 2024.

Continuing with the main line of my theoretical argument of Israel waging
a hypothetical war for its existence on multiple fronts, we would see two very different
strategies implemented by the hostile sides. Israel would aim to strike fast on a massive
scale and finish the war, by achieving decision in the shortest time possible with minimum
casualties. On the other side Iran and its proxies would be interested to drag out the war
until Israel is exhausted and its assets and population concentrated on a small strip of land
are devastated. Israel would have no chance to destroy Iran as a state, it could only aim
at ending the war on favourable terms, destroy most of the Iranian military assets and
capabilities and potentially decimate some of its proxies and create such hostility in Iran
to facilitate regime change. Israel on the other hand can be destroyed which is the reason
of the war for existence. Paradoxically, the two very distinct strategies would culminate in
similar tactics in the first hours and days of the war to have very intensive strikes on the
other side, but with different intentions. The Iranian side would aim at weakening Israel
until most of the Iranian and its proxies’ missile launch capabilities are intact and Israeli
mobilisation is still ongoing to have the capacity and relative advantage to then drag the
war out for a long time until Israel is exhausted. Israel would in return aim at mass strikes
on Iran and its proxies’ missile launch capabilities to deny the capability to strike Israel,
secure its home front and thereby create freedom of action for its fully mobilised armed
forces to focus on setting back the enemy to such degree that another similar attack would
be incomprehensible for many years.” However, as the Israelis say, there is no ‘Berlin
moment’ for Israel where it could sign a comprehensive peace treaty with its enemies after
a military victory, it can only hope to win the war, defeat its enemies, continue to deter
them more effectively and prepare to fight its next war for existence.*

Therefore, the war would have three distinct phases, the initial massive operations,
where each side would aim at rapidly suppressing the other’s offensive and defensive
capabilities, a middle section if Israel cannot rapidly gain an advantageous position,
and a final stage in which one side gets the upper hand and works to settle the war on
advantageous terms for itself. The main issue of the Iranian side would be the number of
proxies which would join the war effort and on what level of participation. Would they be
only giving lip service, contribute with a certain amount of missile attacks but retaining
the main force to deter Israel or would they completely unleash their assets. Here, we
will assume, as Israel is, that there is a possibility that Iranian proxies would commit

»  IDF Strategy 2018: 20-22.
30 Amipror 2021: 23.

AARMS (23) 1 (2024) 45



Zsolt CSEPREGI: The Israeli Way of War

completely to the war, but they would not engage in irrational attacks, such as facing head
on Israeli armour with their ground troops and not send all their trained soldiers to attack
Israel and let their domestic enemies take their abandoned positions. Regardless, Israel
would be faced with a difficult decision regarding those proxies which would not seem
like committing completely to the war effort and aim at standing aside completely or wait
for an opportune moment to step in. Israel would be interested in a first strike against their
offensive missile capabilities too, not to lose the window of opportunity, but also signal
that it is not interested in further escalation and all parties’ interest would be best served
if they would stay out of the conflict.

In the initial phase of the conflict, we will see the unfolding of the new Israeli way of
war, which will by all indication be much more than a scaleup of the Campaign between
Wars. The main aim of the Israeli war effort will be destroying the enemy’s air defences
and missile launch capabilities and other core assets deep in enemy territory, instead of
focusing on the friction with enemy forces at the borders.* This would be achieved first
and foremost by precision firepower, missile attacks launched from the Israeli multirole
combat aircraft fleet of F-35 and F-15/F-16 planes, UAVs, ballistic missiles and the Israeli
Navy’s frigates, mainly to suppress Hezbollah assets. We only have estimates of the
firepower Israel could bring in these initial hours of the war, but unlike the CBW, the main
goal will be to go through valid targets in its databases and rapidly detect launchers and
strike them through as many sorties its air force can manage for which it is optimised.
Those enemy assets which are in relative proximity to Israel’s borders would be attacked
by artillery strikes. This mass application of precision fire would be supplemented by
special forces capturing those high-value assets deep in enemy territory which for some
reason would not be possible to destroy by missile strike. Israeli weapon systems would
operate in a networked manner to strike as many targets as possible in the first few hours,
to provide freedom of action to the IDF for the later stages of the war. The Israeli Navy
would likely participate in striking enemy missile launch sites and serve as advanced
combat intelligence platforms, but its main goal would be to secure Israeli maritime assets,
including the gas fields, prevent any incursion from the seas and keep naval supply lines
open so that Israel can be reinforced by sea as well during the war.*> Alongside kinetic
operations both sides would aim at striking the other in the cyber domain and digitally
crippling it as much as possible. This is an area in which Israeli allies, first and foremost
the U.S. could immediately come to aid Israel in its war effort.

The issue of ground manoeuvre warfare is also an important one, would Israel be
interested to immediately capture enemy territory, or it would focus on defending its
core during the first phase against enemy incursion? Here we argue that Israeli ground
troops would conduct limited incursions themselves in the first hours of the war and
rely on airpower and missile strikes.* They would only do this to position their artillery
to more favourable firing positions and defensible borders. This is because the need to
cover a ground manoeuvre would draw away assets needed for the massive application of
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precision fire to take out enemy firing positions which are the existential threat to Israel.
One might argue that an immediate ground push towards the Litani River might be a cost
effective method to capture Hezbollah and Palestinian armed factions’ launch positions,
especially those mortar teams which can proliferate Northern Israel with their firing but
taking them out one by one would hinder the air force in focusing on more destructive
enemy missile systems. Based on timely intelligence, the Israeli high command might
decide to follow the orthodox Israeli military strategy and order its northern troops to
start an immediate push northward in case of a war, if it can assume that Hezbollah
can be rapidly caught off balance and ejected from the conflict. Israel would be fighting
a multifront war and while it would initially focus on destroying the missile launch sites,
it would also start working on achieving decision and start defeating enemy actors in
parallel by shifting its main thrust between the battlefields.** Due to these complex needs
a mass ground manoeuvre hundreds of kilometres into enemy territory in one direction
is therefore highly unlikely as even though mobilisation is quite rapid in Israel, it would
still take many hours for the reservists to be notified, transported to the borders, armed,
and take their positions on the front to support a ground manoeuvre into enemy territory.
The first phase of the war would be mostly over by that time.

In the first phase, either Israel wins that round by effectively taking out enemy air
defence capabilities and most of the missile launch capabilities with its home front largely
intact and then it would have the freedom to immediately jump to the concluding phase.
With the freedom to achieve decisive victory it would do as much damage to the enemy
as it considers beneficial for its long-term deterrence and regional balance of power. If for
some reason the war drags on, with Iran and its proxies keeping their strike capabilities,
a second, middle phase would start. Israel would need to employ ground manoeuvre
warfare with the aim of rapidly capturing launch positions and subjugating Iranian proxies
not only close to its borders but far away also, with the home front under constant attack.
In case a war of attrition emerges, with Israel needing to use ground manoeuvre warfare to
counter the existential threat, that is a highly unfavourable position. Israel always needed
to push the war to the enemy’s territory, it is still a main part of military doctrine, but it is
difficult to imagine an Israeli armoured push past Damascus to take out missile positions
north of the metropolis, with Syrian army, Iranian expeditionary forces and other proxy
troops resisting and with time on the enemy’s side. Israel has no chance to occupy swaths
of enemy territory in Syria and Lebanon, like it did fifty years ago in the sparsely populated
Sinai Peninsula. Parallel to the ground forces needing to operate far from Israeli borders
to eliminate the enemy missile positions, a war of attrition would provide enough time for
popular resistance to emerge in the West Bank and potentially also on sovereign Israeli
territories, creating a “double multifront war” with external and internal enemies operating
alongside each other, potentially overburdening, and stretching Israeli security forces.

The outcome of the first phase would largely decide the outcome of the war. Israeli
successes would swiftly lead to a final phase in which Israel would operate under air
superiority with relative invulnerability of the home front to carry out offensive ground
operations and continue to eliminate enemy assets of secondary importance. Again, Israel
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would not have a “Berlin moment” to sit down with the defeated adversary to sign a peace
treaty, it could only punish the enemy to such a degree that both it and all other parties
would be deterred and/or incapable to even contemplate truly challenging Israel on the
security front. Even in this advantageous case Israel would most probably need resupply
from the United States, to continue waging aerial and missile warfare on its enemies.
U.S. support, coordination and aid during the war would be greatly enabled as Israel was
moved in January 2021 under the auspices of the U.S. Central Command and it being
a Major Non-NATO Ally.>> While outside support would be highly appreciated in a war
for existence it would also provide a leverage to Washington if it wanted to at a certain
point leash Israel in order not to tip the balance of power in the Middle East too far.*
Although Israel is in constant discussion with the U.S. on all security issues, the only
instance it would act against U.S. wishes would be if it perceived a direct challenge to its
existence.” The important factor in this stage is that whatever Israel does and regardless
how big of a damage it causes to its enemies or land it occupies in the process, due to its
distinct Jewish nature, it cannot emerge as a regional hegemon even after successfully and
efficiently defeating a peer or near-peer competitor. Other regional powers opposing Iran
would also be reluctant to hold back Israel from cementing its victory over the aggressor.
At this stage the main issue would be the degree Israel would be interested to conduct land
warfare and take territory of its enemies, with the short-term goal of eliminating residual
resistance and military assets of its enemies. Occupying the enemy’s territory could serve
three possible mid- to long-term goals of 1. holding it as a bargaining chip for peace or
normalisation negotiations; 2. setting up its own proxy forces (like Christian forces in
Lebanon or Druze in Southern Syria, maybe handing over Gaza to Fatah in some form); or
3. occupy itself to create a defensive buffer zone. It is sure that there is no great appetite
in Israel to hold enemy territory and deal with resistance there, the historical example
of Southern Lebanon showed Israel that even with the Phalangist support, maintaining
a security buffer might not be a cost effective or politically worthwhile solution, both in
domestic and international terms.

The outcome of the war would be very different if at any point Israel would perceive
that it is losing or have lost the war against its enemies. After a certain degree of defeat,
which might manifest in a conventional breakthrough through the Israeli borders towards
population centres, mass casualties in Israeli cities due to missile strikes, exhaustion of
Israeli strike capabilities or an imminent nuclear threat, Israel would decide to conduct
nuclear strikes on its enemies, the so-called ‘Samson Option’.*® The reason for this need
and that a mere nuclear threat would be insufficient is that after a visible defeat Israel must
establish deterrence through achieving decisive victory by unconventional means, create
realities on the ground and regain its lost position. It needs to set back the aggressor, but
also deter any other power witnessing the potentially insufficient capabilities of the IDF,
who might be tempted to further challenge Israel. Without effective defence against an
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Israeli nuclear strike, which we do not believe Iran currently possesses, nor a comparable
nuclear deterrent on the enemy’s side, a war against Israel cannot be won. Either Israel
outright wins or both sides lose. The only way out of this logic if a peer competitor emerges
which possesses a nuclear deterrent power which would force Israel to continue waging
a conventional war, beyond the logic it would currently employ in terms of launching
nuclear strikes in a war for existence. Again, in this situation Israel would not go down
without delivering at least some nuclear strikes against its enemy, but a sufficiently capable
country with a combination of missile defence over its population centres, great territory
and its own nuclear strike capability might challenge Israel to a war for its existence in
the coming years. This is however not the currently plausible scenario, but it leads us to the
final issue of an Israeli war for existence, which is a pre-emptive strike against Iranian
nuclear assets. Israel can endure the current situation in which it has enough deterrent
power that no other state wishes to force it to unleash the above described first war phase,
but based on its security perception it cannot forfeit its nuclear advantage. Would Iran back
down after such an Israeli attack against its nuclear installations or would it start its own
escalation cycle and try to appear strong in the tense Middle Eastern power struggle? It is
also probable that Israel would accompany such an attack on Iranian nuclear capabilities
with parallel strikes on its assets threatening Israel to deny even the possibility of gaining
advantage in the early stage of the war for existence. We conclude this section that while all
rational calculation would advise Israel’s enemies against challenging Israel and forcing
it into a corner where it would perceive that it is fighting a war for its existence, but wars
are not always based on pure rational calculations, therefore, the above detailed scenario
must be calculated with.

The regional effects of Israel waging a war for existence

In this section we will analyse four main long-term questions, connected to the outcome
of an Israel-Iran war in the near-future. The first is the effects of an Israeli victory, the
second is the outcome of an Israeli defeat and nuclear strike on Iran, thirdly we discuss
a few factors which can create different outcome in the above scenario and finally we detail
the most important effect of the above thought exercise, which is Israeli deterrent power
and its effects on the Middle East balance of power system. Israel coming out victorious
from a war against Iran and its proxies would reassure its stance as a great power in the
Middle East, eliminating the sole potential existential threat it currently faces. A military
victory might embolden Israel to create new facts on the ground, such as it did with
establishing a security zone in South Lebanon after its southern flank was secured by the
Israeli—-Egyptian peace treaty or embark on a new political process with the Palestinians
not necessarily towards a two-state solution. Israeli security perception and deep sense of
insecurity, however, would not permit a situation in which the national psyche would lack
a potential existential threat, it would just be pushed back from the imminent nature of the
threat of a nuclear Iran to some more fluid image of a future aggressor.

On the Iranian side a defeat would be much graver because what use is an ‘Axis of
Resistance’ if it cannot even resist Israel? While Israel might be emboldened to some
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degree to venture into foreign intervention, it lacks the resources and the will to occupy
any significant territory apart from South Lebanon and Southwest Syria up until
Damascus. The real danger to Iran and its proxies would come from Sunni forces, Arab,
Druze, Kurdish, Turkish/Azeri and potentially Christians in Lebanon which would aim
at utilising the power vacuum and chaos on the Iranian side with the backing of the Gulf
States and Turkey. The balance of power system in the Middle East has complex balancing
dynamics as power is distributed between various regional and extra-regional actors.*
This means that as the U.S. intervention against Iraq and the ‘Arab Spring’ had unexpected
outcomes and results, the weakening of Iran would threaten with a similar or even greater
shakeup of the current balance of power system. As the power competition in the Middle
East is often perceived as a zero-sum game, it would be logical for any power not to let
potentially hostile forces pick up the pieces after an Iranian retreat and fill the gaps before
a group such as the Islamic State moves on to use the instability and power vacuum for
expansion. Naturally the issue of regime change would be high on the agenda in Tehran,
as the cyclical protest waves would get a new fuel, namely why were Iranian funds spent
on building the ‘Axis of Resistance’ towards the Mediterranean if it can be defeated easily.
Let us not forget, that based on the hypnotised way Israel would wage its war, if it is
successful, defeat would come with dramatic speed, with Israeli and allied media giving
it additional spin to create a shock and awe effect in public relations sense as well and
establish Israeli deterrence for the coming era.

In case Israel would counter a military defeat with a nuclear strike on Iran, the question
is how large destruction Israeli military leaders would deem necessary to firstly, stop
the war, secondly create deterrence. It is highly unlikely that a strike in an unpopulated
area would be considered sufficient. A middle ground would be striking military bases,
research facilities and critical infrastructure in Iran with nuclear weapons, which were
not destroyed during the initial phase of the war. Thirdly, Israel might consider an even
stronger deterrent and strike Iranian population centres, creating mass casualties in the
tens of thousands and upwards. Israel would re-establish a kind of deterrence, but it would
be the country which used nuclear weapons after the Second World War and become
a pariah nation to some degree. The change would be similarly grave in Israel and such
a war would contribute to the radicalisation and further militarisation of the state as the
ultimate fear was realised, and its existence was indeed challenged and only the most
extreme military means were sufficient to guarantee the continued existence of the Jewish
state. Depending on the devastation of the war up to the launch of the nuclear strike, Israel
would be weakened, meaning that it would need further nuclear assets to ensure continued
deterrence and guarantee its survival. Regional states and non-state actors would be at
that point even more motivated to acquire nuclear weapons, as it would be proven that
no power is safe from Israeli nuclear retaliation once the initial barriers are broken. Iran
would not cease to exist, but it could also radicalise after enduring nuclear strikes.

Before turning to the most likely outcome, we must note four factors which might
change the calculations regarding the war between Israel and a peer competitor, not
necessarily Iran in its current form. The first is a massive development in missile defence
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systems on any of the sides. If Israel would successfully develop its laser-based air defence
system called Iron Beam, and create a scaled up integrated missile defence system, it could
be able to alter the above calculation and not necessarily consider a mass missile barrage
an existential threat. This would give Israel a similar freedom of manoeuvre to take a more
gradual approach in escalating the conflict to a war for existence. But paradoxically also
give more room for its enemies to test Israeli resolve with missile strikes, similarly to how
terrorist groups in Gaza fire indiscriminately rockets on Israel with the knowledge that
the damage will most likely be minimal and not trigger an asymmetric Israeli response. If
Iran and its proxies would find some novel method to effectively keep most of their missile
launch capabilities beyond the initial hours of the war, with air defence systems or some
other method including enhanced mobility and physical or digital camouflage, this would
bring the above mentioned “middle phase” of an existential warfare much closer. Israel
would have to decide to utilise mass ground manoeuvre warfare or decide to cut the war
short with a nuclear strike and bear the costs of its decision at a later stage.

An interesting option would be if a peer competitor would develop effective ground
capabilities, comparable to the former Egyptian and Syrian armoured and mechanised
infantry battalions but on a 21% century developmental level. This is no easy task as such
a force would not have to meet the level of the current Israeli ground forces but the one
which is in development, with many unmanned weapon platforms accompanying manned
vehicles. The direction of the development is well exemplified by the Merkava V main
battle tank under development, which unlike its predecessors, which are the quintessential
main battle tanks with massive passive and active defences and a turret providing great
firepower, the Israeli systems under development are more like network nodes directing
fleets of drones, much lighter and more mobile, gaining new abilities without compromising
on total firepower and defensive capabilities.*” This development will happen in the
coming years in air, land and maritime warfare as well, making the opponents’ regular
forces even more obsolete. Aside from this consideration, if a peer competitor would
emerge with comparable ground forces to the IDF, that would mean that Israel would need
to cope both with missile attacks and support its ground forces in mechanised warfare on
its borders and not just defend against limited incursions before going on the offensive
to capture some enemy territory. This would again raise the importance of using nuclear
strikes to turn the tide of the war.

Finally, a factor which is important to consider is a ‘divided and broken Israel’ especially
after years of domestic political strife, protest movement peaking in 2023. Regardless of
what the outside word thinks, Israelis are as much afraid of becoming vulnerable because
of an internal split than the threat of a nuclear Iran or other peer competitor.*! Again,
Israel’s enemies might be interested in the weakening of Israel, but only to a certain degree
and under certain conditions, as the IDF and Israeli politicians might be more inclined to
shift to a war for existence mentality if their state is already undergoing internal strife, may
that be a domestic conflict within the Jewish majority based on their political preferences
or an internal clash between Jewish and Arab Israelis or between Israelis and Palestinians
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or a combination of the three. A weaker Israel would probably be an even more militarily
aggressive Israel which would not provide any leeway to its enemies under a security
challenge.

Considering the above, the most likely outcome of the Israeli potential to wage war
under the current conditions and the fact that in case of a defeat Israel could still exact
the ultimate price from the aggressor through a series of nuclear strikes is that Israel has
created a high degree of deterrent potential by preparing for a ‘war for existence’. Israel
is constantly signalling its resolve and lack of tolerance for any security challenge which
it deems as an existential threat. The two pillars of deterrence complement each other,
the ‘Israeli Way of War’ of mass precision strikes and the capability to carry out grand
manoeuvre warfare provide the first tier of deterrence as no aggressor can be sure that its
assets would survive the first hours and days of the war in a sufficient number to drag out
the war until Israel would be exhausted. But even under such conditions Israel’s policy
of nuclear ambiguity and the international consensus that Israel has advanced nuclear
strike capabilities means that even the enemy’s victory would end in a relative defeat for
it. Regardless of what would happen with Israel after its war for existence, the enemy
would be weakened to such a degree that it would lag behind other regional competitors
who would stand ready to use the gaps created by Israel to gain advantage in the regional
competition. Similarly, non-state entities otherwise interested in the destruction of Israel
would be highly reluctant to participate in such a war as first, their own assets would be
destroyed, secondly, they would find themselves after the war on the side of a country
which would be gravely weakened by the war, either through the Israeli victory or the
retaliatory (nuclear) strikes. Under the cover of this dual deterrence of conventional
warfare based on mass precision fire and the emerging new networked and unmanned
capabilities reinvigorating ground manoeuvre warfare and the nuclear deterrent, Israel
can employ the campaign between wars to continue deterring immediate enemy military
activities and weapon buildup short of a war. Without the assets prepared for a ‘war for
existence’, Israel’s enemies would be tempted to react to limited Israeli military operations
with escalatory steps, but knowing that Israel has a hypersensitive threat perception, they
need to reign in their reactions. It is not a coincidence that seemingly U.S. forces receive
the backlash for Israeli actions, as Iran and its proxies know that the U.S. would never see
such strikes as threats to their security and existence.*?

Israel became the linchpin of the Middle Eastern balance of power, through its deterrent
power, as no rational actor can be interested in pushing it into a corner, triggering it to
wage a war for existence. Israel is a status quo power as itself cannot become a regional
hegemon, so its interest is to stop any other power to become a hegemon and thereby
becoming so powerful that it could absorb Israeli retaliation and would not have to fear
the other regional powers after even a Pyrrhic victory over Israel. Israel will be always
interested to work in tandem with the offshore balancer in this regard, as currently the
U.S. is also interested in a Middle Eastern balance of power and stopping the rise of one
hegemonic power. Israel is a useful partner to any other status quo powers in the region in
balancing the rising power. This Israeli role is based however on a paradox, it is rationally
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incomprehensible to initiate a war against Israel, but only because Israel is convinced that
it might be attacked at any moment, and it must be ready to utilise overwhelmingly more
powerful destructive power compared to its enemies. At any point when Israel would feel
subjectively secure, it would lose its objective security as a result. This however will not
happen, and we can take Israeli security perception as a constant factor and the resulting
new ‘Israeli way of war’ based on mass precision firepower aiming at demolishing the
enemy assets in a matter of hours. The question remains how Israel will update and utilise
its manoeuvre warfare capabilities in the future, whether it can serve a more robust role
even in the initial phases of the war and will Israel be more willing to use networked
ground forces and UAVs in short and midrange to free up the air force and ballistic missile
forces for long range strikes. This is very plausible, however, these developments will most
likely manifest only in the 2030s.

Conclusions

This paper argued that Israel is a linchpin of Middle Eastern balance of power, due to
it being a military great power but not a potential hegemon, which is therefore always
interested in balancing a rising power. Its unique security perception furthermore
means that it is constantly occupied with a potential war for its existence, for which it
has developed overbearing conventional and nuclear warfighting capabilities. We have
outlined the possible scenarios of a war between Israel and the current hostile emerging
regional hegemon, Iran and its proxies and we concluded that a war would be irrational as
it would lead to a great setback on the Iranian side or hypothetically any other challenger.
Israel is therefore a guarantor of Middle Eastern balance of power both through deterrence,
and through defeating its enemy directly or indirectly if a war would erupt due to
a miscalculation. This Israeli role is useful for regional status quo powers and to outside
powers wary of a Middle Eastern regional hegemon, including the U.S. and the EU. On
the other hand, Israeli sensitivities must be understood, and its threat perception eased to
a degree that it does not initiate a war for its existence but also does not lose its subjective
insecurity which underpins its deterrent efforts. Israel is a key for regional balance of
power and stability, but all keys can be broken, and a broken Israel would bring as much
turbulence by waging a war for existence as the stability it brings through the deterrent
power of the ‘Israeli way of war’.
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Analysing the Rhetoric of Latin American
Populist Leaders Regarding the European
Union: The Cases of Bolivia and Ecuador’

Lizeth Vanessa Ayala CASTIBLANCO?

Historically, Latin America has been a fertile ground for the emergence of populism.
Scholars have identified several waves of populist governments flourishing in the
region during the last century. The third wave began in the 2000s when leftist leaders
came to power in some Latin American countries, a phenomenon called “the Pink
Tide”. Two of the most notable examples of populist governments in this wave were
Evo Morales in Bolivia (2006—2019) and Rafael Correa in Ecuador (2007-2017).
Both leaders promoted an anti-elitist rhetoric highlighting a confrontational divide
between domestic elites (as perpetrators of injustices) and the people (as victims).
This rhetoric also involved external actors. The relationship with the great powers
was permeated by the populist discourse based on the logic of “them vs. us”.
In this context, the paper analyses the rhetoric of Evo Morales and Rafael Correa
concerning the role of the European Union in their countries. Primary sources
(speeches, press releases and official documents) are examined to understand the
image built around the EU and to grasp how populist rhetoric portrayed the EU’s
role in areas such as trade and migration. The result is a complex assessment of the
ideas about the EU disseminated by these leaders, examining how Morales’s and
Correa’s rhetoric evolved over the years and identifying similarities and differences
between their approaches.

Keywords: populism, Ecuador, Bolivia, European Union

Introduction

Populism is an extensively debated topic in Political Science. Many scholars have devoted
significant attention to the question of what populism is and how to identify it. In this
endeavour, multiple theoretical and methodological approaches have been considered,
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resulting in different definitions.®> Some authors describe populism as an ideology that
underlines the antagonism between “the elite” and “the people” in a society. Others prefer
to label it as a discursive style based on a Manichean language that emphasises the logic of
“them vs. us”. Finally, some scholars define populism as a political strategy that represents
a specific form of mobilisation and organisation whereby the interplay between populist
leaders and their constituents plays an important role.

Regardless of its different conceptualisations, populism is primarily distinguished by
its hostility towards elites and the political establishment.* While this characteristic is
commonly observed at the domestic level, the question of whether populist leaders behave
the same at the international level remains open. Understanding how the rhetoric® about
the antagonism between “the elites” and “the people” (“them vs. us”) may be extrapolated
to external actors is a key topic when analysing populism in view of its implications on
foreign policy actions. In this regard, the study of Latin American countries provides
a valuable contribution, as many of them have experienced the rise of populist governments
on multiple occasions since independence. Moreover, the role of external powers in the
region has been frequently questioned and contested by many of the populist leaders that
have come to power.

In this context, the role of the European Union (EU) as an external power in Latin
America has been understood from different perspectives over time. The EU is counted
among the great powers in the international system in consideration of its political clout
and economic power in the world. Furthermore, “development, modernity and civilization
have been conceived as a transfer from Western Europe and North America to the rest
of the world”.® This notion has placed them as part of an “elite”” at the international
level. Under this premise, and considering the historical background of the European
colonisation in the Americas, the study on how the image of the EU has been portrayed in
the region gains special importance in the context of populist governments that have based
their rhetoric on the antagonism between “the elites” and “the people”.

In particular, this research aims to understand how the populist rhetoric of Latin
American leftist leaders has portrayed the role of the EU in their countries, specifically
studying the cases of Evo Morales in Bolivia and Rafael Correa in Ecuador. The analysis
focuses on identifying how the EU’s image was represented in their discourse and what
were the implications of this rhetoric for their relationship with the EU. To this end,
selected speeches of Evo Morales and Rafael Correa are examined to recognise what kind

3 Gipron—Bonikowskr 2013.

4 Zakaria 2016: 9-15.

5 According to the Cambridge Dictionary, rhetoric is defined as “speech or writing intended to be effective and
influence people”. Meanwhile, the Oxford Dictionary identifies rhetoric as “the art of effective or persuasive
speaking or writing, especially the exploitation of figures of speech and other compositional techniques” as
well as “the language designed to have a persuasive or impressive effect on its audience, but which is often
regarded as lacking in sincerity or meaningful content”. Considering these definitions, rhetoric is understood,
in this paper, as the use of language to persuade an audience by promoting and reinforcing certain ideas that
may be of dubious veracity.

6 Lopez-Arves 2011: 51-77.

7 However, it should be noted that, within this elite, the EU is considered a supporting actor while the U.S. has
been perceived as the main head due to its leading role since the end of the Second World War and its efforts
to expand the so-called capitalist system globally.
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of language they use when they talk about the EU, how they refer to the EU’s role in their
countries, and whether they appeal to the remembrance of colonial times to extrapolate
internal hostility towards elites to external partners such as the EU.

The contribution of this paper is threefold. First, it sheds light on less studied cases of
populism in Latin America such as Bolivia and Ecuador, considering that countries such
as Argentina, Venezuela and Brazil have received more attention from scholars in the
field.® Secondly, the paper fills a gap in the literature on the Pink Tide leaders’ foreign
policy since most of the analyses in this regard focus mainly on their relations with the
United States and China, leaving aside the study of other actors such as the EU. Finally,
the paper contributes to enrich the debate on populist foreign policy in general considering
that the implications of populism in domestic politics have been largely studied but its
consequences in terms of external action require a deeper analysis.’

The article is organised according to the following structure. First, the conceptualisation
of populism is addressed, introducing its main characteristics and discussing its
implications on foreign policy and external relations. Secondly, a contextual framework
is presented to examine the rise of populist leaders in Latin America during the Pink Tide
and its implications for the relationship with external partners such as the EU. Third, the
cases of Bolivia and Ecuador are introduced, portraying their peculiarities and providing
a detailed analysis of the rhetoric of Evo Morales and Rafael Correa on the EU during their
terms in office. The article concludes by presenting a comparative analysis of the cases and
outlining possibilities for further research.

Conceptualisations of populism

Despite being a highly debated topic in academia, populism is a phenomenon notoriously
difficult to conceptualise.”® Depending on the theoretical and methodological framework
used to analyse it, different definitions arise. The literature in this field identifies three
main conceptualisations of populism.! The first defines populism as an ideology or set of
ideas.'”” Cas Mudde is the most famous exponent of this approach. Mudde contends that
populism is a thin-centred ideology that “considers society to be ultimately separated into
two homogenous and antagonistic groups, ‘the pure people’ versus the ‘corrupt elite’, and
which argues that politics should be an expression of the volonté générale (general will)
of the people”.”®* Under this approach, populism, as a thin-centred ideology, is usually
accompanied by a thicker ideology, such as socialism or liberalism.

8 On the cases of populism in Argentina, Venezuela and Brazil see Hawkins 2003: 1137-1160; Braping 2013;
GRIGERA 2017: 441-455; Muno 2019: 9-26; WEHNER—THIES 2020: 320-340.

9 The need for further analysis on populist foreign policy has been pointed out by authors such as VERBEEK—
ZAsSLOVE 2017: 384-405; BURRIER 2019: 165-193; WaINER 2019: 195-225; WEHNER—THIES 2020: 320-340;
‘WAINER—WEHNER 2023: 1-13.

10 Jansen 2011: 75-96.

1 GiproN—Bonikowski 2013.

12 This approach is endorsed by authors such as Mubpe 2004: 541-563; ABTs—RumMENS 2007: 405-424; STANLEY
2008: 95-110; Pankowski 2010; PauweLs 2011: 97-119; Kries1 2014: 361-378.

13 Muppt 2004: 543.
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Other scholars argue that populism should be understood as a discursive style.*
According to this conceptualisation, language is a key aspect when analysing populism,
since strategic rhetoric is used to assign a binary moral dimension to political conflicts.!®
Hostility towards the established order and the glorification of the common folk are the
main characteristics of the populist message.'® Ernest Laclau is one of the most recognised
authors of this approach. Laclau contends that a distinction between two groups (“us” and
“them”) is constructed in populist discourse and used strategically since they constitute
empty signifiers whose meaning can be interpreted at convenience."”

Finally, populism has also been defined as a political strategy manifested through
specific policy choices and mobilisation practices.' In this approach, some scholars focus
on the economic policies implemented by populist governments;'? others examine their
types of political organisation®® and forms of mobilisation.”* Meanwhile, authors such as
Moffitt and Tormey narrow their focus to the performative elements of politics and point
out that populism is a political style in which particular performative repertoires connect
the leader with the people.??

Regardless of its conceptualisation, one of the prevalent characteristics of populism is
its emphasis on the existence of antagonistic identities in society. Populist leaders stress
a division between “the elite”, often described as corrupt and reluctant to lose their power;
and “the people”, depicted as inherently good and represented as victims of injustices
perpetrated by the elites. However, the criteria for determining who can be considered
part of each group may vary from case to case. In fact, Hadiz and Chryssogelos contend
that the meanings attached to the labels “elite” and “people” are continually reshaped by
social conflicts based on the contest over power and resources in specific national and
international contexts.?®

When studying populism, the analysis of its repercussions at the domestic level has been
privileged in the academic debate. Yet, some authors have shed light on the foreign policy
consequences of populist governments. Drezner holds that populist leaders tend to reject
alternative centres of power beyond their personal control and are averse to any external
interference.?* Furthermore, he argues that populist leaders are more likely to escalate
conflicts as they “tend to project anger as part of their leadership style”.*® Meanwhile,
Kane and McCulloch contend that a new form of populist governments characterised by
nativist and anti-establishment sentiments has increased popular divisions over foreign

4 This conceptualisation is supported by scholars such as Kazin 1995; Lacrau 2005; Hawkins 2009: 1040—
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475-508; AcemocLU et al. 2011; LEviTsky—RoBEerTs 2011; MorrirT—TorMEY 2013: 381-397.
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policy issues and fuelled the formation of an inefficient and less experienced foreign
policy apparatus.?

More recent research has focused on comparing the foreign policy behaviours exhibited
by populist governments.?”” These studies have found that populist governments formulate
and implement a wide variety of foreign policy strategies. Thus, there is no homogeneous
populist foreign policy. However, “the literature tends to neglect the diversity of populist
foreign policies and the different contexts in which it unfolds”.?® In this sense, there is
a need for empirical studies that shed light on this diversity. This paper aims to contribute
to this endeavour.

Finally, while this research recognises the wvariety of conceptualisations, the
understanding of populism as a discursive style is the privileged approach. This selection
is consistent with the aim of identifying populist rhetoric in the discourses of Evo Morales
and Rafael Correa when referring to external actors such as the EU. Moreover, the analysis
of the narrative that these leaders built around the EU’s role in Latin America allows us to
understand the practices and behaviours exhibited by them in negotiation spaces such as
the trade negotiations between the Andean Community and the EU. Therefore, the paper
focuses on the use of a rhetoric that emphasises antagonistic divisions (“them vs. us”)
extrapolated to the regional and international levels.

Contextual framework

After the difficult period of the debt crisis in the 1980s (also called the “lost decade™) Latin
America went through the implementation of neoliberal reforms proposed by international
financial institutions such as the International Monetary Fund and the World Bank. These
reforms were aimed at disciplining fiscal policies and stabilising the region’s economies
after years of mismanagement. Privatisation of state-owned companies, tax reforms,
market liberalisation and, in general, reduction of state intervention in the economy
were some of the neoliberal policies promoted within the framework of the so-called
Washington Consensus.?

Although these policies helped to stabilise macroeconomic indexes such as inflation,
the debt rate and the fiscal deficit, austerity measures led to an increase in poverty and
inequality rates. In this sense, neoliberal policies meant a setback in terms of social
development in the region, triggering high levels of social unrest. Disappointment with
neoliberal reforms led to the rise of left-wing governments in many Latin American
countries, a phenomenon called “the Pink Tide”.*® Leftist leaders such as Luiz Inacio
Lula da Silva and Dilma Rousseff in Brazil, Néstor Kirchner and Cristina Fernandez
in Argentina, Hugo Chavez in Venezuela, Tabaré Vazquez and José Mujica in Uruguay,
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Evo Morales in Bolivia, Rafael Correa in Ecuador and Michelle Bachelet in Chile among
others, were categorised under this label. Some of them used populist rhetoric to come to
power in their respective countries.

During the first decade of the 2000s, coinciding with the onset of the Pink Tide, Latin
America benefited from an economic boom driven by growing Asian demand for raw
materials, especially China’s demand. The price of commodities increased exponentially
and export revenues filled government coffers. Moreover, “the booming commodity sector
expanded and drew in labor, raising wages and employment. The demand for more workers
also spilled over to other sectors, such as construction”.?! The economic boom allowed the
implementation of redistribution policies and social transfers led by leftist presidents.*
The positive impact of those policies increased the popularity levels of these leaders and,
in several cases, favoured their re-election.

In terms of foreign policy and external relations, leftist leaders tended to reframe
the role of their own countries in the international order and questioned the influence of
external powers in Latin America. Particularly, the U.S. was perceived by some of them
as one of the biggest enemies due to its interventionist past in the region. Aspirations for
greater autonomy appeared alongside new integration processes that explicitly excluded
the U.S. (for example Unasur, CELAC and ALBA). In general, anti-hegemonic rhetoric
against major Western powers increased. Rapprochements to non-traditional partners
became more frequent in an attempt to diversify the region’s foreign relations.*

In this context, the relationship between Latin American countries and the EU has gone
through different stages. In the 1990s, during the implementation of neoliberal reforms,
the EU was eager to establish closer relations with Latin America as conditions for foreign
investment were more favourable.?* Countries such as Spain, France, Germany and the
Netherlands were interested in investing in the newly opened Latin American markets.
Furthermore, the EU was looking for opportunities to increase interregional trade in the
context of a “post-Cold War world” in which regions were expected to play a greater role.
The peak of this rapprochement was the establishment of a strategic partnership between
the EU and Latin America in 1999. However, during the following years, the relationship
lost dynamism as the Pink Tide governments had an anti-hegemonic approach and the
Asian demand for commodities overshadowed the importance of the EU in the region.
Moreover, the EU’s priorities also changed.

It is important to note that the EU has approached Latin America by establishing
dialogues with various actors in the region over the years. Thus, in addition to the
strategic partnership with Latin America as a whole, the EU has also maintained
dialogues with sub-regions and countries directly. Each of these dialogues has followed
a different path depending on the eagerness of the actors involved to establish new
agreements and engage more deeply with the EU. In the case of Bolivia and Ecuador
(which are the focal points of this research) the relationship with the EU has developed
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within the framework of the dialogue between the EU and the Andean Community (AC).
The AC is a regional bloc created in 1969 and composed of four countries: Bolivia,
Colombia, Ecuador and Peru.

One of the most important topics in this dialogue has been trade. Since July 2005, the
AC benefited from trade preferences granted by the EU under the Generalized System of
Preferences (GSP) on the modality of the Special Incentive Arrangement for Sustainable
Development and Good Governance (GSP+). The main aim of the GSP+ was to promote
exports from developing countries by granting them tariff preferences to enter the
EU market.?® However, the AC was interested in establishing a long-term association
agreement with the EU. Negotiations to create this association formally began in April
2007, but were suspended in June 2008 due to differences in the views of the Andean
presidents. Evo Morales and Rafael Correa were reluctant to continue with the process due
to their cautious stance on trade negotiations with the EU.

This disagreement led the Andean countries to follow different paths. Bolivia
withdrew from the negotiations while Ecuador remained under certain conditions.
Colombia and Peru maintained the initial enthusiasm and pushed the agreement forward.
In this context, the European Council had to modify the authorisation mandate so that
the European Commission could negotiate bilaterally with the countries and not with the
Andean Community as a whole. This stage of the negotiations began in February 2009. In
July of the same year, Ecuador suspended its participation due to disagreements with the
EU proposals related to labour and environmental regulations. In February 2010, Ecuador
rejoined the negotiations but maintained a cautious attitude by including some changes in
its own agreement with the EU.¥ Finally, Colombia and Peru reached an agreement with
the EU in 2012 while Ecuador, under Correa’s government, negotiated for 4 more years
and signed its own agreement in 2016.

The reluctance of Bolivia and Ecuador to participate in these negotiations can
be explained by analysing Morales’s and Correa’s views on the role of the EU in their
countries. The extrapolation of their populist rhetoric (the antagonism between elites and
people) from the domestic to the international level provides key elements to understand
their behaviour in dealing with the EU. Under this premise, the following section focuses
on the analysis of the evidence collected from each case, explaining how the role of the EU
has been portrayed in the speeches of these leaders and how populist rhetoric influenced
their relationship with the EU during their tenure.

The case of Bolivia: Evo Morales’s rhetoric

Evo Morales’s rise to power in 2006 represented a milestone in Bolivia. As the country’s
first indigenous president, Morales led a profound transformation process in political,
economic, social and cultural terms to favour the population that had been largely

% This regional bloc was called the Andean Pact until 1996 when it was reformed and renamed.
% Levi CoraL 2013.
¥ Levi CoraL 2013.
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neglected over the years.*® The fact that he belongs to the Aymara ethnic was understood
as the beginning of an era of vindication for the indigenous population in the country
(which is the biggest share of the Bolivian population®®). Furthermore, his government
embodied a “re-foundation of the nation” that aimed to transform not only the role of the
state at the domestic level but also its international projection and external relations.*

Domestically, Morales (like other leftist presidents in Latin America) was in favour of
a greater role of the state in the economy. This approach entailed a set of major changes in
the management of the country. One of the most important ones was the nationalisation
of gas and oil in 2006, right after Morales came to power. The state took control of the
operations of foreign energy companies in the country on the grounds that Bolivian natural
resources should not be under foreign management. Hence, these transnational firms had
to sign new contracts with the government (which included higher taxes and royalties)
and convert their operations into minority partnerships with the state-owned company
YPFB.* As a result, between 2006 and 2016, the nationalisation of gas and oil generated
$31.5 billion for the public coffers.*?

This reform allowed Morales to increase public spending and invest in social policies
that improved access to public services for the majority of the population to unprecedented
levels.** These policies raised the living standard of the Bolivian population, especially
in rural areas. Basic services such as electricity and potable water reached large parts of
the country for the first time during Morales’s tenure. Health and education indices also
improved considerably.* In general, there was a successful effort to raise the standard of
living of the poor population in Bolivia.*®

At the socio-cultural level, Morales promoted the “re-founding of Bolivia” as an
indigenous country in the hope of reversing decades of contempt for the native heritage.
Historically, the indigenous people had been relegated and discriminated against despite
being the majority of the population. During his tenure, Morales exalted the Bolivian
identity and tried to change the negative perception traditionally associated with the
indigenous population. Morales’s presidency made many Bolivians feel that they were
truly represented in politics.*® He took advantage of this circumstance to use populist
rhetoric to present himself as the true representative of “the people” unlike previous
Bolivian presidents that were part of “the elite”.

At the political level, Morales proposed the creation of a new Constitution for Bolivia
in 2008 with the aim of giving more power to the indigenous majority and “rolling back
half a millennium of colonialism, discrimination and humiliation”.#” The approval of the
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final text was submitted to a referendum in January 2009 and 61.4% of the population
supported it.*® This Constitution refounded the country, naming it the Plurinational State
of Bolivia. The name was changed in order to recognise the right of indigenous people to
have their autonomous territories where they can govern according to their traditions and
customs but always subordinate to the central government. The Constitution also included
clauses on land redistribution to vulnerable sectors and reserved congressional seats for
indigenous minority groups.

Changes at the domestic level were followed by changes in terms of foreign policy.
Morales aimed at a more assertive international projection based on two main drivers:
“indigeneidad” and decolonisation. “Indigeneidad” can be defined as belonging to and
identification with indigenous origins.* This concept also implies the strategic use of
ethnic identity to achieve the recognition of certain rights and the acknowledgment of
the indigenous population as a social actor.>® In Bolivia, this approach included historic
vindications of indigenous legacies and proposals for alternative models to the neoliberal
economic system based on indigenous worldviews such as “el buen vivir” (the good
living) which refers to living in harmony with all forms of existence, prioritising respect
for nature over economic considerations.*

Morales used the notion of “indigeneidad” to support his own views on global issues,
mixing it with populist rhetoric to be recognised as the legitimate voice of indigenous
peoples. As a consequence, Bolivia’s international projection and its relationship with
some external actors changed. Morales’s foreign policy can be labelled revisionist since it
involved the rupture of relationships that previous Bolivian governments had prioritised
and asserted a new stance on trade agreements and diplomatic relations in general.>* This
policy also entailed a contestatory attitude towards what Morales identified as colonialist
practices. In this sense, it is important to highlight that the assertion of “indigeneidad”
is closely related to the experience of colonialism.>® The vindication of the indigenous
identity leads to revisiting the history and rethinking the past and present role of colonial
powers. Thus, “indigeneidad” was followed by the notion of decolonisation.

Decolonisation represents a restorative process that aims to restore voice and power
to those who were oppressed.> Decolonisation seeks to challenge the superiority of the
coloniser over the colonised. Due to his origins and ideology, Evo Morales has been one
of the main promoters of decolonisation in Bolivia. His decolonial approach was strongly
institutionalised at the national level. For example, “the Vice-Ministry of Decolonisation
was created, with the mission of making forgotten historical processes visible and putting
them on an equal footing with the Western version of Bolivian history”.>® In the same vein,
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Morales’s rhetoric was openly confrontational towards what he called “the hegemonic
powers”. His views were recognised as anti-imperialist and resembled those deployed by
leftist movements during the Cold War.>®

In terms of discursive practices, Morales was enthusiastic in highlighting the changes
he planned to implement during his administration. Domestically, for example, his
inauguration speech reflected “the rescue of the insurrectional memory of the Bolivian
indigenous movement” and “the decolonising utopia”.”” At the international level, Morales
used his participation in global forums as an opportunity to draw attention to the injustices
of the international system and the relegated role of Latin American countries in it.* In this
context, he used populist rhetoric to position himself as the representative of the oppressed,
emphasising an antagonistic division between “them” (the oppressive colonisers) and “us”
(the oppressed people).

Decolonisation was also understood in terms of trade. Morales’s goal was to reduce trade
flows with big economic centres such as the U.S. His decolonial approach did not entail
isolation from the world but an attempt to diversify trade partners® based on ideological
affinity.®® The logic behind this behaviour was the perceived need to strengthen ties only
with like-minded countries (identified as “us”) to avoid relations with colonialist actors
(identified as “them”). In this sense, regarding the relationship with the EU, Evo Morales
showed a contestatory attitude, which was reflected in his speeches both domestically and
internationally.®! Unsurprisingly, the notions of indigeneidad and decolonisation played
an important role.

Bolivia was part of the association agreement negotiations between the EU and the AC
since its inception in 2007. However, Evo Morales had some reservations about what should
and should not be included in the agreement. In particular, he viewed the trade component
with caution. He argued that international trade should aim to reduce the asymmetry
between developed and developing countries by providing some guarantees for the latter
(which are not provided for in agreements such as FTAs, according to him). In this regard,
one of the most remembered speeches of Evo Morales regarding the association agreement
between the EU and the AC is the one he delivered in Lima in May 2008 on the occasion
of the 5" EU — Latin America Biregional Summit. At that time, Morales said: “FTAs are
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instruments of colonisation and domination. The FTA [between the EU and the AC] does
not sit well with Bolivia. I want to ask the presidents to submit to the people and not to the
empire. Why not submit [this decision] to a referendum in the Andean region and let the
people decide with their vote?”

This part of the speech reveals Morales’s opinion on FTAs. He contends that FTAs are
harmful to Bolivia (and to developing countries in general) because they promote foreign
domination just as colonisation did. Morales equated FTAs with colonisation processes,
understanding them as promoters of exploitation and oppression of the weakest actors.
Moreover, the analysis of this excerpt exposes the link established by Morales between
the EU and the notion of “empire”, as well as the importance of giving voice to the Andean
people instead of following the orders of the “empire”. The idea of decolonisation, as
opposed to accepting orders from the big powers, is a predominant pattern in Morales’s
discourse, as is the populist idea of the antagonism between “them” (the empire) and “us”
(the people).

In the same speech, Morales stated:

The underlying issue is that they talk about free trade of products, of services, but there is
no free movement of human beings. Why is there no treaty on the free movement of human
beings? Let us be responsible with humanity: to enter Europe, there are procedures and visas;
to enter Latin America, there is no (need for) visa. It would be important for these authorities to
begin to reflect deeply on life, on poverty.®

In this case, the migration issue is addressed by Morales to highlight the reluctance of the
EU to open its borders to Latin American migrants. When he says “they talk about free
trade of products, of services, but there is no free movement of human beings”, he refers
to the EU’s interest in liberalising trade with Latin America while rejecting migration
from this region. He stresses what he considers an injustice since Latin America is open
to European migration and there is no reciprocal behaviour from the EU. Once again, his
rhetoric endorses the logic of “them vs. us” in which “they” are unfair to “us”.

Later, speaking to the media in November 2008, Morales said: “We don’t want an
FTA [with the EU] because sardines cannot compete with sharks.”®* As Rosell explains,
Morales used this metaphor to represent the asymmetry between Bolivia and the EU, as
well as Bolivia’s role as a victim of a much bigger (and dangerous) competitor like the EU.%
Thus, a negative image of the EU was reinforced through Morales’s lexical manoeuvres in
multiple contexts and for different audiences.

The Morales Government abandoned the negotiations of the agreement between the
Andean Community and the EU at the end of 2008. However, the EU decided to continue
the process with the other Andean countries. In his speech to the Bolivian National
Congress on the occasion of his third year in office in January 2009, Morales stated:

62 This excerpt from the speech was retrieved from Ministerio de Relaciones Exteriores de Bolivia 2009.
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The EU has made a big mistake by giving up on negotiating bloc-to-bloc with the Andean
Community [...]. It is a shame that the promoters of the integration processes are not consistent
with their principles and put their commercial interests before the need for integration of our
peoples. As far as I know, Europe is the great promoter of integration and now they only try to
divide us in the Andean region.%

In this case, Morales questions the coherence of the EU by comparing its principles
(specifically, the spirit of integration) and the decision to negotiate separately with Ecuador,
Colombia and Peru instead of with the AC as a whole. He argues that the EU generates
disagreements and conflicts within the AC, whereas promotes integration in Europe. His
purpose was to portray the EU as a troublemaker that seeks to harm the union among the
Andean countries.

Finally, as repeatedly mentioned, Morales privileged a populist rhetoric that
emphasised the antagonism between the EU (identified as “them”) and Latin American
countries, particularly Bolivia, (identified as “us”). This rhetoric is used by populist leaders
to create a division between two groups (the victims and the victimisers) and present
themselves as the true representatives of the victims. In this sense, Morales identified
himself as the representative of the native peoples in Latin America in the fight against
the colonial legacies promoted by the great powers. In this line, a negative image of the
EU was reinforced through Morales’s discourse in multiple contexts and before different
audiences, preventing a closer relationship with this region and hindering the progress of
negotiations between the AC and the EU from the beginning.

The case of Ecuador: Rafael Correa’s rhetoric

After several years of political and economic instability, Rafael Correa’s rise to power in
2007 represented the beginning of a new era in Ecuadorian politics. Correa was elected
on the promise of changing the neoliberal system that had been implemented in Ecuador
since the 1990s. His political project was called “the Citizen Revolution”. He aimed to
undertake a set of socio-economic reforms that would encourage citizen participation in
decision-making processes and promote a change in the economic development model to
give greater prominence to the role of the state.5”

As in the case of Morales, high revenues from raw materials exports allowed Correa to
implement redistributive and progressive public policies. The economic boom that Ecuador
experienced since 2005, mainly due to oil exports, provided the Correa Government with the
necessary resources to run ambitious social programs. As a result, poverty and inequality
levels in Ecuador decreased exponentially.®® Moreover, unprecedented infrastructure
projects were developed throughout the country. However, the extractivist economic
model was reinforced during this period, increasing the country’s dependence on changes
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in commodity prices in the international market and perpetuating the vulnerability of the
Ecuadorian economy to external shocks.®

At the political level, Correa established a hyper-presidential system based on
his personal charisma, polarising rhetoric and technocratic support.”® In this sense,
his approach was described as “technopopulism” because it was characterised by the
appointment of technocrats to the highest offices of government.”” Moreover, since Correa
identified himself as the maximum representative of the collective political will, he
favoured the concentration of power in the Executive, which gave him the possibility of
intervening in all spheres of government.””> As the media frequently criticised this way
of governing, Correa got into constant disputes with them. He was reluctant to accept
negative judgments about his administration. In this context, the Ecuadorian Congress
passed a controversial communication law in 2013 that gave the government broad powers
to restrict media activities.”®> Because of this media censorship, Correa was accused of
limiting press freedom in Ecuador.

Like Evo Morales in Bolivia, Correa promoted the creation of a new Constitution
as a necessary step to make the changes that Ecuador needed. Therefore, a constituent
assembly was instituted in 2007 to draft the text. In December 2008, 63.9% of Ecuadorians
approved the document in a referendum.” In Correa’s words, the new Constitution
“laid the foundations for a new coexistence pact that allowed the country to get out of
neoliberalism, recover national sovereignty over strategic resources, and relaunch the
state at the forefront of social coordination”.”

In terms of foreign policy, as the new Constitution granted a greater role to the president,
Correa was deeply involved in all the decisions to be taken. At the beginning of his tenure,
Correa’s foreign policy was characterised by a strong nationalist and anti-imperialist
orientation.”® As Cordova Jaramillo pointed out, “Correa’s discourse always included,
both domestically and internationally, references to anti-imperialism, anti-colonialism
and reforms to capitalism as we know it”.”” During his government, Ecuador maintained
a distant relationship with the U.S. and rather diversified its diplomatic ties by establishing
relations with other countries.” Besides, Correa used populist rhetoric to highlight the
division between developed countries (“them”) and developing countries (“us”) criticising
how the former take advantage of the latter due to the asymmetry of power between them.

Regarding the relationship with the EU, the possibility of a trade agreement and the
treatment of Ecuadorian migrants in Europe were the most relevant issues during Correa’s
administration. In terms of trade, Ecuador, like Bolivia, was part of the negotiations
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for the association agreement between the AC and the EU. When negotiations began in
2007, Correa had some reservations about the agreement, as did Evo Morales. In fact,
the discourses of both leaders coincided in pointing out the importance of maintaining
the independence of their national economies according to their own views on how
international trade should be.”” However, it is important to note that Ecuador’s economy
was more dependent on trade with the EU since the European market was, and still is, one
of the main destinations for Ecuadorian agricultural exports.®

Concerning the treatment of Ecuadorian migrants in Europe, Correa was a staunch
critic of some policies implemented by the EU.®! For example, he strongly condemned the
so-called Return Directive, which is the European policy that established common rules
and procedures for the return of migrants residing irregularly in the EU.* In this regard,
Correa stated:

We are negotiating a trade and political cooperation agreement between the EU and the AC.
What cooperation are they talking about when migrants are treated as criminals? There are
many Africans but also Latin Americans. What cooperation are we talking about? If it were up
to me, I would even suspend those negotiations. What do we have to talk about with a union of
countries that criminalises immigrants?%

Making emphasis on the colonisation period, he added:

We are going to respond strongly, comrades. Enough of being trampled on, of being humiliated.
What would have happened if we had applied the same laws when the Europeans invaded us? If
we analyse history, their well-being depends on all the looting they did in our territories. How
long are we going to allow so much humiliation, so much indignity?54

These statements reveal Correa’s confrontational attitude towards the EU at that time.*
He conditioned the ongoing agreement negotiations on the treatment of Latin American
migrants in Europe. He drew a parallel between recent Latin American migration to
Europe and the arrival of European colonisers in the 15% century, arguing that Latin

7 BANCHON 2019.

8 Tn 2007, at the beginning of Correa’s mandate, the total trade flow between the EU and Ecuador was EUR
2,551 million. Bilateral exchange increased gradually over the years reaching a total of EUR 5,172 million in
2019 with a surplus in favour of Ecuador of EUR 550 million (according to statistics retrieved from Eurostat
s.a.).

8 TIn this regard, it is worth noting that Latin American populist leaders of the Pink Tide had a different approach
to migration compared to European populist leaders, since the former demanded more open borders and
recognition of migrants’ rights while the latter tend to favour xenophobic policies.

8 The Return Directive was adopted in December 2008. According to the European Parliament’s Research
Service, this regulation aimed to “ensure that the return of third-country nationals (non-EU nationals) without
legal grounds to stay in the EU is carried out effectively through fair and transparent procedures that fully
respect the fundamental rights and dignity of the people concerned”.

8 This excerpt from the speech was retrieved from Archivo Audiovisual 2017a.

8 Archivo Audiovisual 2017a.

8 Tt should be mentioned that Rafael Correa did not address his confrontational discourse specifically toward
Spain (which was the coloniser of the Ecuadorian territory) but toward Europe as a whole.
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America never expelled European migration when it arrived in the region. Moreover, he
appealed to memories of the colonisation era to create an antagonistic division between
“them” (Europeans as invaders) and “us” (victims of their invasion), which is a typical
characteristic of the rhetoric of populist leaders. It should be noted that the Return
Directive was criticised not only by Correa but also by other Latin American presidents
including Evo Morales.

Despite these discrepancies, negotiations for the agreement continued. However,
Correa maintained a cautious view of the EU’s intentions behind the process. For him,
the association agreement was an understatement while the real interest was to achieve
an FTA. In May 2009, during his weekly radio and television program called Enlace
Ciudadano, Correa said: “The European Union can call it whatever nice name it wants,
but the direction this is taking is to lead us towards a free trade agreement, and we are not
going to accept it.”®® He also pointed out that these trade negotiations included issues such
as intellectual property in which “they try to impose neoliberal principles of intellectual
property on us”.%” His aim was to emphasise what he perceived to be the dominant character
of the EU in negotiating with the Andean countries.

In July 2009, Ecuador withdrew from the talks due to a dispute over the conditions
for banana exports and some disagreements with EU proposals related to labour and
environmental regulations.®® Furthermore, Correa insisted that the EU was offering
nothing more than an FTA to the Andean countries. He claimed that FTAs only serve the
interests of developed countries and perpetuate inequality in the international system. In
this regard, he stated during a radio interview: “I ask: Has the U.S. signed an FTA with
Europe? Or Europe with Japan? No, it is the developed countries that sign it with the
underdeveloped countries to guarantee free access to their goods, because they know that
they are going to gain from it.”®°

However, Correa had to reconsider his approach after Colombia and Peru signed
their trade agreement with the EU. The entry into force of that agreement jeopardised
Ecuadorian economic interests since agricultural products from Colombia and Peru would
be more competitive in the EU. Therefore, Correa’s discourse underwent a transformation
from a confrontational attitude to a more pragmatic approach when dealing with the EU.
In this sense, Malamud and Garcia-Calvo point out that, in terms of international politics,
there was a learning process that led Correa to adopt pragmatic positions in order to defend
better Ecuadorian interests.” For example, in May 2011, Correa declared: “We go to
international trade intelligently, in a patriotic way. And we go, if possible, [...] to a trade
agreement and not an FTA with the European Union, beneficial for both parties, avoiding
the neocolonialism that has been imposed on other treaties.”"!

This excerpt from Correa’s speech reveals the change in his rhetoric regarding the
EU. Although he continued to argue that there is a link between neocolonialism and the

8 This declaration was retrieved from Archivo Audiovisual 2017b.
8 Archivo Audiovisual 2017b.

8 Levi CoraL 2013.

8 This declaration was retrieved from Mena Erazo 2010.

9% Maramup—Garcia-CaLvo 2009.

9 This declaration was retrieved from Estévez 2012.
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signing of FTAs, his position became more conciliatory and he showed more willingness
to reach an agreement with the EU. Yet, he insisted that he wanted to obtain a “development
agreement” with the EU rather than an FTA. In August 2012, during his weekly radio and
television program, Correa said: “Our political will is to sign a treaty with the European
Union, but we are not going to sign an FTA. We are going to sign a trade agreement that
truly benefits our country and, obviously, that also benefits Europe.”

His discourse became less confrontational and his hostile attitude diminished. In
this declaration, Correa portrayed the EU as a partner rather than an enemy that takes
advantage of the negotiations. This time he did not appeal to rhetoric about neocolonialism
or neoliberal impositions. He was more willing to recognise the role of the EU as one of the
main markets for Ecuador’s non-oil exports.”® Thus, his positions became progressively
more pragmatic in consideration of the expected disadvantages of not having a trade
agreement with the EU, especially for Ecuadorian agricultural products. The reasons for
his change of attitude were also made explicit in some of his speeches. For example, in
July 2014, he stated:

We have to be realistic because economies that export goods very similar to ours, such as
Colombia and Peru [...] have already signed those agreements. So we have to be very objective
on this. Honestly, if I didn’t have the pressure that we don’t have the tariff preferences that
Colombia and Peru have [...] I wouldn’t worry about signing a trade agreement [with the EU].
But the reality is different.%

In 2014, after several rounds of negotiation, Ecuador and the EU reached a trade
agreement that, according to Correa, is not an FTA. Two years later, in November 2016,
the Ecuadorian Government signed the Protocol of Accession to the Multiparty Trade
Agreement with the EU, of which Colombia and Peru were already part. Back then, Correa
said in an interview: “The agreement we have signed with Europe cannot be called a free
trade [agreement]. There are a series of protection restrictions for our small producers, for
our agricultural sector, for public procurement, a powerful development instrument that
we were not going to give in.”% He further stressed: “If we did not lose the [GSP+] tariff
preferences in December, I would not have negotiated a multiparty agreement with the
European Union.”9%

Certainly, the pressure of losing preferential access to the European market accelerated
the pace of negotiations and influenced Correa’s change of attitude. As Meléndez and
Moncagatta point out, the signing of the agreement with the EU constituted a sacrifice of
ideological principles for the Correa Government.”” However, Cérdova Jaramillo argues

9 This declaration was retrieved from BBC News 2012.

% El Economista 2014.

9 This excerpt from the speech was retrieved from Telesur TV 2014.
% This declaration was retrieved from Medios Publicos EP 2016.

% Medios Publicos EP 2016.

9 MELENDEZ—MONCAGATTA 2017: 421.
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that Correa’s foreign policy orientation was, in general, a mixture of ideological and
pragmatic aspects.’® In this sense, his populist rhetoric based on the antagonism between
“them” and “us” was replaced by a less confrontational approach over time.

Conclusions

Evo Morales and Rafael Correa were recognised for the profound changes that their
governments brought to Bolivia and Ecuador respectively. Both represented the beginning
of a new political era in their countries. Consequently, their rhetoric was characterised by
the refoundational sense of their political projects that aimed to mark a solid break with
the past. This sense of exceptionalism was fuelled by their populist discourse according
to which they were the only true voice of “the people” in the context of a confrontation
against “the elites”. Their governments were favoured by an economic boom that allowed
them to implement redistributive social programs that increased their popularity and
reinforced their role as representatives of “the people”.

This populist rhetoric was also extrapolated to the international level, specifically to
the relationship with the EU. However, although both leaders maintained a confrontational
position towards the EU at the beginning, they followed different approaches later. On
the one hand, Evo Morales championed the vindication of Bolivia’s native heritage,
highlighting the negative legacies of the colonisation period. His government sought to
represent the rise of indigenous power, which implied the rejection of what were perceived
as colonialist attempts to assert control over the country. In this sense, the agreement
negotiations between the AC and the EU were seen by Morales as a European effort to
impose unfavourable conditions for Bolivia’s development. Moreover, Morales’s rhetoric
underlined the asymmetry between Latin America and the EU and how it was reflected,
for example, in European policies to contain migration from the region. A negative image
of the EU based on the logic of “them vs. us” was reinforced through Morales’s discourse
in multiple contexts and before different audiences.

On the other hand, Rafael Correa’s government was characterised by a strong
nationalist and anti-colonialist orientation. At the beginning of his term, his rhetoric
revolved around the importance of maintaining the independence of the Ecuadorian
economy and diversifying the country’s diplomatic relations. This implied questioning
the role of actors such as the EU by taking a critical stance on the agreement that was
being negotiated between the AC and the EU and even temporarily withdrawing from the
talks. However, after observing the progress of the trade agreement between the EU and
other Andean countries (and in the face of the imminent cancelation of trade preferences
for Ecuador) Correa had to change his discourse to a moderate and pragmatic rhetoric.
This is explained by the fact that Ecuador had a higher dependence on exports to the
EU (especially agricultural products) compared to Bolivia. Thus, Correa moved towards
a more conciliatory position in which references to European neocolonialism gradually
decreased. His rhetoric shifted from constantly attacking the EU to focusing on the refusal

% COrRDOVA JARAMILLO 2018.
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to negotiate an FTA. The discourse on the EU evolved from portraying it as a colonising
actor to considering it only as a trading partner. In the end, Correa went ahead with the
negotiations and signed an agreement with the EU, which represented an ideological
sacrifice for him as he had rejected this option in previous years.

When analysing the speeches of these leaders, several similarities were found in their
rhetoric. Morales and Correa maintained a frontal opposition to what they perceived as
colonialist practices in their countries. They sought to vindicate the role of “the people”
in the face of “oppression and abuse” by domestic and international elites. Regarding the
relationship with the EU, migration and trade were the most important issues for both
leaders. In terms of migration, they coincided in condemning the EU’s management of
immigration from Latin America. In particular, they criticised that, in the negotiations of
the agreement between the AC and the EU, the free movement of goods and services was
promoted while the free movement of people was hindered. In terms of trade, Morales and
Correa had a negative view of the negotiation of an FTA with the EU. In their speeches,
FTAs were portrayed as instruments of colonisation from which only developed countries
benefit. Moreover, the notion of asymmetry between Latin American countries and the
EU was constantly highlighted by them to justify their position in the negotiation and the
concessions they tried to obtain.

Regarding the differences, Morales’s rhetoric placed more emphasis on the recognition
of the power of the indigenous population, as he is part of one of the most important
indigenous ethnic groups in Bolivia and identified himself as their legitimate voice.
The notion of “indigeneidad” played an important role in his rhetoric by claiming the
importance of indigenous legacies and the recognition of ethnic groups as social actors.
Meanwhile, Correa’s discourse was less related to the indigenous population since he does
not belong to any specific native ethnicity, so his leadership did not depend on that aspect.
Furthermore, Morales held a stronger ideological position based on the decolonisation
approach that openly challenged the superiority of the coloniser over the colonised
peoples. Morales’s rhetoric was more incisive in references to the colonisation period and
highlighted more vehemently its negative legacies in Latin America. In contrast, Correa
adopted a more moderate view that also condemned colonisation and questioned the role of
the EU in Latin America but was more willing to adapt his rhetoric to the circumstances.

Finally, it is clear that the use of certain rhetoric influences the image that is constructed
about a certain actor. In this case, at the beginning of the Morales and Correa Governments,
an image of the EU as a promoter of colonialism was reinforced, limiting the possibility
of negotiating an agreement with that region. The populist logic of “them vs. us” was
promoted and replicated in different spheres and levels. Their discourses portrayed the EU
as “an empire”, “a dangerous competitor” and, in general, as an “elite” that perpetuates
injustices against “us” (“the people”). Thus, the domestic antagonism between “the elite”
and “the people” was extrapolated to the relationship with the EU. However, rhetoric can
change at convenience according to the circumstances, as was in the case with Correa.

As for further research, it is recommended to explore the populist rhetoric of other
Latin American leaders regarding the EU in order to compare them with the cases of
Bolivia and Ecuador, and identify whether there is any common pattern across the region.
Another research direction is to conduct an analysis of the Latin American populist
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rhetoric on the role of the U.S. in the region and compare it with the role of the EU to point
out the similarities and differences between them. Studies in this direction are especially
important in the context of the rise of non-Western powers, since the image that has been
portrayed of the EU and the U.S. in Latin America may determine future alliances with
these actors in future reconfigurations of the international system.
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The 7 October Hamas Attack

A Preliminary Assessment of the Israeli
Intelligence, Military and Policy Failures

Péter SELJAN’

On 7 October 2023, Palestinian militants led by Hamas launched a complex
coordinated attack on Israel from the Gaza Strip, triggering an Israeli ground
invasion combined with an aerial bombing campaign. The Hamas fighters killed
around 1,200 people and took more than 250 hostages, while the death toll from
Israeli military operations in the Gaza Strip exceeded 31,600 in mid-March
2024. The Hamas attack not only shocked the whole world but also caught most
people by surprise. Probably only a few could have imagined that the Palestinian
organisation that controls the Gaza Strip could carry out such an attack on
Israel. Following 7 October, several questions arose. Why Israeli intelligence
could not predict the attack, and why did security and defence forces not react
in time? The Israeli Government promised a full investigation once the Gaza
ground offensive launched in response to the attack was over. But even without
knowing more details of the events, we might still be able to provide a preliminary
assessment of the surrounding Israeli intelligence failures based on the reports
and accounts made public in the international media. Three months after the
attack, the publicly available information showed that the Israel Defense Forces
were unprepared and there was no battle plan in place in case Hamas militants
broke out of the Gaza Strip with large forces. Clarifying what happened will
be crucial not only to learn from the mistakes, but also because other actors or
adversaries can learn from Hamas and copy its tactics.

Keywords: Israel, Hamas, Palestine, Gaza, terrorism

Introduction

It probably goes without saying that the historical background of the Israeli—Palestinian
conflict is not easy to summarise in a simple but adequate and still, somewhat
comprehensive way, with all the various surrounding issues. Some call this conflict the
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“maze of conflicts”, not without any reason. Answering the tough questions, like why
the Holy Land became a focal point throughout history and whether there can be lasting
peace in the region, is a more complex endeavour than one might think.? It is beyond debate
that the Israeli—Palestinian conflict is one of the longest-running in the Middle East, with
deep historical roots, which divides both the great powers and the world’s public opinion.
The essence of the dispute is that Israeli Jews and Palestinian Arabs claim the same
historical land® based on the ideology of political Zionism and Palestinian nationalism,
not to mention the religious beliefs of the two sides. Although the area in question is only
around 24,000 square meters, approximately 15 million residents share this land, having
very serious grievances and disagreements. The answer to the question of why the Israelis
and the Palestinians are fighting over such a small area of land is far from simple, and
it is well beyond the scope of this paper. But after the deadliest Hamas attack and after
Israel’s military response using overwhelming force exacting a heavy death toll on the
Palestinians, I am afraid the solution has never been farther than it is today in 2024.

7 October, and the Israel-Hamas war that followed was not the first time that
a confrontation between the two sides took a heavy human toll, caused severe economic
damage, and increased mutual enmity and mistrust to levels hindering dialogue, not only
about resolving the conflict but even on its management.* As neither side expects the
conflict to last long or escalate ferociously, it tends to become intractable, dominated by
uncontrolled violence. The failure of both sides and the international community to resolve
it quickly, or even to moderate its intensity, results in a protracted confrontation.’

In the following pages, I will first briefly summarise the events of 7 October, and
then I will explain what mistakes or “failures”, based on the information that has been
made public so far, may have played a role in the fact that Israel was unable to prevent the
attack or react quickly to it. I will show how an overreliance on technology, misjudgment
of threats, a false sense of security and unpreparedness, combined with flawed policies,
have increased Israel’s vulnerability in recent years. After this, I will also touch on Israel’s
defence strategy so that 7 October and the subsequent events can be more easily put into
context. In the end, the paper concludes with conclusions.

Hamas, and the events of 7 October

Hamas (its official name, the Islamic Resistance Movement) is a Palestinian Sunni
Islamist political and military organisation governing the Gaza Strip. It was established
in 1987, after the outbreak of the First Intifada, by members of the Muslim Brotherhood

2 For a rigorous overview of the Arab-Israeli and the Palestinian—Israeli conflicts see MiLTON-EDWARDS—
HincHevirre 2008: 8-35. For more information on the historical background see Pappt 2007; Buser 2005.

3 The territory of the former British Mandate for Palestine, which consisted of Palestine and Transjordan.

4 Conlflicts that defy resolution for one reason or another can only be managed, as management remains the default
option, which is usually also perceived as an incipient stage toward resolution (BAr-Siman-Tov 2007: 3).

®  Bar-Smvan-Tov 2007: 1.
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and religious factions of the Palestine Liberation Organization (PLO).® In 2006, Hamas
surprisingly won the Palestinian legislative election and took control of the Gaza Strip
in the following year from the secular rival Fatah. After the Hamas takeover of the Gaza
Strip, Israel declared Gaza under Hamas a hostile entity, introduced a series of sanctions,
and implemented a strict blockade with Egyptian assistance. Since then, multiple wars
have taken place between Hamas fighters and Israel, including in 2008-2009, 2012,
2014 and 2021. The organisation has carried out attacks against Israeli civilians,
including suicide bombings and indiscriminate rocket attacks. The United States and
the European Union, among others, designated Hamas as a terrorist organisation, while
in contrast, Turkish President Recep Tayyip Erdogan recently described the Hamas
militants as “resistance fighters” trying to protect their lands and people while calling
Israel a “terrorist state.

On 7 October 2023, during the Jewish holiday of Simchat Torah, the Palestinian
militants launched an attack on Israel, combining gunmen breaching security barriers and
a massive barrage of rockets fired from the Gaza Strip. The surprise attack came 50 years
and a day after Egyptian and Syrian forces launched an assault against the State of Israel
during the Jewish holiday of Yom Kippur in an effort to reclaim territory taken by Israel
in 1967. According to Ely Karmon, the strategic goals of Hamas in its attack on Israel
were the disruption of the normalisation process between Saudi Arabia and Israel and the
weakening of the Fatah-led Palestinian Authority in the West Bank.?

According to Reuters, at about 6:30 a.m. local time, Hamas fired thousands of rockets
into southern Israel hitting several cities including Tel Aviv, Rehovot, Gedera and
Ashkelon.’” Mohammed Deif, the head of the Qassam Brigades, the military wing of
Hamas, announced the start of “Operation Al-Agsa Flood”. By 7:40 a.m., it was clear
that the barrage of rockets served as cover for an unprecedented multipronged infiltration
of Hamas fighters into Israel while it also managed to overwhelm the Israeli Iron Dome

6 The historical background of Hamas can be traced back to 1967. According to the Palestinian movement’s
narrative, the organisation evolved through four main stages, the first of which was the construction of the
main elements of the Muslim Brotherhood in the Gaza Strip between 1967 and 1976. The leading figure
behind the Muslim Brotherhood’s rise was Sheikh Ahmad Yasin, who founded the Islamic Center in Gaza in
1973, which served as the centre for the administration of religious and educational Islamic institutions in the
Gaza Strip (MisHAL—SELA 2000: 18-19).

7 For a historical context on Israel’s war against Hamas see SHrAmv 2009: 307-317. Avi Shlaim argues that
the Israeli occupation of the West Bank and the Gaza Strip in the aftermath of the 1967 war was rather about
territorial expansionism than security, and Gaza is a “classic case of colonial exploitation in the post-colonial
era”. According to Shlaim, the Palestinian people are a “normal people with normal aspirations”, and their
aspiration is to have a piece of land to call their own on which they can live in freedom and dignity. Although,
as Shlaim notes, Hamas is not an innocent party in this conflict either.

8 Encyclopaedia Britannica 2023; The Times of Israel 2023b. For more on Hamas, see MiSHAL—SELA
2000. Considering the complexity of defining terrorism and the lack of a widely accepted general definition, in
this paper, I will refrain from using this term, as questions like, what is terrorism and who is a terrorist would
require a detailed answer and more clarification which cannot be covered here as part of this paper. According
to Richard English, terrorism represents a “subspecies of warfare”, involving heterogeneous violence used or
threatened with a political aim, a variety of acts, targets and factors, possessing a psychological dimension
producing terror or fear. For more on these questions see ENcLisH 2009: 1-26. For more on Hamas and
Palestinian terrorism see ENGLIsH 2016: 148-185.

9 Karmon 2023.

10 WiLLiams 2023.
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missile defence system. As come to light, Palestinian fighters had crossed into Israel
through breaches in security barriers separating the Gaza Strip and Israel. As reports kept
coming in, videos and photos of the unfolding events started to appear online on social
media platforms and news sites. One video showed at least six motorcycles with fighters
crossing through a hole in a metal barrier." Another one uploaded to social media showed
a bulldozer tearing down a section of the security fence.'> While most of the gunmen
entered Israel through breaches of the security barrier, a video was circulating on the
Internet showing one Hamas fighter using a paraglider, and even a motorboat carrying
gunmen was seen heading to Zikim, an Israeli coastal town with a military base."

Around 9:45 a.m., the Israeli Air Force started carrying out attacks in the Gaza Strip. The
Israel Defense Forces (IDF) said at 10:00 a.m. that Palestinian fighters penetrated at least
three military installations around the border — the Beit Hanoon border crossing (called
Erez by Israel), the Zikim base and the Gaza division headquarters at Reim. According
to news reports, Hamas gunmen raided the Israeli towns of Sderot, Be’eri and Ofakim,
30 km east of the Gaza Strip. Although residents of southern Israel fortified their homes to
function as bomb shelters, now they were using them as panic rooms as Israel’s military
ordered residents to shelter inside. But by late evening, Israeli troops were still working to
clear communities overrun by Hamas militants." The preliminary assessments said some
700 were killed in the attack while the number of wounded was above 2,000. The Israeli
Ministry of Foreign Affairs accused Hamas of going house-to-house and killing civilians,
while the Israeli media reported gunmen seized at least 150 hostages. Palestinian Islamic
Jihad said it was holding soldiers. Israeli air attacks continued during the night, as did
rocket fire into southern Israel. The fact that the IDF was still fighting hundreds of Hamas
infiltrators overnight in 22 locations near the Gaza Strip was a clear sign of the breadth
of the surprise attack and indicated the scale of the escalation of the conflict in Israel and
Gaza.”

Many Israelis had no idea that Hamas gunmen infiltrated Israel because they had turned
their phones off for the Jewish Sabbath. When they found out that Palestinian militants,
armed with rifles and rocket launchers, had infiltrated their neighbourhood, they did not
understand what was happening.'® Details of the events of 7 October started to emerge
only on the following day as survivors recounted the most complex and brazen attack
on their nation since the 1973 Arab—Israeli war."” As it turned out, on 7 October, some
3,000 Hamas fighters crossed the border from Gaza into Israel, killing about 1,200 people
(including 360 at a music festival called Nova), engaging in widespread violence, including
sexual assault,'® and taking some 240 hostages.

1t The Washington Post 2023.

12 The Times of Israel 2023a.

13 Al Jazeera 2023a; WiLLiaMs 2023.
4 Al Jazeera 2023a; WiLLiaMs 2023.
5 Durra et al. 2023.

16 KINGSLEY et al. 2023.

7" BymaN et al. 2023.

8 GETTLEMAN et al. 2023.
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Overreliance on technology is a vulnerability

The surprise attack by Hamas proved to be a stunning intelligence failure by Israel that
involved undetected warnings, overwhelmed missile defences, and a slow response by
apparently unprepared security and defence forces. It appears that Hamas pulled off a total
tactical surprise, as evidenced by the approximately 1,200 Israeli deaths. The Palestinian
militant group broke through walls with the help of bulldozers, sending thousands of
fighters through, killing soldiers and civilians in long-lasting shooting sprees. Reading
the initial reports, it was difficult to believe that none of Israel’s intelligence services had
specific warnings that Hamas was planning a sophisticated attack involving coordinated
land, air and sea strikes. The attack surprised even many Western intelligence agencies,
although they do not track Hamas activities as closely as Israel or Egypt do. Experts were
taken aback by the attack’s success as well because, over the years, Israel has established
a network of sensors, electronic intercepts and human informants throughout the Gaza
Strip. Furthermore, the Jewish State and its neighbours have previously made significant
efforts to locate and disrupt Hamas networks, frequently stopping the shipment of missile
parts. After 7 October, a series of questions about Israel’s intelligence and defence failures
started to become more and more pressing. Why was Israel’s Iron Dome missile defence
system, which is now more than ten years old, apparently overwhelmed by a barrage of
inexpensive missiles? How did Hamas amass such a large arsenal of rockets without Israeli
intelligence noticing the growing stockpile? Was Israel focusing too much on Hezbollah
and the West Bank rather than on Gaza with its military and intelligence resources? And
why were so many Israeli forces on leave or far away from the border, allowing Hamas to
capture Israeli military bases near the Gaza Strip?'®

The Iron Dome system got overwhelmed because Hamas was able to fire more rockets
into Israel than the system’s interceptors could handle, and in effect, it became oversaturated
with targets. It was designed to protect densely populated areas, so it will not launch any
interceptors if it determines that an incoming missile or rocket will land in an unpopulated
area. Also, it has only a limited number of Tamir interceptors, and reloading the system
takes time. Judging from the way Hamas used the rocket barrage as a cover for the ground
assault, the Palestinian group has probably studied the system’s vulnerabilities over the
years. In addition, it is possible that Hamas used even a new type of missile on 7 October,
which was perhaps harder to intercept. According to Janes, a defence and open-source
intelligence firm, Hamas used a mix of missile systems during the attack, and we also
know that the Palestinian group employed small drones that dropped munitions on Israeli
military positions. Overall, Hamas fired a wide variety of rockets and missiles, combining
the new ones with the older models. Many of these rockets and missiles were Soviet and
Iranian-designed weapons (Grad, Fajr-3 and Fajr-5 rockets) smuggled into the Gaza Strip

9 BARNES et al. 2023a.
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as components and then assembled covertly, while a large part of Hamas’s rocket arsenal
(Qassam-type rockets) was domestically manufactured.?

Since Hamas took control of the coastal strip in 2007, Gaza has been under an Israeli
blockade supported by Egypt. The blockade restricts the import of goods that could be
used to manufacture weapons while also preventing most people from leaving the territory.
Tensions between Israelis and Palestinians have been rising for months before the attack,
as have warnings of an impending war.?! But recently, the focus has been on the West
Bank, where recurring Israeli military operations have resulted in frequent gun battles
with Palestinians, although tit-for-tat battles have also occurred in the Gaza Strip between
Israel and Palestinian militants. In addition, Israeli intelligence agencies believed that Iran
and Hezbollah posed the most serious threat to Israel, and this belief diverted attention and
resources away from the fight against Hamas.

The IDF was convinced that the security fence along the border — a long, underground,
and above-ground wall made of reinforced concrete that was finished in 2021 — would
successfully keep Hamas militants out of the border communities. Additionally,
a surveillance system consisting primarily of remote-operated machine guns, cameras
and sensors was also in place at the border. Senior Israeli military officials thought that the
wall would make it nearly impossible for Hamas militants to enter Israel, thereby reducing
the number of soldiers that needed to be stationed nearby. However, the shortcomings of
that technology were made clear by Hamas’s attack.?> The Palestinian militants exploited
vulnerabilities created by Israel’s reliance on technology at the Gaza border neutralising
long-range cameras, sophisticated sensors and remote-controlled weapons to breach the
high-tech fence.”® As Emily Harding points out, while Israel’s technological advancement
has resulted in some impressive intelligence wins in the past, this overreliance on
technology most likely contributed to the intelligence failure in October 2023.>* This
time, the Hamas fighters were better prepared than the Israel Defense Forces. They had
a sophisticated plan and must have been training for months, if not years, for its execution.

Incorrect threat assessment and a false sense of security

Israel has used extensive human networks in Gaza and intercepts of electronic
communications to pick up any signs of a potential attack.?® Reportedly, members of Israel’s

2 Janes 2023; HamBLING 2023; Ben-Davip 2021. According to Israeli military and intelligence officials,
unexploded ordnance was a main source of explosives for Hamas. In addition, thousands of bullets and
hundreds of guns and grenades had been stolen from poorly guarded military bases (ABI-HABIB—FRENKEL
2023).

2 According to news reports, the CIA issued a pair of classified intelligence reports in the days leading up to the
Hamas attack on Israel, warning of a potential escalation in violence (Barnes et al. 2023b).

22 BERGMAN et al. 2023; BERGMAN—KINGSLEY 2023.

3 SwaINE et al. 2023.

2 Davrs et al. 2023.

% Human intelligence (HUMINT) is intelligence gathered by means of human sources. Signals intelligence
(SIGINT) is intelligence gathered by interception of signals, communication (COMINT) or electronic signals
(ELINT).
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domestic security service, Shin Bet,? monitoring Hamas activity in the Gaza Strip on the
eve of 7 October, assumed at first that the Palestinian organisation was only conducting
an exercise. They must have believed that Hamas had no interest in carrying out terrorist
attacks against Israel anymore.?” Moreover, Unit 8200, Israel’s signals intelligence agency,
even suspended eavesdropping on Hamas communications in 2022 because they deemed
it unnecessary.”® Nevertheless, the head of Shin Bet, Ronen Bar, thought that Hamas might
attempt a small-scale attack. He ordered a group of elite counterterrorist forces to deploy
to Israel’s southern border, who soon found themselves in the middle of a battle with
thousands of Hamas gunmen.?

One possible explanation for 7 October is that Israeli intelligence was caught completely
off-guard by the attack. This scenario would suggest that Hamas fighters avoided discussing
the plans over mobile phones or other means of communication that could have been
intercepted by Israeli intelligence agencies. For this to work, everyone aware of the attack
plans had to have used face-to-face planning exclusively, and the number of participants
had to stay small for Hamas to be able to elude detection. However, if hundreds of people
were aware of the plans, Hamas essentially proved that its attempts to disrupt Israel’s
informant network were successful and managed to deceive its adversary. On the other
hand, as others have noted, despite Hamas’s designation as a terrorist organisation, the
Israeli Government previously decided to ease some of its stringent regulations to improve
the lives of Palestinians living in the Gaza Strip and issued more than 15,000 work permits
to Gazans who were allowed to work in Israel.** Hamas might have used this opportunity
to gather its own intelligence, to recruit informants, and to facilitate its operations while
preparing for the 7 October attack.?!

% The Israel Security Agency (ISA) or Shin Bet, is Israel’s internal security service. It has a crucial role in
providing intelligence for counterterrorist operations in the West Bank and the Gaza Strip.

¥ Regarding the characteristics of the operational environment, according to the IDF’s military strategy, there
was a “decline in threats from regular national armies and a rise in threats from irregular or semiregular
substate organizations supported by Iran”. The document also notes that there was a “decline in the threat of
maneuvers into Israel’s territory with limited threat of infiltration to carry out hostile terrorist activity or for
propaganda purposes” (Belfer Center Special Report 2016: 8).

% Unit 8200 was not even operational near the border on the morning of 7 October due to a two-year-old
decision to reduce personnel and halt operations overnight and on weekends. This move left the IDF without
a key-asset for wiretapping and code decryption. According to media reports, the decision was made after the
IDF’s Intelligence Corps concluded that intelligence gathering methods utilised by 8200 would not help detect
a threat from Gaza in real time. As a result, the intelligence unit could not provide a clearer picture of what was
happening during the first hours of the attack (The Times of Israel 2023c).

#  BERGMAN et al. 2023.

3 Palestinians working in Israel earned ten times as much as they would have earned in the Gaza Strip. These
permits allowed Palestinians to cross into Israel from Gaza and work mostly menial jobs that paid far higher
wages than those available inside the strip. More than 100,000 Palestinians from the West Bank have similar
permits that allow them to enter Israel for work. The Israeli Government believed that the permits — while
considered as goodwill measures — gave a form of leverage over Hamas, which was genuinely interested
in preserving economic understandings with the Jewish State that have provided economic opportunities to
Palestinians (AkRAM—MCNEIL 2022).

3 Critics say the work permits were rather a vulnerability then leverage, as they allowed Hamas to gain detailed
intelligence on Israeli positions and targets (GREENFIELD 2023).
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It appears that Israeli officials underestimated the threat that Hamas posed for years,
as Israeli Military Intelligence® assessments since May 2021 have indicated that Hamas
had no intention of attacking Israel and possibly provoking a catastrophic counterattack.
Instead, Israeli intelligence determined that Hamas was trying to provoke violence in
the West Bank, which is under the control of the Palestinian Authority, its rival.*® Thus,
according to Tricia Bacon, Israel’s primary intelligence failure was not recognising the
shift in Hamas’s intentions in addition to its capabilities,>* despite the fact that both are
vital to evaluate the threat posed by any militant organisation. 7 October proved that the
Israeli calculus failed as a highly capable group managed to conceal a change of intent.?

According to Jessica Davis, it is also astonishing that Hamas could plan and finance
the preparations for the attacks of 7 October, likely over the course of at least two years,
without being detected by Israeli or U.S. intelligence. As she notes, after 11 September
2001, the international community has made financial intelligence and counterterrorist
financing a key pillar of counterterrorism. The Hamas attack was complex and expensive,
and it is still too early to tell what it might have cost, but according to Davis’s estimates,
7 October cost probably way more than one million USD. The fact that Israeli intelligence,
and especially the Five Eyes intelligence-sharing network, missed millions of dollars’
worth of procurement, planning and preparation activities by Hamas is troubling.*® This
also shows that the Palestinian organisation had not been a counterterrorist focus for many
years, and not just for Israel. At the same time, as Beth Sanner, a former Deputy Director of
National Intelligence for Mission Integration, points out, there is no such thing as perfect
intelligence collection, and Israeli intelligence services are among those who are good at
learning from their mistakes.*”

Unprepared, disorganised and without a plan

Reportedly, Israeli officials obtained Hamas’s 40-page battle plan for the 7 October attack
more than a year before it happened, but military and intelligence officials dismissed
the plan as merely aspirational, considering it too difficult for Hamas to carry out. The
document, code-named “Jericho Wall” by the Israeli authorities, outlined the invasion
point by point, describing a methodical assault designed to overwhelm the fortifications
around the Gaza Strip, storm military bases and take over cities. The plan also included

3 The Israeli Military Intelligence, or Aman, is the central military intelligence body of the Israel Defense
Forces, and as such, it is the largest component of the Israeli intelligence community, next to Shin Bet and
Mossad.

3 Ar-MucHrasr 2023.

3 To provide military commanders with an understanding of an enemy’s style or way of war, intelligence
analysts are taught to use Military Capabilities Analysis, to assess how conventional military forces intend to
fight. But this approach is of little help in uncovering how non-state/substate actors or militant organisations
fight. Understanding unconventional is more challenging, and as such, requires a different approach (Scrurrz—
Dew 2006: 17-37).

% Davrs et al. 2023.

% Davis et al. 2023.

% BARNEs et al. 2023a.
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details about the location and size of IDF forces, communication hubs and other sensitive
information, raising questions about how Hamas gathered its intelligence and whether
there were leaks inside the Israeli security establishment.3®

Three months prior to the attacks, an analyst from Unit 8200 warned that Hamas had
carried out an intense, daylong exercise that resembled the details in the previously acquired
plan. However, the senior officers dismissed the worries about a possible Hamas attack.
According to other reports, surveillance soldiers belonging to the Combat Intelligence
Corps and serving on a base in Nahal Oz reported signs that something unusual was
underway at the Gaza border. The activity reported included information on Hamas
operatives conducting training sessions multiple times a day, digging holes and placing
explosives along the border. According to the accounts of the soldiers, no action was taken
by those who received the reports.*® It seems that the top commanders of the IDF were
aware of Hamas’s preparations but failed to act. Despite the series of consultations that
took place in the hours leading to the attack, the senior officers concluded that no definitive
explanation could be reached regarding questions of the unusual Hamas activity, so they
sought additional intelligence from Unit 8200.4°

Although we cannot rely solely on analysis published in the mainstream Western
media, and we must always read news reports with some healthy skepticism, it is worth
reading the various reports from different sources while looking for answers. A New
York Times investigation published on 30 December 2023 found that on 7 October, the
Israeli security and defence forces were disorganised, the troops were out of position,
and there was no plan in place for a massive Hamas attack that would have involved
thousands or even hundreds of fighters breaching the security barrier into Israel attacking
towns and military bases.*’ According to their sources, when a commander from the
division overseeing military operations along the Gaza border called the IDF General
Headquarters (GHQ) in Tel Aviv, requesting all available reinforcements because their
base was under attack, still nobody could accurately describe the scope of the attack yet.*?
The first orders for deployment came from Tel Aviv more than an hour after the rocket
barrage from Hamas began (7:43 a.m.), at which point all available units were ordered to
move south. It took hours for the military leadership to recognise that there was a Hamas
invasion underway.** The slow response of the Israel Defense Forces on 7 October gave
Hamas militants many hours to infiltrate more than 20 towns outside of the Gaza Strip,
where they killed around 1,200 people and took an estimated 250 hostages.**

% BErRGMAN-GOLDMAN 2023.

3 SiLkorr 2023.

40 The Times of Israel 2023d.

4 GoLbmaN et al. 2023.

42 The Israel Defense Forces has four regional commands, the Northern Command, the Central Command, the
Southern Command and the Home Front Command. The division responsible for military operations on the
border with the Gaza Strip is known as the Gaza Division, also called the 143 Division or Fire Fox Territorial
Division, and it is subordinated to the Southern Command. See the description of the regional commands on
the IDF’s official website at www.idf.il/en/mini-sites/regional-commands.

4 GoLbmaN et al. 2023.

4 LEeATHERBY et al. 2023.
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The civilian guard of Kitat Konnenut is supposed to serve as the first line of defence
in the towns and villages close to the border. However, they were poorly equipped, had
varying training levels, and were disorganised.*> Furthermore, the training of Israeli
military reservists presumed that Israeli intelligence would be able to provide warning
of a looming invasion, allowing reservists to prepare for deployment within 24 hours.
Meaning reservists were not ready to mobilise and deploy quickly enough. They were
unprepared for a Hamas invasion. This was well known to the Palestinian militants who
took advantage of these mistakes.*® To hinder Israeli mobilisation and to deny access
to areas under attack, they blocked key highway intersections and main roads. Hamas
managed to paralyse the Israeli military response for long hours by attacking the Reim
military base in southern Israel, the regional command post, and headquarters for the
Gaza Division.¥

Commando units were among the first to mobilise after they learned about the
infiltrations. While some units were on standby and received activation orders, others
charged into the battle after reading the news on social media or receiving private
messages. But these were mostly just small teams armed with assault rifles and handguns;
they were ill-prepared for a massive clash with enemy forces. According to reports, the
Palestinian militants broke through Israel’s border fence in over 30 locations prepared
to fight for days. They carried heavy machine guns, rocket-propelled grenade launchers,
mines and more. They swiftly advanced deep into southern Israel, while the IDF misread
the situation and — even during the attack — believed that Hamas would only be able to
breach the security fence in just a few places. At 9 a.m., realising the dire situation, while
the Shin Bet does not normally activate with the defence forces, even the head of the
domestic security agency ordered all combat-trained, weapons-carrying employees to go
south. There were only three infantry battalions and one tank battalion along the border
with the Gaza Strip, and since 7 October was a Jewish holiday, approximately half of the
1,500 soldiers stationed in the area were on leave. In addition, as the former head of the
Southern Command, General Yom Tov Samia highlighted, the three commanders of the
brigades and division were housed together close to the Gaza border, which was clearly
a mistake from an operational perspective, offering a high-value target for the attackers.*®

The Hamas fighters had undergone extensive training for the attack, which had been
planned for at least a year. The militants were most probably organised into different
units according to their specific objectives, minimising the number of people with
comprehensive knowledge of the plan. In terms of intelligence gathering and choosing
their targets, Hamas had detailed information on Israel’s military bases and the layout of
kibbutzim. Videos of the attack, interviews with security officials, and documents found
on the Hamas militants, according to media reports, reveal that the Palestinian group had

4 This does not mean that the civilian guards were overrun everywhere. In Mefalsim and Sa’ad, the volunteer
guards engaged in firefights with the attackers and managed to protect their communities (ToLAN et al. 2023).

% GoLpMAN et al. 2023.

47 FrantzMAN 2023; GoLDMAN et al. 2023.

4% GoLpMAN et al. 2023.
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a thorough understanding of how the Israeli military operated, where it stationed specific
units, and even how long it would take for reinforcements to arrive.*

In contrast, Israeli soldiers had to rely on social media posts and messenger apps for
communication and targeting information during the chaos of the first hours of the attack.
As both General Samia and former Gaza Division deputy commander Amir Avivi said,
the Israel Defense Forces did not have a plan in place to respond to a large-scale surprise
Hamas attack on Israeli so0il.>* Meanwhile, due to the country’s lack of strategic depth,
Israel’s national security doctrine follows an offensive military concept according to
which the IDF must always anticipate attacks and fight its battles in enemy territory.

Deterrence and the use of disproportionate force

Israel’s military strategy states that “Israel is a peace-seeking nation that aspires to avoid
confrontations”, but “if a confrontation is forced on Israel, it will concentrate its capabilities
and will win”.52 According to some Israeli experts, the Hamas attack “proved beyond
doubt the Israeli argument that it is fighting a war of self-defense against a murderous
terrorist organization”, thus “Israel is fully justified to act in such a way that ensures that
Hamas cannot continue attacking the country or threaten its security”. At the same time,
they note that Israel is obligated to act by the rules of war. However, this time, those “rules
give Israel much greater room for maneuver because of the immense threat that Hamas
poses to its security”.>
There are four general principles for deploying the IDF’s force:>*

1. Prevent confrontation and deter the enemy: harm the enemy’s capability, expand
and deepen regional and international cooperation against the enemies.

2. Early warning and intelligence: maintain intelligence superiority that will provide
sufficient early warning on the enemy’s capabilities and intentions.

3. Defence and protection: defence in land, sea, air and cyber; defence of Israel’s
citizens and inhabitants, infrastructure, and its physical integrity securing its sove-
reignty; preventing the enemy from making any territorial gain at the conclusion of
a confrontation and reduce its achievements in all other dimensions.

4. Victory and defeat.

4 KINGSLEY—BERGMAN 2023.

% GoLbmaN et al. 2023.

5 Belfer Center Special Report 2016: 4.

%2 Belfer Center Special Report 2016: 7.

% BarRucH—CANER 2023: 3—4; The Israeli strategy also highlights that the “enemy is deployed and integrated
in inhabited civilian areas in order to make it more difficult for the IDF to fight it, to increase the attacks on
noncombatants, and to hinder the IDF’s freedom of action”. The IDF cannot allow its enemies to limit its
freedom of action, which means that while it is making efforts to minimise the number of civilian casualties,
depending on the operational environment, it is ready and willing to accept the risk of causing collateral
damage (Belfer Center Special Report 2016: 8).

% Belfer Center Special Report 2016: 11-12.
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Regarding victory and defeat, the document states that the “IDF must use military
superiority to achieve the objectives of the operation as defined by the political echelon
in order to improve Israel’s strategic situation”. And, in case the use of force become
necessary, one of the key political and strategic goals is to “radically change the situation
until there is a shift in the strategic balance which finds expression in neutralizing players
or in a significant change in their capabilities or status”. In addition, the strategy mentions
that in a war situation, the use of force is “characterized by a significant mobilization of
military and state resources for action together with readiness to take high risks and using
force at continuous high level in order to achieve victory”.>

As per the Israeli military strategy, in emergency and war situations, at the strategic
level, the aim of a campaign or military operation is to achieve victory “by creating
a situation in which a cease-fire or political arrangement can be forced on the enemy from
a position of strength, based on its military defeat or on its inability or lack of desire to
continue fighting”, as “a victory based on defeat makes an important contribution towards
creating or restoring deterrence”. That is why Israeli officials stated several times that the
war against Hamas would last months and ruled out chances of a cease-fire despite global
calls for one, as concerns grew that the conflict could escalate further while the Palestinian
death toll kept rising.>®

The IDF’s strategy also includes the description of defensive efforts, where defence is
to prevent the enemy from attaining territorial gains in the border areas, which refers to
defence against raids, attacks and complex terrorist attacks (including from the air and
sea). As the strategy points out, this capability is based on the flexibility in using IDF
forces in the border areas, on reducing civilian weak spots (and evacuating civilians) in
the border area, and on collecting intelligence and early warning systems.”” This part
of the strategy shows that Israel began carefully choosing its priorities and relying on
flexibility over maintaining forces for every possible need and scenario.

Another relevant element of Israel’s strategy that must be mentioned here is deterrence.
According to the document, “deterrence is created in perception but based also on physical
and concrete elements that constitute part of the enemy’s considerations”, and “it must be
specific and adapted to each enemy”. It is worth highlighting that the first and probably
the most critical component of deterrence in Israeli strategic thinking is “a credible threat
of severe offensive operations that will exact a heavy toll” if Israel gets attacked.”® All of
this may explain why the Israel Defense Forces would use such an amount of force that
can be considered disproportionate® or — according to some experts and human rights
organisations — even a war crime.®® The IDF’s top priority is to achieve complete victory

5 Belfer Center Special Report 2016: 12-14.

% AL-MuUGHRABI et al. 2023.

57 Belfer Center Special Report 2016: 21-22.

Belfer Center Special Report 2016: 24-25. Deterrence and the use of disproportionate force in its military
response in case of war was established in the so-called “Dahiya Doctrine”, which dictates the use of
overwhelming force and the targeting of government and civilian infrastructure during military operations
(Karz 2010).

% RoGers 2023; Sisoni 2008.

Amnesty International 2023.
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and to restore deterrence through a credible threat. Considering the scale of the Hamas
attack and the atrocities of 7 October, the IDF had to respond with overwhelming force.
At the same time, it must be mentioned that before 7 October, the Israeli strategic thinking
was that as long as the IDF was able to establish deterrence, it would not be necessary to
destroy the capabilities of Hamas and Hezbollah.®® Behind this rationale was that when
these organisations are aware that they are responsible for the economy, services and the
lives of their people, they will not dare to use violence and engage in terrorist activities
against Israel. Which also means that in case Israel temporarily loses its ability to maintain
its deterrence, the IDF must restore it.

Conclusions

There is still much to learn about what Israeli intelligence knew and what warning signs
were ignored or missed. There was an intelligence failure indeed, but probably it is too
early to determine how serious it was. And it was more of a combination of intelligence
and policy failures than a mistake solely by the intelligence agencies.®> The IDF bears
almost exclusive responsibility for national intelligence assessment and strategic planning.
The basic professional interest of the military echelon requires identifying military risk
elements in political and military policies, analysing them, and preparing an appropriate
response. Furthermore, the military echelon tends to think in terms that increase the
state’s security threats (worst case scenarios), because the army, by definition and essence,
must be prepared for the worst.®* The military rarely receives a clear mission, and in the
absence of a clear political-security directive, it has to interpret the political leadership’s
intentions for itself to translate them into military actions to further the intentions of the
political level .5

Since intelligence agencies are supposed to be apolitical and there is no such thing as
perfect intelligence, as Daniel Byman points out, they make convenient scapegoats. But
their failures should not excuse the policy decisions that shaped intelligence priorities and
capabilities and the very nature of the threat. Since policymakers set a state’s priorities and
allocate funds to intelligence agencies, there is a close relationship between intelligence
and policy. And intelligence services frequently struggle to persuade decision-makers that
a threat exists.®® According to Richard Betts, many supposed intelligence failures stem
from policymaker disbelief. As he notes, psychological characteristics of leaders are more
likely to cause significant shortcomings in attack warning, operational evaluation, and
intelligence for strategic planning than the inability of analysts to identify relevant data.

6 See quotes from Moshe Ya’alon, former Israeli Minister of Defense (2013-2016), and Amos Yadlin (2006—
2010), the former chief of Military Intelligence on deterring Hamas and Hezbollah (Belfer Center Special
Report 2016: 1, 24).

62 BERGMAN et al. 2023; BArNEs et al. 2023a.

6 Kosr 2007: 102.

6 Kosr 2007: 105-106.

% Davis et al. 2023.
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Since officials frequently hear accurate estimates but disregard them, policy failure and
intelligence failure are inextricably linked.®

It is important to highlight that the military can influence the decision-making process
of the political leadership. As Michael Kobi notes, civil control over the military defines
the political orders of priority and subordinates the military level to them in order to
carry out the goals set by the political level. However, the decision-making process that
takes place between the political and the military level can be described as a reciprocal
influence. In this context, the influence of the military can also be viewed as a challenge
to civil control. There is an inherent imbalance between the military echelon and the
political level, which is likely to be exacerbated when managing a violent confrontation
due to the traditional structural weaknesses of the political level. In certain cases, the
political leadership can even find itself in a situation where it is incapable of efficiently
reviewing the military’s activity.5”

The military’s influence on political decision-making is based on three main inputs:
intelligence assessment, strategic planning, and the implementation of the directives of the
political level. The potential influence of Military Intelligence (MI) on policy formation
has grown in Israel due to its proximity to the prime minister, elevated status and expanded
role. The primary function of MI in the Israeli national security establishment is to provide
warnings by focusing on identifying potential security threats to the country and signs that
indicate security deterioration and escalation of violence, which are prelude to war. However,
this method focuses on military-security concerns, and the assessments typically highlight
risks rather than prospects. In the past, this tendency of intelligence has resulted in errors in
assessment or flawed assessments of the adversary’s political initiatives. As Michael Kobi
puts it, such errors are liable to produce a “surprise” for the intelligence level, and thus for
the political level as well. The intelligence agencies devote significant effort and resources
to collecting detailed information, but far less effort is given to research and intelligence
assessment itself. In addition to the description and analysis of the facts about the adversary
and the assessments themselves, the evaluations of the research units in the intelligence
community presented to the political level also contain basic assumptions and a general
conception. However, the basic assumptions serve only as a starting point for understanding
the goals, military and political plans of the enemy.®®

Reportedly, Israeli intelligence and security officials tried for months to alert Benjamin
Netanyahu, the country’s prime minister, to the fact that the political turmoil brought on
by his domestic policies was undermining national security and giving Israel’s enemies
more confidence.®® Despite these warnings, Netanyahu disregarded them and persisted
in pursuing his policies, which likely left Israel vulnerable and exposed to an attack. On
7 October, the Prime Minister moved quickly to declare war on Hamas in Gaza, later
repeatedly stressing that Israel will not stop its military operations until it accomplishes
all its objectives, chief among them being the destruction of Hamas. Three months after

% Berrs 1978: 61-89.

67 Ko 2007: 106-107.

% Kosr 2007: 108.

% FABIAN—FULBRIGHT 2023.
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the launch of the Israeli ground invasion of the Gaza Strip, as a new phase of the war had
just begun, it was still not clear if the main objective of the military response was even
realistic, and what have the IDF achieved so far in Gaza.

In 2009, Avi Shlaim noted that “no amount of military escalation could break the

spirit of Hamas or its hold on power”, since it is a movement that glorifies victimhood and
martyrdom, and dealing with such a movement, military force has its limits. And while
Israel keeps justifying its resort to force by invoking its right to security and self-defence, it
denies even the most elementary security to the people living in the Gaza Strip.”” Whether
Shlaim was right about Hamas being unbreakable remains to be seen.
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