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Assessing Offensive Cyber Capabilities

Exploring the Talent Behind Cybersecurity
Gabor SELJAN'

The recent emergence of mercenary spyware like Pegasus or Russia’s
ongoing conventional warfare in Ukraine, supplemented by a cyber offensive
we never experienced before, made cybersecurity even more critical. Despite
the considerable research in the field, it seems that academia and the
private sector have not been able to keep up with the growing importance of
security and privacy resulting from the significant increase in cyber threats
to critical services, infrastructure and human rights. Research on cyber
capabilities tends to focus on the general understanding of the field and pays
less attention to the rapid spread of increasingly advanced offensive cyber
capabilities. Correctly assessing the capabilities of others and recognising
the steps necessary to develop their own capabilities are essential for any
country in combating future cybersecurity challenges. However, since
there is no consensus on describing even basic cyber capabilities, current
research uses different interpretations and usually lacks offensive capabilities
altogether. In this article, I discuss the problem of assessing, measuring and
evaluating offensive cyber capabilities, starting from the different definitions
of some related terms through the various cyber power indices, right down
to the talent behind cybersecurity, and perhaps the most promising indicators
for assessing offensive capabilities.

Keywords: cyber power, cyber capabilities, offensive security, cybersecurity
indices

Defining offensive cyber capabilities

To date, there is no well-defined or generally agreed-upon definition of the term cyber
power. Even the term vulnerability has more than a dozen definitions and formulations
in the glossary compiled by the Computer Security Resource Center (CSRC) at the
National Institute of Standards and Technology (NIST)? hence what constitutes offensive
cyber capability (OCC) is even more heavily debated both in academia and among
policy-makers. It is cumbersome to agree on a universal definition of offensive cyber
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capabilities for several reasons. As explained by Miralis (2019), a narrow definition may
exclude so many potentially malicious offensive cyber activities that policy-making
efforts based on that definition will be futile. However, a broader definition may also
capture legitimate activities, for example, research and development, aiming to create the
necessary cybersecurity tools to defend against cyberattacks and any limitation on those
activities could harm cyber incident responders and network defenders more than threat
actors.? In the following paragraphs, I briefly overview some of the related terms and their
interpretations.

In his proposed definition, Kuehl (2009) outlined the fundamental ideas of cyber
power: “The ability to use cyberspace to create advantages and influence events in all the
operational environments and across the instruments of power.” According to this early
interpretation, cyberspace was already considered to be a domain of warfare, although
NATO officially recognised it as the fifth domain of operations much later at the Warsaw
Summit, as further explained by Minarik (2016).° Meanwhile, in the view of the Economist
Intelligence Unit (EIU) and Booz Allen Hamilton (Booz), cyber power is “the ability of
a country to withstand cyberattacks and to deploy the digital infrastructure needed for
a productive and secure economy”,® which interpretation feels somewhat controversial.

Considering the military approach to offensive cyber capabilities, for example, the
military doctrine of the United States defines a cyberspace capability as “a device or
computer program, including any combination of software, firmware, or hardware, designed
to create an effect in or through cyberspace”] while the military doctrine of both the
United States and the United Kingdom defines offensive cyber operations (OCO) very
similarly as “activities that project power to achieve military objectives in, or through,
cyberspace”.® The Allied Joint Doctrine for Cyberspace Operations further discusses the
military context, emphasising that, besides supporting operations in the physical domains,
offensive cyber capabilities may also aid information operations “to influence, disrupt,
corrupt or usurp the decision-making of adversaries”.® However, the document does not
explain the term “capabilities” in detail. Uren et al. (2018) from the Australian Strategic
Policy Institute (ASPI) proposed another definition, explaining that “in the context of
cyber operations, having a capability means possessing the resources, skills, knowledge,
operational concepts and procedures to be able to have an effect in cyberspace”."°

From these various definitions and formulations, Gunjan Chawla and Vagisha
Srivastava (2020) from the Centre for Communication Governance at the National Law
University Delhi (CCG NLU) concluded that “cyber capabilities and cyber operations are
not synonymous, but cyber capabilities are a prerequisite to conducting offensive cyber
operations”.!! This view is further corroborated by DeSombre et al. (2021) from the
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Atlantic Council’s Cyber Statecraft Initiative, which defines offensive cyber capabilities
as “the combination of tools; vulnerabilities; and skills, including technical, organizational,
and individual capacities used to conduct offensive cyber operations”.'?

As explained by Christopher S. Chivvis and Cynthia Dion-Schwarz (2017), compared
to the conventional methods used by nation states, offensive cyber capabilities are less
expensive, more difficult to detect and attribute (or at least easier to deny), and more
effective to cause the target serious harm by exploiting security flaws. Due to the
asymmetrical nature of cyber capabilities, smaller or simply resource poor countries can
outperform large, resource rich nations and have a greater impact in cyberspace than they
would otherwise have in the physical space.’

Measuring offensive cyber capabilities

“Achievements are made by talent, and industries are expanded by talent.

In all things in this world, people are the most precious; and all innovative
achievements are produced by people. Hard power or soft power, when it comes
down to it, it all depends on the power of talent.” — Xi Jinping, 2018

How can we assess and measure something that is not clearly defined? Though notable
research was published by military- and defence-related organisations, studies on cyber
power are much less common than studies on cybersecurity. There are also visible attempts
to evaluate a nation’s cyber power capability among the studies. For example, the National
Capabilities Assessment Framework (NCAF) proposed by Sarri et al. (2020) from the
European Union Agency for Cybersecurity (ENISA) provides a self-assessment of the
level of maturity by assessing specific objectives to help enhance and build cybersecurity
capabilities.’

Still, comprehensive comparisons of cyber power indices and associated studies
focusing on offensive cyber capabilities are lacking in the literature. To fill this void, in
arecent study, Cifci (2022) analysed global indices and studies for assessing cybersecurity
and cyber power and compared them in terms of their comprehensiveness and strength
for measuring country-level capabilities. For this purpose, Cifci proposed a conceptual
framework that classified ninety indicators into fourteen categories, one of which is
offensive capabilities. The framework offers only two indicators for cyber workforce and
five each for cybersecurity research and offensive capabilities. However, the comparison
excludes the latter category to maintain accurate calculations.!®

Over the past decade, several organisations have worked on creating methods to assess
the cyber power of countries, according to their interpretations. Many of them have been
based on data collected by self-assessment via surveys with questionnaires, often resulting
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in composite weighted indices that produce a final ranking of countries. One of the various
drawbacks of such indices is that the results can only be interpreted in relation to each other
and if many countries are close in score, their rankings must be interpreted with special
care. Composite indices are mostly focused on cybersecurity in general, covering various
aspects of the information and communication technology (ICT) sector, including cyber
incident response and recovery. Another difficulty is that the various organisations define
the concept of cyber capabilities differently and therefore also measure them differently.
In the following paragraphs, I briefly summarise some of the reports associated with
measuring cyber capabilities.

A study on Cyber Warfare (CW) created by the Institute for Security Technology
Studies (ISTS) at Dartmouth in 2004 was one of the first and most extensive research
in determining the cyber warfare capability of countries. As Cifci (2022) summarised
this study in a recent paper, Dartmouth researchers used an interdisciplinary method to
combine strategic, technological and political analysis to provide an evaluation of the
offensive cyber capabilities of chosen nation states and the possible consequences of
cyberattacks on United States computer networks. Instead of quantitative measurements
or rankings, the study measures government and private sector capabilities and provides
qualitative statements about the selected nations."”

The Cyber Power Index (CPI), created in 2011 by the Economist Intelligence Unit
(EIU) and Booz Allen Hamilton (Booz), ranked nineteen of the G20 nations in four areas:
legal and regulatory framework; social-economic context; technology infrastructure; and
industry application. The CPI claims to provide a broad measure of cyber power because
it does not solely assess cybersecurity-related capabilities. However, with little focus on
defence, it emphasises the economic and resource indicators, which do not fully depict
cyber power, and it does not measure or even mention offensive cyber capabilities.!®

The International Telecommunication Union’s (ITU) Global Cybersecurity Index
(GCQI) first published in 2015 is based on the weighted scoring of questionnaire responses
received from countries participating in the survey. The GCI is a composite index of
several indicators that monitor and compare the level of the cybersecurity commitment of
countries regarding the five pillars of the Global Cybersecurity Agenda (GCA), including
the legal, technical, organisational and capacity-building measures and the cooperation
aspects of national cybersecurity cultures of different countries. The GCI is published
for over one hundred seventy countries and is one of the most comprehensive measures
of cybersecurity commitment of countries; however, the five pillars of the cybersecurity
agenda do not cover offensive capabilities.”

The Cyber Readiness Index (CRI) 2.0 also published in 2015 by Demchak et al. from
the Potomac Institute evaluates and measures a country’s preparedness levels for certain
cybersecurityrisks, paying particular attention to the economic importance of cybersecurity
or in other words the “economic erosion caused by cyber insecurity”. Although the CRI
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2.0 analyses one hundred twenty-five nations, it does not rank or score them and only
briefly mentions offensive capabilities as part of defence and crisis response.?

The report entitled “Cyber Capabilities and National Power: A Net Assessment”
published in 2019 by the International Institute of Strategic Studies (IISS) follows
a qualitative methodology and analyses the wider cyber ecosystem. The CCNP represents
a snapshot in time and assesses the capabilities of fifteen countries in seven categories,
including offensive cyber defined as “cyber operations that are principally intended to
deliver an effect rather than those principally intended to gather intelligence”. Furthermore,
the report considers cyber espionage and network exploitation as intelligence gathering
and covers them as core cyber intelligence capabilities. The CCNP divides the actors into
three tiers based on their world-leading strengths in the various categories, but it does not
rank the countries under investigation numerically within the tiers, because that would
depend on the degree of importance attributed to each category.*

Voo et al. from the Belfer Center published the National Cyber Power Index (NCPI)
in 2020. This index measures thirty countries’ cyber capabilities in the context of seven
broad categories called national objectives. The authors compiled and developed twenty-
seven unique indicators to measure a state’s cyber capabilities. The NCPI provides
a comprehensive overall measurement of a country’s aptitude as a cyber power with
a combination of two standalone measures, the Cyber Capability Index (CCI) and the
Cyber Intent Index (CII). The latter reflects the different prioritisation that some countries
place on developing specific objectives, hence it can be considered equivalent to a weight.??

As Cifci (2022) also highlights the difficulties of measuring offensive cyber capabilities,
one common limitation of these indices is the high level of secrecy on the related topics,*
hence offensive cyber capabilities have also proven especially hard to measure objectively,
given the lack of publicly available information. However, the continuing proliferation of
offensive cyber capabilities also increases the visibility of an otherwise covert area of
cybersecurity.

Additionally, the scope of these studies also seems to fall short, considering the
unprecedented pace of proliferation. According to Marczak et al. (2018) from the Citizen
Lab, while most cyber capability indices cover about thirty countries or less, the notorious
Israeli cyber intelligence firm NSO Group provides services to operations in forty-five
countries.?* Furthermore, based on a document that surfaced during a lawsuit, another
Israeli spyware firm, Candiru was negotiating deals with clients from over sixty countries.?
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Indicators of offensive cyber capabilities

“Imagine that you are a chef. If you are a chef and you’ve got an empty kitchen,
you will not be cooking anything. But if you are a chef and you’ve got some
ingredients, then you can make some things. If I saw those ingredients, then [
can kind of guess what you can make. But there comes a point where you don’t
know what is going to come out of the kitchen until you know who the chef

is.” — Julia Voo, 20202

What indicators can we identify to assess offensive cyber capabilities without a clear
definition to understand and scarce public information to measure? As explained by Liff
(2012), although it may be simple to acquire a basic level of attack capability against
computer networks, successfully attacking more secure systems or a more sophisticated
adversary would require resources well beyond the means of conventionally weak actors.?’
At the same time, as highlighted by the Atlantic Council’s Cyber Statecraft Initiative, the
proliferation of offensive cyber capabilities shows that many governments are willing and
able to pay the price to purchase the capabilities necessary for their various objectives.
Even so, they cannot find the talent they need or cannot afford the expenses of in-house
capability development lasting even decades. Meanwhile, Access-as-a-Service (AaaS)
firms offer government-level capabilities at private sector speeds.”® The continuous
proliferation of cyber capabilities also increases the risk of incidents that draw public
attention to otherwise concealed capabilities.

However, offensive cyber capabilities flow into all other aspects of society. Including,
but not limited to, the digital economy as the Internet and technology transforms the
way we do business, the national skill base needed for future economic development, or
the university education required by today’s information and knowledge-based society.
Based on the International Institute for Strategic Studies (IISS), cyber capable countries
also identify skills shortage as a significant risk, hence have embarked on upskilling
and training initiatives. The cybersecurity skills shortage impacts the national labour
markets worldwide, and the problem seems to persist, despite the proposed initiatives and
launched actions.? It seems the skills shortage sets a common ground for understanding
the importance of talent identification, development and management, which are all
essential for both cyber capability development and cyber capacity building. Since zero-
day vulnerabilities, crucial components of offensive cyber capabilities cannot be reused,
the various actors in cyberspace need to develop their vulnerability research capabilities
to identify new, previously unknown security flaws.

The question arises, why some states are incapable of producing the required cyber
capabilities organically? It seems that research and education appear to be stronger in
the liberal-democratic states, while the education systems of authoritarian countries
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remain underdeveloped. Similarly, Sanborn and Thyne (2013) highlight that authoritarian
regimes typically underinvest in education, as education promotes democratisation.
Hence, they misappropriate resources elsewhere.*® Nevertheless, cyber-related research
and education are difficult to implement without adequate public and higher education
systems. The recently updated global inventory of commercial spyware initially compiled
and released by Feldstein and Kot (2023) incorporates incidents from 2011 to 2023 and
suggests a connection between the education system and the cyber power of a country,
because “the data shows that autocratic regimes are far likelier to purchase commercial
spyware or digital forensics than democracies”.?!

However, while defining and measuring cyber capabilities is difficult, assessing
the educational capacities required for cyber talent identification, development and
management may be a more straightforward approach. The different levels of the
educational system, including elementary education, higher education and universities, are
the core of cybersecurity competence. We can measure the availability of educational and
training resources by indicators such as those described by Sendelj and Ognjanovi¢ (2015)
and used by the Enhancement of Cyber Educational System of Montenegro (ECESM)
project: organisational capacities; the number of courses, departments and study programs
addressing cybersecurity issues; the number of organised training and workshops.*
Aiming to attract students, the information behind these indicators is traditionally part
of some publicly available curricula. The previously mentioned indicators can be further
supplemented, for example, by the number of academic or professional security researchers,
publicly disclosed security vulnerabilities, and online published technical analysis reports
or custom-developed security tools.

One such resource is the Cybersecurity Higher Education Database (CyberHEAD),
the largest validated cybersecurity higher education database in the European Union.
Additionally, in their report about the European cybersecurity skills framework, Nurse et
al. (2022) provide an overview of the current supply of advanced cybersecurity skills in
Europe through an analysis of CyberHEAD. They collected the data via a questionnaire
and supplemented the provided answers with publicly available information. The report
includes the complete replies to questions that need to be answered by European academic
institutions when listing their programs in CyberHEAD.*

Such raw data and information could serve as an appropriate basis for a more accurate
assessment of cyber power, including offensive cyber capabilities. For example, Figure
1 below shows the distribution of cybersecurity education programs between European
countries. Although these are only quantitative indicators, based on just the number
of programs available, it seems that Spain (23), Italy (18), France (11) and Poland (11)
are currently leading the way in cybersecurity upskilling. Their current educational
advantage over other EU countries may be reflected in their future progress in offensive
cyber capability development.

30 SANBORN-THYNE 2013: 773-797.
31 FeLpsteiN—Kor 2023.

3 SENDELI—OGNJANOVIC 2015.

3 Nursk et al. 2022.

AARMS (22) 3 (2023) 11



Gabor SELJAN: Assessing Offensive Cyber Capabilities

V| ol
Programmes by Countries

Austria
Belgium
Bulgaria

Croatia

Cyprus

Czech Republic
Denmark

Estonia

Finland

France

Lithuania
Luxembourg
Netherlands
Norway
Poland
Portugal
Romania

Figure 1: EU-wide distribution of cybersecurity programs registered in the CyberHEAD
database in 2022

Source: ENISA 2023.

As also recognised by Xiangzhan et al. (2016), “competition between talented people [...]
is fundamental to international cyberspace security”.?* Given a supportive environment,
cyber talents tend to stand out like islands in the sea through various individual or
independent contributions during various hacker competitions. For example, the United
States aims to reduce the skills shortage with the Cyber Challenge (USCC) program,
launched to identify, attract and recruit the next generation of cybersecurity professionals.
Young cybersecurity enthusiasts compete against each other online, and the top performers
are invited for an in-person training program the following summer. Additionally,
in 2019 former American president Donald J. Trump established the President’s Cup
Cybersecurity Competition (PCCC) for federal employees to identify cybersecurity talents
inside the federal workforce.*®

Hacking contests are also great places to scout for talented people. The number of
participants and their results could be indicators of the offensive cyber capabilities of
their indirectly represented nations. Mainly enterprises sponsor hacking competitions to
publicise the security of a product and to use the security community to learn about new
and innovative research techniques. They usually provide a commercially sold product
and encourage the participants to find and exploit its vulnerabilities. Although Pwn20wn
is the most famous hacking contest and offers the highest prizes in the world, Tianfu
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Cup also became a notable contest in recent years after China banned its former winner
security researchers from participating in Pwn20wn.3¢

Security researchers commonly share information on new vulnerabilities,
methodologies, or techniques in the cybersecurity community. In the same way, it is
also a common practice to share custom-developed software tools on collaborative
coding platforms like GitHub or GitLab. Public technical analysis reports of notorious
vulnerabilities, proof-of-concept exploits, or security software tools may draw attention to
their author as a skilled professional or high-potential cybersecurity talent.

Hack the Box and TryHackMe are just a few of the well-known cybersecurity training
and game platforms that are great for learning and testing a candidate’s knowledge. Users
in these Capture the Flag (CTF) games must find their way through vulnerable systems
that are purposefully made insecure and collect flags to keep track of their progress. Users
advance in the ranks by completing the challenges, and we can track their success on their
public profiles, which makes their talent visible to everyone.

Vendors initiated bug bounty programs in the 1980s to allow security researchers to
report vulnerabilities. In the ideal case, they incentivise hackers to do the right thing and
report flaws to the developer. Current bug bounty programs are either managed internally
by the vendor or by a third party like HackerOne or Bugcrowd. However, many programs
offer public thanks and acknowledgment to the researchers, who can earn points for their
reports and appear on public leader boards. As Miyashita and Eckert summarised in the
year-end review of their 2022 bug bounty program, Microsoft awarded three hundred
thirty-five security researchers across forty-six countries, supported by the below world
map in Figure 2, showing the distribution of researchers based on their location. Based
on the grey scale from one to seventy-seven, the order of countries with the most awarded
researchers seems to be China, USA, India, the U.K., Germany and Eastern Europe also
participated.?”

Even though employers usually prohibit their staff from participating in hacking
contests or bug bounty programs,*® their employees still compete with others in the labour
market, often with a publicly available resume highlighting key work achievements, skills
and experience. Thereby the labour market can serve as indirect feedback to measure the
overall performance of a cybersecurity educational system and the cyber capability of
a country. The cybersecurity sector is always looking for skilled workers and will find
them where the educational system can produce them.

Furthermore, the nature of the positions available in the labour market also plays
a decisive role regarding cyber capabilities. Distinguishing between the added value of
the various job roles is essential. For example, while an analyst has an important role
in defence against cyberattacks, an exploit developer has a crucial impact on building
offensive capabilities.
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Number of Researchers
77

Figure 2: Worldwide distribution of security researchers awarded by Microsoft in 2022

Source: MivasHITA—ECKERT 2022.

The main advantage of the previously discussed indicators is that the necessary information
is publicly accessible on the Internet. The data can be collected in an automated way,
without questionnaires or interviews. The security community may ensure the authenticity
and correctness of public information by early exposing false claims, especially regarding
offensive security. After verification and validation, the data can be evaluated objectively.

Conclusion

Secrecy is the basis of offensive security. Assessing and measuring something that nation
states want to keep secret and hidden is difficult, to say the least. Yet, if we take a holistic
view of offensive security, we may find the signs by which otherwise hidden cyber
capabilities can become investigable.

Offensive security requires human ingenuity and creativity, hence it is often more of
an art than a science, and as such, it requires artists to do it. Allowing people to tackle
challenges without constraints is the best way to bring out the best in them. Thereby,
their shining talent will be something we can look for when assessing cyber capabilities.
As young people hone their skills, they show their talent to the public. During this time,
the secrecy that traditionally characterises the cybersecurity profession does not yet
cover their activities. As a result, important information (blog posts, code repositories,
competition results and resumes) is publicly available from this period, based on which
cyber capabilities could be assessed and measured by a better approximation.

In this sense, the key to successful offensive cyber capability development is the
size and quality of the available workforce, while the labour shortage affects all actors.
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Whoever can first meet the challenge of the cybersecurity skills shortage, may win
the cyber race. Though China has demonstrated its cyber power with its outstanding
performance in the indicators mentioned earlier, due to its massive population scale and
political establishment, the talent shortage may have a particularly negative impact on
the country. According to a ministry report, China will have a more than three-million-
person talent gap in cybersecurity by 2027, while its higher education institutions can only
produce thirty thousand new professionals annually.*

Meanwhile, as Harvard University scholar Graham Allison and former Google CEO
Eric Schmidt argued, though the United States faces the same problem, its immigration
policy could offer a significant advantage in the race for talent.*® Cybersecurity-specific
agency actions, similar to those announced by the Biden—Harris Administration to attract
international STEM talent,* would allow the U.S. to recruit and retain qualified foreign
nationals who already possess the requisite skills, education and expertise, without
investing the time and resources needed to train them. In contrast, China’s great weakness
is its inability to attract foreign talent, because it has limited itself to its own population,
while the U.S. can recruit from all over the world.
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