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Interoperability Services Supporting Information
Exchange Between Cybersecurity Organisations’

Sandor MUNK?

The security of cyberspace can be ensured by a broad cooperation of different
organizations, actors. This cooperation cannot be achieved without interoperable
information exchange between cybersecurity actors, organisations, and their IT
systems. Interoperable information exchange can be realized using own resources,
or using services provided by third parties. IT interoperability service can be defined
as a service by which a service provider supports interoperable data exchange
between IT systems of service consumers and cooperating actors. This publication
provides different categorizations of interoperability services, discusses their
benefits, and the necessary user tasks. It determines the types of interoperability
service providers and their necessary capabilities. Finally, it defines the special
requirements of cybersecurity information exchange and presents the main types
of required services.
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Introduction

Today’s social, economic and everyday activities are increasingly dependent on the services
provided by globally interconnected, decentralized IT systems and networks that make up
the cyberspace. This dependency also means increasing vulnerability and risks. A secure
cyberspace, cybersecurity requires a broad range of actors and extensive cooperation,
collaboration. It is also clear that successful and effective cooperation is not possible without
a similar level of information exchange.

Information exchange between different actors may have and in practice almost always
has interoperability problems that require appropriate solutions. This is also the case for
the various actors of cybersecurity scene, which include event management centres,
operations centres, organisations providing cybersecurity information and IT developers,
manufacturers.

Solutions for ensuring and maintaining interoperable exchange of information between
IT systems of the actors involved can be implemented by the actors themselves, or they
can use services provided by third parties. With the emergence and spread of cloud-based
technology, the role of services is gradually increasing. This makes it necessary to examine
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the possibilities of services supporting interoperable information exchange in general, and in
particular for cybersecurity information exchange.
The purpose of this research paper is to outline the basics and the framework of using
IT interoperability services to ensure and maintain interoperability during exchange of
information between cybersecurity organisations. For this reason it:
« discusses the concept and elaborates the definition of IT interoperability services sup-
porting information exchange;
* suggests classification criteria and classifies IT interoperability services supporting in-
formation exchange;
 determines the benefits of using such services and the tasks to be performed;
+ determines the types of service providers of such services and their necessary capa-
bilities;
+ summarizes the interoperability problems and solutions of the exchange of cybersecu-
rity information;
+ identifies possible types and content of cybersecurity interoperability services.

Basics of Interoperability Services

To examine the interoperability services that support the exchange of information between
cybersecurity organizations, we first need to summarize the basics of interoperability
services. In today’s literature, though we may encounter the term, there is no mature
definition, or practically, there is not even a definition of the concept of interoperability
services. For this reason, I will start from the components of the term, so I will simply
consider it a service that supports interoperability.

Interoperability itself is a widely used concept that is in many respects clearly defined, but
it has a number of types modified by an adjective. In the following, I will briefly summarize
the basics of information interoperability and IT interoperability, their concepts, problems,
levels and solutions, largely based on my previous publications. [1] [2] [3]

I will then elaborate the definition of the information interoperability service and then
the definition of IT interoperability service concepts used in this publication, and then present
the most important occurrences of these terms in the literature. Next, I sum up and analyse
the technical implementation forms of interoperability services. Finally, I give a more precise
definition of the interoperability service.

Basics of Information Interoperability

A fundamental prerequisite of cooperation between cybersecurity organizations is
the effective and efficient exchange of information that meets the information needs
of the parties and which can be used in their activity. Its conditions are ensured by
the interoperability between organizations and their IT systems.

Information interoperability is a type of the general concept of interoperability, related
to the exchange of information between the cooperating actors. Under the concept of
interoperability, in general terms, we mean a mutual capability between/among two or more
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objects, necessary to ensure successful and efficient interoperation, supporting cooperation.
Accordingly, information interoperability is the mutual capability of different actors
(persons, organizations, groups) necessary to ensure exchange and common understanding of
information needed for their successful cooperation. In case of information interoperability,
information is transmitted between the actors in a meaning-preserving mode, at a necessary
level for their cooperation. Since all cooperation is based on the exchange of information
between participants, information interoperability is a necessary condition for any “higher
level” (e.g. organizational) interoperability.

Exchange of information between actors can take place directly between people, between
people and their IT systems, as well as between IT systems. In case of traditional exchange of
information between people, the preservation of meaning is based on the existing knowledge,
experience of previous cooperation and cognitive abilities of the peoples. Nowadays, however,
there is an increasing importance of the exchange of information between the actors’ IT
systems without human interaction, which requires the introduction of another concept.

The IT interoperability is a mutual capability of IT systems, devices and applications
to receive, provide, i.e. exchange data—using transformations if necessary—preserving
the meaning assigned to data by their primary users to the extent necessary for their cooperation.
The data itself does not have any meaning, it is essentially a fixed representation of information,
to which only their producers and their users assign (intended or interpreted) meaning.

An information interoperability problem arises only if there are some differences
between the cooperating parties, when heterogeneity is present. In terms of information
interoperability, heterogeneity and thus interoperability problems can be divided into
levels to which independent interoperability types and capabilities belong. The difficulties
in the meaning-preserving information exchange by the consensus of the literature can be
grouped into three levels, which are:

* the technical level of physical media used in the exchange of information;

+ the syntactic level of the language, message and data formats used;

+ finally, the semantic level of the content and meaning to be transmitted.

Technical level information interoperability is a set of capabilities to handle, produce,
transmit, display material (physical) representations by “interoperable” devices. Nowadays,
IT technology ensures the storage and exchange of practically arbitrary representations
based on continuous bit streams and finite bit sequences.

Syntactic level information interoperability is a set of capabilities to manage—produce,
process and present—intermediate representations in the form of data, based on material
representations. These include numerical representations, string formats, character code
tables, data structure representations, digital representations of textual and drawing
information, and digitized formats of sampled audio, visual and other sensory information.
Although the scope of possible syntactic representations is wide, in practice they are limited
to a relatively small number of standard solutions.

Semantic level information interoperability is a set of capabilities that make use of
the intended meaning of syntactic level representations that carry information. In case of IT
systems, the proper interpretation of the received data requires additional knowledge about
the meaning of that type of data. Previously, this knowledge was embedded, “hidden” in
algorithms (programs). Nowadays, the amount of semantic information manageable by IT
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tools about the connection between data and their meaning has been significantly expanded.
This includes data about data (metadata) as well as formalized concept systems (controlled
dictionaries, taxonomies, ontologies).

Elimination of interoperability problems, maintaining the necessary interoperability
can be achieved by interoperability solutions. One of the interoperability solutions is
standardization, reduction or elimination of heterogeneity; the other is the insertion of
meaning-preserving transformations between the form used by the sending (data providing)
party to the form used by the receiving (data receiving) party.

The technical and syntactic level interoperability solutions must ensure that the different
material (physical) resources and target representations involved in the transformation carry
the same syntactic representation (digital bit sequence, bit stream), and that the different data
formats and structures of source and target sides be transformed to each other preserving
the meaning to the necessary extent. While technical level solutions in principle can transform
bit sequences and streams without loss of information, it is not true for syntactic level
transformations. Some syntactic representations cannot be transformed unambiguously to
each other.

The most difficult task is to develop semantic level solutions. The details of solutions on
technical and syntactic levels are of no interest for the users, and can be replaced invisibly, not
affecting their activity. By contrast, the meaning assigned to the data processed, the concepts
used in the interpretation, and their relationships are closely related to the user activity. Thus,
standardization is not always a solution, heterogeneity cannot be completely eliminated or it
is not straightforward to eliminate.

Nowadays, practically all IT interoperability solutions are based on the use of agreed
(standard) intermediary representations. In this case each actor stores the information in
the form of his/her own internal representation and after transformations, it is transmitted
in the form of the intermediary representation. This solution leaves the autonomy of
the individual actors, does not deal with the internal representations they use, with the possible
syntactic and semantic differences (possibly) existing between them and with the tasks of
transformation between the internal representation and the intermediary representation. It
allows new entrants to flexibly engage in the interoperable exchange of information within
the scope of cooperation, without the original actors having new transformation tasks.

Concept and Interpretation of Interoperability Services

There are several possibilities for implementing information (and IT) interoperability,
requiring tasks with different content and difficulty. In case of all tasks, such as the creation
of the conditions for interoperability, there are two possibilities: a solution based on own
resources or provided by an external service provider. In the following, I will examine
the concept of information and IT interoperability service and their different interpretations.

In general terms, the service is an activity that is intangible, a service provider provides
to its customers which is of value to the recipients. The use of a service may be justified by
the fact that the activity provided:

+ cannot be performed by the consumer in the absence of resources or capabilities;

« or the activity’s own implementation is less efficient and economical.
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Different types of services are distinguished: what benefits they offer to their customers
(what results they bring, what their activities support and what activities they perform in
place of them).

Information interoperability service is, accordingly, a service by which the service
provider supports the interoperable exchange of information between the service consumer
and other parties. The interoperability service may provide interoperability conditions in
whole or in part. In case of traditional information exchange, an old “interoperability service”
is interpreting.

Similarly, the concept of IT interoperability service, which is relevant to our subject,
can be defined as a service by which the service provider supports interoperable (meaning-
preserving) data exchange between the information system, tool and application of
the service consumer, and the IT systems, tools and applications of other actors. The basic
task of an IT interoperability service (hereafter shortly referred to as interoperability service)
is the transformation between the internal representation of the information handled by
the given actor and the intermediary representation, so the essence of interoperability services
is the support and implementation of such transformations.

The meaning-preserving transformation of data was already mentioned in the early
1990s in the form of mediation services, in relation to IT systems processing data from
heterogeneous sources.

Mediators provide intermediary services, linking data sources and applications, so they
do not have to deal with uninteresting differences and details of their solution. Mediators
provide integrated information without the need for integration of data sources. [4] Data
mediation is a semantic transformation of data structures and data content that maintains
semantic equivalence between different representations. [5]

The term interoperability service in the literature is described in several different
forms, mostly without precise definition, most of which denote a component of a software
architecture, a software service type that is a functionality provided by a software component
to another software component through a defined interface.

The Interoperability Service Utility is one of the basic concepts of the Cooperation and
Interoperability for Networked Enterprises (COIN) project 20082011 of the European
Union’s 7% Framework Program for Research, which is a utility-like capability, provided
as a service, that establishes organizational interoperability. [6] The term has already been
used in the roadmap of enterprise interoperability research project, as a layer of the open
cyberspace, sitting atop of the Internet, and the Web. [7: 2]

The term appears in the title of the Content Management Interoperability Services
(CMIS) standard of Organization for the Advancement of Structured Information Standards
(OASIS) published in 2010 and modified in 2015. The purpose of the standard is to support
information sharing between content management repositories/systems made available by
different service providers, by specifying web services and interfaces. [8]

Message-oriented middleware services and mediation services are included in the list of
services of NATO C3 Classification Taxonomy, released in 2012 and further developed in
2015, in the group of service-oriented architecture platform services of the core technical
services. The platform services provide a foundation to implement web-based services in
a loosely coupled environment, ensuring flexible, adaptable alignment and coordination of
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services, and can be used as a capability integration platform in a heterogeneous service-
provisioning ecosystem. [9: 33-34]

Technical implementation forms of interoperability services include middleware
services, web services, and cloud-based services. In the literature one can find published
concepts and expressions related to interoperability services, and connected to these
implementation forms.

Middleware is a software product that provides its own value-added services to
applications. Middleware services can complement the operating system features, support
collaboration of shared software components, or provide access to various objects (e.g. data,
documents, databases). Our topic is best served by the following definition: “Middleware is
the software that assists an application to interact or communicate with other applications,
networks, hardware, and/or operating systems.” [10: 254] As it can be seen from the definition,
the main but not the only function of the middleware is to ensure interoperability. In this
context we can find the term “middleware services for interoperability” in the literature.

Web services in general are software services provided through the World Wide Web,
between software components, in practice, in the strict sense, services that meet the W3C
Web Services standard package. According to the latter, the web service is a software
system designed to support interoperable machine-to-machine interaction over a network,
according to certain web standards.? [11: 1.4] Web services are a concrete implementation
of the service-oriented architecture (SOA). In this context, the term mediation web services
also appear in the literature.

Cloud services are IT services that can be accessed and activated on demand via Internet
from a cloud computing provider, and their costs are generally proportionate to usage.
Services are built, operated and managed by the cloud service provider. In addition to
conventional cloud services,* the concepts of “interoperability as a service” and related to
this “interoperability service provider” have appeared.

Hereinafter, the interoperability service is considered only a solution in which
the functionality of interoperability between IT systems, devices and applications is realized,
and is provided by an interoperability service provider, independent of the consumer. Of
the three technical implementation types described above, only interoperability cloud
services and interoperability web services (or service-oriented architecture services) are
operated by independent service providers. We do not include interoperability middleware
solutions because, in these cases, the operator of the “service provider” software component
is also the same as of the application using the service.

Types of Interoperability Services, their Role in
the Implementation of Interoperability

Implementing functions as a service that support the interoperability of IT information
systems, tools, applications and meaning-preserving exchange of information, as well as

3 Tt has an interface described in Web Services Description Language (WSDL) format, interaction is done
by Simple Object Access Protocol (SOAP) messages (typically conveyed using HTTP with an XML
serialization).

4 Infrastructure as a Service, Platform as a Service and Software as a Service.
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the range of such services is still limited. In different application areas the basic solution for
ensuring and maintaining interoperability of IT systems is the use of agreed, standardized
intermediary representations. Implementing a solution based on this is a complicated task,
and the cooperating systems have to carry out a significant part of that.

In order to ensure IT interoperability, the systems involved in the cooperation will
implement a number of functions that could be utilized or have already been implemented
in other systems. Instead of developing, maintaining or improving these features and
capabilities, they can be used more efficiently and more economically as services.

In the following, to analyse the aspects of the use of interoperability functions as a service,
I will present the main classification criteria, types and characteristics of these services, then
examine the benefits and tasks of the services from the user point of view, as well as the types
of service providers and their necessary capabilities.

Types of Interoperability Services

Interoperability services can be categorized according to different criteria. In the following,
I briefly present some of the classification criteria considered relevant, the related types and
their main features.

Interoperability services, according to their level may be syntactic and semantic.
Among these I do not count physical level interoperability services, because these are tasks
of the communication infrastructure, and today these functions are essentially ensured by
IP-based data exchange available on all transmission technology.

Syntactic level interoperability services provide meaning-preserving transformations
between data element representations and data structures built up from data elements. The first
group includes transformations between elementary data representations corresponding
different specifications. During the transformation, the content of the information carried by
the data element may not be completely preserved because of the difference between source
and target value sets.” The syntactic level data element transformations are independent of
the application area, knowing the rules of the two representations they can be implemented
without any application domain knowledge.

The second group is the transformations between data structure representations. These
include transformations between different representations of elementary data structures
and transformations between different document formats.® Data structure transformation
interoperability services transform a source data structure representation into a target data-
structure representation, provided that all data elements of the target can be generated from
the data elements of the source. These services, therefore, utilize the services provided by
the syntactic data element transformations.

From the point of view of syntactic data structure transformations, general purpose markup
languages for semi-structured data as well as standard message formats are of paramount
importance. Among the former, today the XML format is dominant, but JSON format is

°  For example, lower numerical accuracy, smaller character count, narrower character set, or lower image
colour depth.
5 For example text, drawing, audio, video, or complex document formats.
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also worth mentioning that are application area independent.” Standard message formats are
predominantly based on these two formats and textual formats that meet simple rules.

Semantic level interoperability services provide transformations at the level of meaning
of the information carried by data (independent of representation format). Both data elements
and data structures contribute to the meaning, so accordingly the semantic transformations
can also be split into two groups.

Among the elementary semantic meaning-preserving transformations, the conversions
between different units of measurement, dates given in different calendar systems, or
classifications belonging to different classification systems play a significant role. In general
terms, the transformation of textual descriptions between different languages or translations
of texts into foreign languages should also be considered as a semantic transformation.

As stated earlier, the data alone do not have a meaning, so the meaning-preserving
transformation requires additional knowledge that can be “wired” into the transformation
software component or be available in the form of semantic information related to the meaning
of data. Semantic level interoperable transformations—as opposed to syntactic level
transformations—can only be achieved by using specialized application domain knowledge.
The rules of the transformations, the order of their implementation, or the semantic information
required for this purpose must be determined by domain area specialists. If a transformation
that not always, or not completely preserves meaning is acceptable, and the conditions are
available, semantic level transformation can be achieved by artificial intelligence solutions
based on machine learning.

Interoperability services, according to their nature can be classified into two broad
categories. The first includes services implementing transformation subfunctions, that
are used by one party involved in the exchange of information to transform one part of
the information to be transmitted. In this case the parts of the transformation, not supported
by services, from the own internal representation to the intermediary representation, or in
the opposite direction, and the sending or receiving of the intermediary representation are
the responsibility of the party concerned.

The second group is the services implementing a complete meaning-preserving
information exchange. In this case, the service takes over the information to be transmitted
from the sender, transforms it to the extent necessary and transmits it to the receiver(s). This
solution is also referred to as an interoperability gateway for the analogy of the tools used for
physical level information exchange, and which can also be provided as a service.?

An essential characteristic of interoperability services providing complete information
exchange is the representations and protocols they “know”, among which they provide
meaning-preserving transformations. Among them, like in case of other types of gateways,
it is expected that standardized representations will be used. Thus, the transformation
between the individual internal representations of the actors and the standard intermediary
representations remains the responsibility of the actors. The main purpose of the gateways is to
interconnect different cooperation groups and the transformation between their intermediary
representations.

7 Extended Markup Language, JavaScript Object Notation.

8 See for example the NATO Information Exchange Gateway, [12] the Medical Interoperability Gateway of
the Healthcare Gateway company, [13] or the Semantic Gateway as a Service solution of the Internet of
Things paradigm. [14]
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Interoperability services, according to their availability may be publicly available
to anyone, or closed, accessible only to the members of a cooperation group. Public
interoperability services include, for example, freely available document format conversion
services (voice, video, text, document, presentation, e-book, archive, etc.) on the Internet.
Most of these are accessible via a manual user interface, but many service providers also
provide programmed access, in the form of web services.’ These may be free or pay-per-use
cloud-based services. In case of public services, safety considerations must also be taken
into account as the information to be transformed becomes accessible to the service provider.

Closed interoperability services are a safer solution provided by internal providers under
the control of a particular user group, or by trusted external service providers. The availability
of services can be restricted to closed networks or controlled by access rights. Closed
interoperability services may be needed, inter alia, for public administration, the defence
sector and the cooperative IT systems of the European Union or NATO. In case of European
and national public services, closed service can be provided by the previously mentioned
interoperability service public utility.

Users of Interoperability Services

Users of interoperability services are cooperating actors, who exchange information
with each other and wish to create the conditions of the meaning-preserving information
exchange using the services provided by service providers.

The benefits of interoperability services for users are essentially the same as the benefits
of services in general. Services provide capabilities, perform activities that their users cannot,
or they would only at an expense, compared to which the service is more economical.

The basic type of interoperability services is a meaning-preserving transformation
between information representations (data), ranging from transforming certain data
elements, to transforming messages, and connecting information exchange protocols. This
is accomplished through software components that can also be obtained as a product, so
the question arises why software components that can be embedded in your system are not
worthy of use as services.

The traditional reasons for the use of services in general are also true for interoperability
services: their total costs are lower, they can be used timely, without preparatory tasks,
the service levels can be guaranteed, operational and maintenance tasks are not the users
responsibility. Because of the information exchange standards change from time to time,
newer versions will be introduced, special expertise, software modification and development
will be required to track these, but this is the responsibility of service providers rather than
users.

In case of interoperability services, there are also user tasks. As interoperability services
are expected to relate to more widely used, standardized representations, they support the use of
meaning-preserving transformations between such representations, specific transformations
need to be implemented by users between user specific internal representations and

®  For example, ZamZar Online file conversion, online-convert.com, ConvertAPI.
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representations known by interoperability services. Let us examine where they are needed,
and where they are not and where services are probable.

The number of different representations of the first group of general data elements (such
as numbers, logical values, dates, times) is relatively low, less dependent on the application
area, the transformations that can be made between them are well formalized and can be
easily implemented so that they can be provided as adequate interoperability services.

Different representations of another group of general data elements (character strings,
unformatted texts: names, short descriptions, remarks etc.) can differ in two ways: the character
set used and the language. The range of the former is also limited, so transformation services
between them exist, and will exist in the future. Furthermore, to resolve language differences,
there already exist— in fact not yet perfect—services in the form of machine translation
capabilities.

Finally, interoperability services already exist in the form of easy-to-use conversions
between different formats of audio, video and video information.

In case of classification data elements (categories or types), interoperability services
between the different versions of these are required only for widely used standard versions.
To develop such a transformation, and a service implementing it are made more difficult by
the fact that there is usually no unambiguous mapping between the different classification
systems, working in both directions. Nonetheless, when exchanging such information,
accepting some loss of information, through the use of an “other, cannot be classified”
category, the transformation could be done with preserving the most possible information.

The meaning-preserving transformation between different formats of data sets (messages,
composite documents) is a complex task, including the necessary transformation of data
elements that constitutes the data-set, as well as their relationship structure, the data describing
this structure. The questions related to data elements we have been discussing above and in
case of data structures, based on the fact that a significant part of these structure formats!’
is of general purpose, standardized, widely used, and interoperability services are already
expected to appear.

Providers of Interoperability Services

Interoperability services cannot exist without service providers, so there should be actors
that create these services, maintain the conditions for their provision and make it available
to the consumers who use the service. The benefits of implementing interoperability
functions in the form of a service include the concentration of the capabilities required
for the functions, the wider availability of functions and therefore the more economical
operation and the more efficient maintenance of functions.

Interoperability providers according to their type may be third party market-based
providers working independently of the consumers of their services, or may be internal
service providers supervised by some user community. Third-party service providers may
offer interoperability services in the public domain, mainly on syntactic and elementary

10 Nowadays, these formats are primarily at the elementary level, the XML; at the upper levels are the different
message format or document format standards.
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semantic level, but may also operate interoperability gateways if there are user needs. In case
of the former, service providers use these services to promote their other similar products,
while in case of the latter it is more likely to sell interoperability gateways as products,
complemented by a service package that includes further development.!! In my view, in case
of organizational actors, the use of external service providers will be limited due to security,
reliability and availability considerations.

Internal service providers typically provide closed services (available to a particular user
community), and their services, less frequently, could be open. They serve organizational
purposes, the information exchange within a stable cooperating community, the integration
of heterogeneous IT systems. The implementation of functions supporting the meaning-
preserving information exchange as a service enables the functional separation of
the functions and tasks of the organizations involved in the operation of IT systems and of
the organizations, organizational elements providing interoperability services.

The capabilities necessary for interoperability services in case of syntactic level services
are easier to develop and do not require deep application area expertise. Conversely, much of
the information needed for the transformation at the semantic level is not readily produced.
Among them, the transformations between different classifications are a top priority.

The reasons for different classifications lie in the different needs and perspectives of their
users. Different application communities can group the same objects into different classes,
according to their own interests, to their own criteria. There may be a difference between
the range of objects to be categorized, and a user community can also create classes for
objects that are not in the interest of other communities. Differences between classifications
cannot usually be eliminated, in the vast majority of cases there is no way to create and apply
a single classification system that is equally suitable for all users.

The transformation between the different classification systems means practically
a conversion between classification characteristics: based on the source side classification
value the target side classification value should be determined. The result of the conversion
may be that for the source classification does not exist an appropriate classification value
on the target side (or, if there is, it is only the “other”). Therefore, conversion requires
further knowledge, for example other attributes describing the source object. Depending
on the nature of the relationships and differences between the two classification systems,
from the point of view of the source, a transformation may be a one-to-one mapping, it
may require additional information (knowledge of other characteristics) and may not be
feasible. Conversion between two classification systems, in many cases, is not symmetrical:
it can be performed in one direction (e.g. from a more detailed classification into a more
comprehensive classification) and in the other it cannot, or only partially.

Service providers that provide transformations between classification systems may
be the organizations responsible for the definition of classification systems, or may be
independent service providers. The former, of course, has better capabilities and opportunities
to determine the content of the meaning-preserving transformation. In case of modification
of the classification system on the same application domain, the responsible organization is

11 For example, in the military application, the IRIS MTF Gateway and IRIS Information Mapping of
the Systematic company, as well as the Oracle EDI Gateway products in civil application.
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able and is entitled to define the rules of the conversion.' In case of a transformation between
a classification system supervised by two different organizations, the definition of rules may
be the result of joint work, or may be done by one party that is more interested in ensuring
the possibility of conversion from another classification system to its classification system.

Interoperability Services in Cybersecurity Information Exchange

Today’s social, economic, and everyday activities are increasingly dependent on
the services provided by the interconnected, decentralized IT systems and networks that
make up the cyberspace. Increasing dependence also means a growing vulnerability and
risk, as the breach of the security of IT systems, networks and of information and data that
they manage will also result in harm to security of these services. Every state, and every
organization must be ready to manage the risks and handle the threats in cyberspace to
ensure an adequate level of cyber security. The creation and maintenance of cybersecurity
requires a wide cooperation involving several actors, based on the exchange of cybersecurity
information.

The cybersecurity information exchange, like other areas of expertise, is hampered by
differences and heterogeneity between the actors involved and the IT systems they use, due to
their different purposes, approaches and solutions, which require an interoperability solution.
One of the possibilities of creating and maintaining interoperability between the actors’ IT
systems is the implementation of interoperability functions in the form of services.

In the following I will first summarize the basics of cybersecurity information exchange
and its interoperability problems and solutions; next, I identify the possible types and content
of the syntactic level and then the semantic level of cybersecurity interoperability services.

Cybersecurity Information Exchange, Interoperability Problems

For the purpose of exploring and analysing interoperability services supporting cybersecurity
organizations in the following, based on two of my previous publications, I first summarize
the framework for cybersecurity information exchange, [15] then the interoperability
problems and solutions for information exchange. [16]

Cybersecurity information is all the information that actors involved in cybersecurity'
are using to perform their tasks. This information can be divided into four major groups
(information related to events, to vulnerabilities, to threats, and other information).

Information related to cybersecurity events consists of primary raw event information and
evaluated event information. These include the information about the person, organization
reporting, the dates and the description of the event; its classification; the components
involved, the consequences and effects of the event; and its roots, causes and course.
Cybersecurity organizations are continuously receiving, analysing, and, where necessary,

2 For example the Hungarian Statistical Classification of Economic Activities (TEAOR).
13 Cybersecurity emergency response organizations, cybersecurity operations centres, other cybersecurity
organizations (providing information, detecting and analysing threats) and vendors of IT products.
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transmitting information about the events to the organizations under their responsibility
(constituents), and to the cooperating organizations.

Cybersecurity actors maintain and use global and organizational level databases about
cybersecurity vulnerabilities for their activities. These databases contain the identification and
description of vulnerabilities; the components involved, the consequences, and the assessment
and severity of the exploitation; the possible ways and methods of exploitation, and its tools
already known; as well as the solutions that eliminate, or minimize their impact.

Information on cybersecurity threats are analysed, evaluated, synthesized information
about potential security events, potential actors, attackers threatening security, and
the methods and procedures they employ, which are used in cybersecurity risk management.
While vulnerability-related information belongs to the “own/internal side” part of malicious
security events, threat information belongs to the “attacker/external side”.

The main types of cooperation relationships between cybersecurity organizations include:

 cooperation between a cybersecurity event management centre'* and the cybersecurity
operations centres (IT system operators) under its jurisdiction;

 cooperation between superior and subordinated cybersecurity event management cen-
tres with wider and narrower responsibilities (e.g. national and sectoral; or internation-
al, regional, federal and national organizations);

+ cooperation between cybersecurity event management centres on the same level with
non-overlapping responsibilities (e.g. different national or different sectoral organiza-
tions);

 cooperation between cybersecurity event management, or operations centres, and ven-
dors of IT products;

+ and finally, connections between cybersecurity event management, or operations cen-
tres, and military, law enforcement, or national security organizations.

The conditions for sharing cyber security information—within the legal framework—are
determined by the information sharing policies of the individual organizations and the trust
relations between the organizations.

The basic purpose of exchanging information between cybersecurity organizations is
to enable each organization the access to information necessary to their decisions. For this
purpose, it is necessary to share and provide information that is necessary and sufficient for
the organization using the information. These are called “actionable information” by ENISA
documents. [17: 2-4]

The role and significance of the interoperability of cyber security organizations is
of paramount importance, as cybersecurity threats in global cyber space do not have
organizational boundaries, and the network boundaries (even in case of distinct networks) are
notimpermeable. Although cybersecurity organizations sometimes produce new cybersecurity
information, their activity is based on information, notifications, announcements, alerts,
coming from outside the organization. Lack or lower level of interoperability means that
organizations affected can only perform their activity with less information, or the processing
of received information requires extra work, takes more time.

4 Computer Security Incident Response Teams (in the EU), or Computer Emergency Response Teams (in
the USA).
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Technical level problems of interoperability are related to the data transmission (if
necessary secure) links. Today these problems—apart from the potential problems of
the secure connection—are relatively easy to solve. Syntactic level problems can occur during
the exchange of unstructured (typically free text) data, related to the message formats used
and the formats of each data element. The necessary transformations to solve these problems
are also available, or feasible.

The semantic level problems in the field of cybersecurity are also a key issue for ensuring
and maintain interoperability, and the provision of meaning-preserving information exchange.
In this area there are a variety of taxonomies for different purposes, there are sets of controlled
values sets, some of which are used in wider, others in a narrower scope of cooperation. In
the future, it is expected that more cybersecurity classifications will remain in use, so their
possible alignment or meaning-preserving transformations remain a task for actors involved.

Syntactic Level Interoperability Services for Cybersecurity

The meaning-preserving information exchange between the cooperating cybersecurity
organizations—in order to resolve the existing differences—may require a number of
syntactic level transformations. In the following, I will examine what types of syntactic
level transformations may be required, and in which cases may they occur, and for what
reasons the providing of this functionality occurs in the form of services provided by a third
party.

The first group of syntactic transformations consists of transformations of data elements.
Among these, the syntactic transformations of numeric, logical, date and time data are well
formalized, algorithmised and can be solved on their own. In case of transformations of
textual data (names, denominations, descriptions) between different character sets, formats
(especially in case of names) and translations between languages the use of services may
occur.

For systems that identify certain things (such as hardware or software components
affected by security incidents or vulnerabilities) with names, the format for naming the same
component may be different in two systems. For this reason, it may be necessary to convert
from one format to another, or to split into a different number of name elements, or to make
minor translations.' In case of textual descriptions, the necessity of translation does not need
explanation.'®

The implementation of these transformations in the form of a service may be justified
by the wide, dynamically changing and expanding range of information, and expertise

15 For example “Adobe Flash Player for Microsoft Edge és Internet Explorer 11 - 31.0.0.108 és korabbi verzidi
(Windows 10 és 8.1)” (govcert.hu, Hungarian Government Incident Response Team) ~ “Adobe Flash Player
for Microsoft Edge and Internet Explorer 11” + “31.0.0.108 and earlier versions” + “Windows 10 and 8.1
(Adobe Security Bulletin)

16 For example ,,A sériilékenységet a Cisco Umbrella API interfészéhez tartozo hitelesités nem megfeleld
konfiguraciéja okozza. Ezt kihasznalva, egy hitelesitett, tavoli tamado olvashatja a sajat és més szervezetek
adatait, valamint mdédositani is tudja azokat.” (govcert.hu) ~ “A vulnerability in the Cisco Umbrella API
could allow an authenticated, remote attacker to view and modify data across their organization and other
organizations.” (Cisco Security Advisory)
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required (related to the formats used), the general nature of the task (machine translation), or
the special domain knowledge related to translation of cybersecurity related texts.

The other group includes syntactic transformations between groups of data, and
data structure representations. Basic tools for exchanging cybersecurity information are
texts that meet simple structural and formal rules,'” as well as XML and JSON formats.
Transformations between these formats affect the parts describing the structure: in case of
text, the order of components and the headings; and, in case of markup languages, the tags
used. To transform the complete composite data format (representation), it is also necessary
to convert data elements of the source format to data elements of the target format, which
belongs to the previous set of transformations.

For transformations of groups of data, the source format may not contain all the required
data for generating the target format, or contains data that is not included in the target format
(are not of interest to the target user). The latter does not constitute an interoperability
problem; it can be considered a realizable filtering that can be solved by the service. Missing
data for syntactic level services in some cases may optionally be added, or the result will only
be partial. This may be done by the omission of data, or using the “unknown” value. In case
of mandatory data, successful transformation requires human, expert involvement. However,
compared with a “manual” transformation, this can still be a very useful service.

One of the likely broadly useful services may be the transformation of the above-
mentioned structured text data using a markup language (e.g. XML format) describing
the structure and the type of data elements. The resulting format can now be further easily
transformed to other, for example standard formats, or can be used to convert to a native,
inner format of the cybersecurity actor’s IT system.

Semantic Level Interoperability Services for Cybersecurity

During the exchange of information between the cooperating cyber security actors,
the most important and most difficult to resolve differences are the correct interpretations
of the transmitted data. The features of cybersecurity events, vulnerabilities, threats, and
other entities of interest are represented by all actors in a manner appropriate to their own
goals and tasks.

Differences on the semantic level may, for example, appear in the parties’ classification
of different things into a concept (e.g. what they consider as a security event); when things
are categorized by different criteria, or with different details; the characteristics are described
with different value sets; relationships between things are recognized differently. Much of
these differences can be traced back to classifying and categorizing things, so I will focus on
two questions of implementing transformations between different classifications.

Services performing the transformation between classifications can be implemented in
“wired” form, using formalized conceptual systems, or in a complex way. In case of a wired
solution, the party using the service must provide the source and destination classification
identifier and the source classification value, and the service determines the classification

7" For example the Hungarian Government Incident Response Team vulnerability list (database), or security

bulletins, advisories, notifications provided by different organisations.
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value according to the target classification. This solution can be used to convert between two
specific classifications.

For services based on formalized conceptual systems (taxonomies, ontologies),
the service provider implements the transformation with a general-purpose interpreter
engine using semantic relationships (identity, is-a, etc.) between the classification values, as
concepts. The advantage of this solution is that its capabilities can be expanded and improved
by incorporating new classification concepts and conceptual relations without software
modifications.

Using existing transformations between classifications, new transformations built on
successive steps can be created. The disadvantage of this solution is that there may be a case
in which there could be a one-to-one mapping between two classifications, but this is not
possible through the intermediate classification (for example, because its detail is lower than
that of the two others).

Organizations responsible for particular classifications can play a prominent role among
service providers of transformations between cybersecurity classifications. They are able
and even entitled to define the mapping in the most appropriate way between different
versions of their classification systems. An example is the Top 10 vulnerability category
system of the Open Web Application Security Project (OWASP), where there are four
changes from 2013 to 2017.

An organization responsible for widely used detailed classification system may also be
able to provide transformation from its own classification to a less detailed classification
system. An example is the Common Weakness Enumeration (CWE) software security
weakness categorization that is part of the US National Vulnerability Database, for which
a mapping has been defined for different versions of OWASP Top 10 categories (2013, 2017).

Conclusion

The starting point for this publication is that the services provided by globally interconnected,
decentralized IT systems and networks, the cyberspace, play a prominent role in our world.
The dependence on these services requires the high-level security of cyberspace that can be
ensured by a broad cooperation of different organizations, actors. Successful and efficient
cooperation cannot be achieved without a similar level of information exchange between
the actors, and their IT systems that requires interoperability of these systems.

Functionality ensuring interoperable information exchange between IT systems can
be realized using own resources, or using services provided by third parties. The term
interoperability service in the literature is described in several different forms, mostly
without precise definition. The suggested definition of IT interoperability service is a service
by which the service provider supports interoperable (meaning-preserving) data exchange
between the information systems, tools and applications of service consumers, cooperating
actors. Interoperability services can be implemented as middleware services, web services,
and cloud-based services.

Interoperability services can be categorized according to different criteria: their level,
nature, and availability. The benefits of using interoperability services are obvious, but there
remain tasks that the service consumers (users) should do on their own. Interoperability
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service providers can be third party market-based providers, or internal providers, serving
organizational, or cooperating community interests. Some interoperability services do not
require application domain specific knowledge, but others (primarily on semantic level) do
require.

Cybersecurity information exchange has special requirements for interoperability
services. They require support for interoperable exchange of data about cybersecurity
events, vulnerabilities, threats and other objects of interest. Syntactic level interoperability
services can provide transformations of data elements, transformations between groups of
data and data structures. Among semantic level interoperability services, the transformations
between different classifications play an important role. Ideally, these can be provided by
the organisations responsible for classifications.
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